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ABSTRACT: FHE was an amazing Breakthrough in theoretical cryptography and as such it deserves all the 
attention is has been given Outsourced computations, it enable better solutions towards practical problems that 

need major computations. Nevertheless, users' privacy remains as a major challenge, as the service provider can 

access users' data freely. It has been shown that fully homomorphic encryption scheme over the integers might 

be the perfect solution, the main appeal of this scheme (compared to Gentry's) is its conceptual simplicity and 

better in performance we prove that the scheme remains semantically secure. as it allows one party to process 

users' data homomorphically, without the necessity of knowing the corresponding secret keys and in the end 

come up with desired result in encrypted form this can then be sent to one or more parties who have access to 

the decryption key and they will learn the results in the clear. This shows that fully homomorphic encryption can 

be implemented using simple arithmetic Operations. 
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 _______________________________________________________________________________________ 

 1. INTRODUCTION: 

        A couple of years ago, Craig Gentry Produced a break-Through result in cryptography: what researchers 

had been dreaming about for more than 25 years was finally possible FHE. It allows access to highly scalable, 

inexpensive, on-demand computing resources that can execute the code and store the data that are provided to 
them. This aspect, known as data outsourced computation is very attractive, as it alleviates most of the burden 

on IT services from the consumer (or data owner). Nevertheless, the adoption of data outsourced computation 

by business has a major obstacle, since the data owner does not want to allow the un trusted cloud provider to 

have access to the data being outsourced. Merely encrypting the data prior to storing it on the cloud is not a 

viable solution, since encrypted data cannot be further manipulated. This means that if the data owner would 

like to search for particular information, then the data would need to be retrieved and decrypted a very costly 

operation, which limits the usability of the cloud to merely be used as a data storage centre.  

    My turn, Homomorphic Encryption is a process by which complex calculations can be performed on data, 

and it does not matter that the data is encrypted. 

 
Fig 1. Scenario of Homomorphic Encryption  

So a Fully Homomorphic Encryption scheme would seem to solve the security problem while still being 

compatible with a cloud deployment scenario. We can say that an encryption scheme is "fully homomorphic" if 

it supports enough homomorphic operations to implement any function we need. I’m being purposely imprecise 

here, because the details are a bit of a digression at this point. Although there are a number of encryption 

schemes with one homomorphic operation, until recently no one was really sure if fully homomorphic 

encryption was even possible. 
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    Homomorphic encryption schemes are very useful in voting schemes, with the following structure: voters 

encrypt their votes, the homomorphic property is used to add all votes together, and the result is decrypted (with 

group decryption by a set of authorities who need to gather together, in a very public way, to perform a 

decryption). There are several homomorphic encryption schemes, some have been known for decades (e.g. El 

Gamal). They are efficient, and secure (as secure as asymmetric encryption can be). Note that homomorphic 

encryption solves the question of anonymous tallying, but that's only a small part of a proper voting scheme 
(e.g. the voter must also prove that he encrypted a 0 or a 1, not a 20-- otherwise, he could get 20 votes). 

Homomorphic encryption can also be used in digital cash systems, there again in order to ensure anonymity or 

some other properties. 

Fully homomorphic encryption is a term which was coined when were first found encryption schemes which 

preserved two algebraic operations in a ring structure: namely, given E(a) and E(b), you can 

compute E(a+b) and E(ab). It turns out that with those two operations, you can compute just about everything. 

This is where the "cloud" gets into the picture: the cloud is powerful, but not trustworthy; hence, you could 

encrypt your data, send it to the cloud which performs the computation you want to do, and then decrypt the 

result. 

Offloading computations to the cloud is, right now, a pure fantasy. The most efficient fully homomorphic 

encryption schemes currently known, based on a scheme by Gentry (published in 2009), are still very expensive, 

and the "arbitrary computation" part involves representing the computation as a circuit where each logic gate is 
emulated through its own homomorphic encryption. We are not talking about a 10x slowdown here; rather, we 

are talking about the whole Amazon EC2 cloud not being able, in a day, to perform homomorphically a 

computation which would take one second on a single iPhone. So while this is very interesting on a theoretical 

point of view, it will take a while before anything applicable in practice is discovered. Also, 2009 is quite 

recent; traditionally, we wait for at least 5 to 10 years before declaring that an asymmetric encryption scheme is 

"secure". 

 

2. CLOUD SERVICES AND DEPLOYMENT MODELS 

    More and more companies are following the steps of early adopters of cloud computing and making strategies 

for cloud migration due to the list of enticing business benefits of the cloud that is only getting longer as the new 

ways for successful mitigation of risks involved with cloud adoption are emerging. As the technology itself is 
maturing, so are the ways to make the migration to the cloud more effective and its benefits more tangible. With 

a proper planning and the right choice of the cloud solution and solution provider, companies can truly 

capitalize on the benefits offered by the cloud in the form of reduced costs and capital expenditures, increased 

operational efficiencies, scalability, flexibility, immediate time to market, and so on. 

     Understanding of the key aspects of cloud computing and its core architectures is vital to pursuing the right 

cloud computing solution. Each company chooses a cloud service and a deployment model based on their 

specific business, operational, and technical requirements. Here we will in short introduce the three cloud 

service models (IaaS, PaaS, SaaS) which can serve as a foundation for further developing your understanding of 

cloud computing and its capabilities. You can read definitions of the primary Cloud Deployment Models 

(private cloud, community cloud, public cloud, and hybrid cloud). 

 

 Software as a Service (SaaS). SaaS is a software model provided by the vendor through an online 
service. User doesn’t have to install or maintain SaaS application. Software is running on a provider’s 

cloud infrastructure and a user can access it via web browser. With SaaS, vendor makes the required 

software available to a business on subscription basis, and charges are based on the product usage. SaaS 

model can save companies the expense on buying hardware and software and it removes the 

maintenance costs. 

 Platform as a Service (PaaS). PaaS enables companies to develop applications more quickly and 

efficiently in a cloud environment using programming languages and tools supported by the provider. 

The provider is responsible for maintenance and control of the underlying cloud infrastructure including 

network, servers, and operating systems. PaaS services provide a great deal of flexibility allowing 

companies to build PaaS environments on demand with no capital expenditures. 

 Infrastructure as a Service (IaaS). With IaaS, a company can rent fundamental computing resources for 
deploying and running applications or storing data. It enables companies to deliver applications more 

efficiently by removing the complexities involved with managing their own infrastructure. IaaS enables 

fast deployment of applications, and improves the agility of IT services by instantly adding computing 

processing power and storage capacity when needed. 

  

https://bizcloud.jam-mart.com/jsdn/web/login/loginview.jsp?view=.view.jsdn.store.marketplace.browseservice&src=services&marketplaceAuthenticate=false
http://bizcloudnetwork.com/2010/choosing-the-right-cloud-iaas-provider/
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Cloud Clients 

Web browser, mobile app, thin client, terminals 

 

 

SaaS 

CRM, Email, Virtual desktop, Communication 

PaaS 

Execution runtime, database, web server, Tools 

IaaS 

Virtual machines, servers,storage, load balancers,  

     

  Fig 2. Architecture of Cloud Service models 

Each company chooses a deployment model for a cloud computing solution based on their specific business, 

operational, and technical requirements. There are four primary cloud deployment models: private cloud, 

community cloud, public cloud, and hybrid cloud. Here is how each of the deployment models are defined: 

 
Fig 3. Cloud deployment model 

Private cloud 
The term private cloud has been described as neologisms, but the concept behind it pre-dates the term cloud by 

40 years. Even within modern utility industries, hybrid models still exist despite the formation of reasonably 

well functioning markets and the ability to combine multiple providers. Some cloud vendors have used this term 

to describe offerings that emulate cloud computing on private networks. These offerings are able to deliver some 
benefits of cloud computing and at the same time mitigate some of the shortcomings. In the private cloud, the 

infrastructure is managed and operated exclusively for one company in order to keep a consistent level of 

security, privacy, and governance control. It can exist on or off premise, and can be managed by a company or a 

third party. 

Community cloud 
A community cloud refers to cloud computing environment shared and managed by several organizations that 

have similar requirements and are sharing the infrastructure in order to realize some of the benefits of cloud 

computing. With the costs spread over fewer users than a public cloud this option is more expensive but may 

offer a higher level of privacy, security and/or policy compliance. It may be managed by the company or a third 

party and can exist on or off premise. 

Public cloud 
Public cloud or multi-tenant cloud, describes cloud computing in the traditional mainstream sense. Resources 

are dynamically provisioned on a fine-grained, self-service basis over the Internet, via web services, from an 

off-site third-party provider who shares resources and bills on a fine-grained utility computing basis. The cloud 

infrastructure is owned by a cloud vendor, and is accessible to the general public or a large industry group. 

Hybrid cloud 
A hybrid cloud environment consists of multiple clouds (private, community, or public) and is the typical cloud 

deployment model for most enterprises. By integrating multiple cloud services users may be able to ease the 

transition to public cloud services while avoiding issues such as PCI compliance. In this cloud computing 

deployment model, an organization provides and manages some resources in-house and has others provided 

externally. The main benefit of the hybrid cloud is that it provides the scalability and low costs of a public cloud 

without exposing mission-critical applications and data to third-party. 
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3. FHE COMPUTATION OVER INTIGER AND ITS RESULTS 

 
Fig 4. Fully homomorphic Encryption scenario 

3.1 Fully Homomorphic Encryptions 
    The idea of fully homomorphic encryption was raised by Rivest, Adleman and Dertouzos [7], shortly after the 

invention of RSA [8]. A fully homomorphic encryption scheme consists of following four algorithms: 

 KeyGen(): Input a security parameter , it outputs public key Pk, secret key Sk. 

 Encrypt(m, Pk): Input a message m and the public key Pk, it outputs a corresponding 

               ciphertext c. 

 Decrypt(c, Sk): Input a ciphertext c and the secret keys Sk it outputs a corresponding message. 

 Eval(Pk; 𝒄𝟏, 𝒄𝟐 …… .. 𝒄𝒏 Cn): Input a public key Pk, n ciphertext  𝑐1, 𝑐2 ……… .. 𝑐𝑛and a permitted 

circuit C, it outputs Cn(𝑐1, 𝑐2 ………… . . 𝑐𝑛). 

 

      In this section we first recall the somewhat homomorphic encryption scheme published by van Dijk, Gentry, 

Halevi and Vaikuntanathan at Eurocrypt 2010 [4]. The scheme is based on a set of public integers: 
𝑥𝑖 = 𝑝. 𝑞𝑖 +  𝑟𝑖  , 0 ≤ 𝑖 ≤ 𝑟  where the integer p is secret. 
Notation: We use the same notation as in [4].for a real number x, we denote by [x],[x] and [x] the rounding of x 

up, down,or to the nearest integer. For a real z and an integer p we denote the reduction of z modulo p by[𝑧]𝑝  

with   

−
𝑝

2
<  𝑧 𝑝 ≤

𝑝

2
 

   

We also denote[𝑧]𝑝  𝑏𝑦 𝑧 𝑚𝑜𝑑 𝑝.     We write  

𝑓 𝜆 =  𝜊 𝑔 𝜆       if   

𝑓 𝜆 =  𝜊 𝑔 𝜆   𝑙𝑜𝑔𝑘  𝑔(𝜆)) 𝑓𝑜𝑟 𝑠𝑜𝑚𝑒 𝑘𝜖𝑁 
The scheme parameters Given the security parameter 𝜆, the following parameters are used: 

 𝜆  is the bit-length of the xi's. 

 𝜂  is the bit-length of secret key p. 

 𝜌   is the bit-length of the noise 𝑟𝑖 . 
 𝜏  is the number of 𝑥𝑖  ′s in the public key. 

 𝜌′   s a secondary noise parameter used for encryption. 

For a specific 𝜂 −bit odd integer p, we use the following distribution over Υ −𝜄   bit integers: 

 

𝒟𝛾,𝜌   𝑝 =   𝐶𝑕𝑜𝑜𝑠𝑒  𝑞 ← Ζ ∩  
0,2𝜏

𝑝
 , 𝑟 ← Ζ ∩  −2𝜌 , 2𝜌  : 

𝑂𝑢𝑡𝑝𝑢𝑡 𝑥 = 𝑞. 𝑝 + 𝑟 

𝑲𝒆𝒚𝑮𝒆𝒏  𝟏𝝀 : Generate a random odd integer p of size 𝜂 bits. For 0 ≤ 𝑖 ≤ 𝑟 sample 𝑥𝑖  ←

 𝒟𝛾,𝜌   𝑝  . Relabel so that 𝑥0  is the largest. Restart unless 𝑥0  is odd and  𝑥0 𝑝  is even. Let 𝑝𝑘 =
 𝑥0, 𝑥1, … . 𝑥𝑟 𝑎𝑛𝑑 𝑠𝑘 = 𝑝.  
𝐸𝑛𝑐𝑟𝑦𝑝𝑡  𝑝𝑘 , 𝑚 𝜖 0,1}  .Choose a random subset  

𝑆 ⊆ {1,2, … , 𝜏} and a random integer 𝑟 𝑖𝑛 (−2𝜌 ′
, 2𝜌 ′

) and output the ciphertext: 
𝑐 =  𝑚 + 2𝑟 + 2  𝑥𝑖𝑖𝜖𝑆

 ] 
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𝑬𝒗𝒂𝒍𝒖𝒂𝒕𝒆 (𝒑𝒌, 𝑪, 𝒄𝟏, … . , 𝒄𝒕 ):Given the circuit C with t inputs bits, and t ciphertexts 𝑐𝑖 , apply the addition 

and multiplication gates of C to the ciphertexts, perfporming all the additions and multiplications over the 

integers, and return the resulting integer. 

𝑫𝒆𝒄𝒓𝒚𝒑𝒕 𝒔𝒌 , 𝒄 : Output  𝑚 ←  𝑐 𝑚𝑜𝑑 𝑝 𝑚𝑜𝑑 2 

. Note that since 𝑐 𝑚𝑜𝑑 𝑝 = 𝑐 − 𝑝.  
𝑐

𝑝
  and p is odd, one can compute instead: 𝑚 ← [𝑐]2 ⨁[ 

𝑐

𝑝
 ]2 

    This completes the description of the scheme. It is shown in [4] that the scheme is a somewhat 
Homomorphic scheme and that it is semantically secure under the approximate-GCD assumption. 

 

Definition 3.1 (Approximate GCD). The  𝜌, 𝜂, 𝛾  approximate-GCD problem is: For a random 𝜂 −bit odd 

integer p, given polynomially many samples from 𝒟𝛾,𝜌   𝑝  , output p. 

 

We recall the constraints on the scheme parameters [4]: 

 

 ρ = ω(log λ)  to avoid brute force attack on  
        the noise. 

 𝜂 ≥  𝜌. 𝜃 𝜆 𝑙𝑜𝑔𝐿𝜆  In order to support homomorphic operations for evaluating the “squashed 

decryption circuit”. 

 𝛾 =  𝜔(𝜂2 . log 𝜆) in order to the wart lattice-based attacks. 

 𝜏 ≥  𝛾 + 𝜔(log 𝜆) for the reduction to approximate GCD. 

 𝜌′ = 𝜌 + 𝜔(log 𝜆 ) for the secondary noise parameter. 

To satisfy these constraints the following parameter set is suggested in [4]: 𝜌 = 𝜆, 𝜌′ = 2𝜆, 𝜂 = 𝜗  𝜆2 , 
𝛾 = 𝜗(𝜆5)  and 𝜏 = 𝛾 + 𝜆 
 The public key size is then 𝜗 (𝜆10) In practice the size of the xi's should be at least 𝛾 =  223  bits to prevent 

lattice attacks. The public key size is then at least 246  bits, which is too large for any practical system. 

3.2 Implementation of the Fully Homomorphic Scheme: 

 

 
Fig 5. Gentry's key idea for achieving fully homomorphic encryption 

Recryption: Now that decryption can be expressed as an arithmetic circuit of low depth, it is possible to achieve 

bootstrapping, i.e. to publicly evaluate the decryption circuit homomorphically on a ciphertext, which produces 

another ciphertext for the same message, but with possibly less noise (a “recryption"). This process, which is 

Gentry's key idea [6] for achieving fully homomorphic encryption, is illustrated in Figure 5. The procedure that 

evaluates the decryption circuit homomorphically, called Recrypt, takes as input encryptions of the ciphertext 
bits, and encryptions of the secret key bits. 

       In the case of the DGHV scheme or of our variant, 0 and 1 are valid encryptions of themselves, so the 

ciphertext bits can be passed as is to the decryption circuit. However, encryptions of the secret key bits should 

also be made available publicly, so the key generation from  

𝜉 5.1 should be modified to include encryptions 𝜎𝑖 of the 𝑆𝑖 
′ 𝑠 into the public key 𝑝𝑘 =  𝑝𝑘∗

, 𝑦, 𝜎  Then the 

Recrypt procedure is simply obtained by applying the decryption circuit to the cipher texts bits and the 

encrypted secret key bits. 

      Note that such cipher texts 𝜎𝑖 are normally generated using the 𝑥𝑖,𝑏
′ 𝑠 from the public key, leading to 𝜎𝑖’s with 

noise of size 𝜌′ . However since we are at key generation phase we can do better and let  
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𝜎𝑖 = 𝑠𝑖 + 2𝑟𝑖
′ + 𝑝. 𝑞𝑖 

′ 𝑚𝑜𝑑 𝑥0  for 1 ≤ 𝑖 ≤  Θ, 
for random integers 𝑞𝑖

′  modulo 𝑞0 and random integers 𝑟𝑖
′  in  −2𝜌 , 2𝜌  .The resulting cipher texts 𝜎𝑖 have the 

same distribution as regular cipher texts but with noise 𝜌  instead of 𝜌′ .Since 𝜌 <  𝜌′  this enables to reduce the 

size 𝜂 of 𝜌 required to achieve bootstrappability. 

     For the refreshed cipher text to decrypt correctly, its noise must be small enough, and in fact small enough 

that a multiplication operation between refreshed cipher texts still decrypts correctly. The cipher text bits are 

noise-free encryptions of themselves and the encrypted secret key bits contain 𝜌 bits of noise, so one must have  

𝑑. 𝜌 <
𝜂

2
, where d is the degree of the decryption circuit discussed in the previous section (or in fact, only half 

that degree, because only the degree with respect to the secret key bits matters; the contribution in the cipher 

text bits 𝑧𝑖  can be ignored as they are used directly and without noise). 

 

4. Fully Homomorphic Scheme completes Description: 

For completeness we provide a complete description of the fully homomorphic scheme. 

𝑲𝒆𝒚𝑮𝒆𝒏  𝟏𝝀 : Generate a random odd integer 𝜌 of size 𝜂  bits. Pick a number 𝑞0 ∈  0,
2𝑟

𝑝
  chosen as a 

product of random 𝜆2 bit primes, and let 𝑥0 =  𝑞0 . 𝑝. Generate 𝛽 pairs 𝑥𝑖,0 , 𝑥𝑖,1 of integers with for 1 ≤ 𝑖 ≤  𝛽 ;  

𝑥𝑖,𝑏 = 𝑝. 𝑞𝑖,𝑏 + 𝑟𝑖,𝑏  ,    1 ≤ 𝑖 ≤  𝛽 , 0 ≤ 𝑏 ≤ 1 
Where 𝑞𝑖,𝑏  are random integers in  0, 𝑞0  and 𝑟𝑖,𝑏  are integers in  −2𝜌 , 2𝜌  . 

Let  𝑝𝑘∗
=  𝑥0, 𝑥1,0, 𝑥1,1, ……𝑥𝛽,0, 𝑥𝛽,1 . 

  Additionally generate random bit vectors 𝑠 0  and 𝑠 1  of length   Θ , subject to the conditions that 𝑘 ∈

 0,  𝜃  and 𝑏 = 0,1, there is at most one nonzero bit among the  

𝑆𝑖
 𝑏 ,𝑆, 𝑘  𝐵 < 𝑖 ≤  𝑘 + 1   𝐵 , with 𝐵 =

Θ

𝜃
, and that 𝑆 = {  𝑖, 𝑗 : 𝑠𝑖

 0 . 𝑠𝑖
 1 = 1} Contains exactly 𝜃 

elements. 

    Initialize a system-wide pseudo-random number generator f with a random seed se, and use f(se) to generate 
integers  

𝑢𝑖,𝑗  ∈  0, 2𝑘+1   for 1 ≤ 𝑖, 𝑗 ≤    Θ ,  𝑖, 𝑗 ≠  1,1 . 
 Then, set 𝑢1,1 such that 

 𝑢𝑖,𝑗

 𝑖,𝑗  ∈𝑠

= 𝑥𝑝  𝑚𝑜𝑑 2𝑘+1 

Where  𝑥𝑝  ←   2𝑘 /𝑝 . 

       Compute encryptions 𝜎 𝑏  of the vectors 𝑠 𝑏  , by picking, for each 𝑖 ∈  1,   Θ   and 𝑏 = 0,1, random 

integers 𝑢𝑖,𝑗  ∈  0, 2𝑘+1   for 1 ≤ 𝑖, 𝑗 ≤    Θ ,  𝑖, 𝑗 ≠  1,1 . and setting: 

𝜎𝑖
 𝑏 =  𝑠𝑖

 𝑏 
+ 2𝑟𝑖,𝑏

′ + 𝑝. 𝑞𝑖,𝑏
′  𝑚𝑜𝑑 𝑥0 

Finally, output the secret key as 𝑠𝑘 =  𝑠 0 , 𝑠 1  ,  and the public key as  

𝑝𝑘 =  𝑝𝑘 , 𝑠𝑒, 𝑢1,1, 𝜎 0 , 𝜎 1  . 

Encrypt 𝒑𝒌,𝒎 ∈  𝟎,𝟏  ∶ Choose a random integer matrix 𝑏 =  𝑏𝑖𝑗   1 ≤ 𝑖, 𝑗 ≤  𝛽 ∈ [0, 2𝛼)𝛽×𝛽
 and a 

random integer r in  −2𝜌 ′
, 2𝜌 ′

 . 
 Output the cipher text: 

𝑐∗ = 𝑚 + 2𝑟 + 2  𝑏𝑖𝑗 . 𝑥𝑖,0

1≤𝑖,𝑗≤𝛽

. 𝑥𝑗 ,1 𝑚𝑜𝑑 𝑥0  

 

  Add 𝒑𝒌, 𝒄𝟏
∗ , 𝒄𝟐

∗ : Output 𝑐1
∗ +  𝑐2

∗ 𝑚𝑜𝑑 𝑥0 . 

  Mult 𝒑𝒌, 𝒄𝟏
∗ , 𝒄𝟐

∗ : Output 𝑐1
∗ . 𝑐2

∗  𝑚𝑜𝑑 𝑥0 . 

Expand  𝒑𝒌, 𝒄∗ ∶ This procedure, cipher text expansion, takes a cipher text 𝑐∗ and computes the associated z-

matrix. We can think of it as separate from either encryption or decryption, as it can be executed publicly given 

the cipher text and public data. To do so, for every 1 ≤ 𝑖, 𝑗 ≤   Θ First compute the random integer 𝑢𝑖,𝑗   using 

the seeded pseudo-random number generator f(se), then let 𝑦𝑖,𝑗 =
𝑢𝑖,𝑗

2𝑘  

 and compute 𝑧𝑖,𝑗   given by: 

𝑧𝑖,𝑗 =  𝑐∗. 𝑦𝑖,𝑗  2 

Keeping only 𝜂 =  log2 𝜃 + 1    bits of precision after the binary point. Define the matrix  𝒵 =  𝒵𝑖,𝑗  .  
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Output the expanded cipher text 𝑐 =  𝑐∗, 𝒵 .  
Decrypt  𝑠𝑘 , 𝑐∗, 𝒵 ∶  

                      Output 𝑚 ←   𝑐∗ −   𝑠𝑖
 0 

𝑖,𝑗 . 𝑠𝑗
 1 

. 𝒵𝑖,𝑗   2         

 

Recrypt (𝑝𝑘 , 𝑐∗ , 𝒵) ∶  Apply the decryption circuit to the expanded cipher text z and the encrypted secret key bits 

𝜎𝑖
(𝑏)

 . Output the result as a refreshed cipher text 𝑐𝑛𝑒𝑤
∗  . 

 

5. CONCLUSION  

     Fully homomorphic encryption is a hot research topic, currently only two schemes known Gentry’s Scheme 

based on Ideal lattices, DGHV scheme over the integers, Our implementation of DGHV shows that it’s possible 

to have simple fully homomorphic encryption with better performance as Gentry’s Scheme. It has been shown 

that fully homomorphic encryption scheme over the outsourced data in the cloud (integers) might be the perfect 

solution, the main appeal of this scheme (compared to Gentry's) it’s conceptual simplicity and better in 

performance we prove that the scheme remains semantically secure.  
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