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ABSTRACT

Nowadays in the era of technology, security of data is being highly important to protect
the data against misuse or data lost. Currently, XML formatted data is used in various
applications and systems, such as e-commerce and business transactions, customer records,
producing business management reports, e-government services etc. Therefore, the security of
XML schemas is vitally important to ensure the protection of the data, data confidentiality,
integrity, and access control. W3C and other standard organizations have tried to establish
standard features that can solve security issues of the XML data that is transmitted on the
internet. The XML Signature and XML Encryption are specifications recommended by W3C
as the basis for all the XML security standards [1]. This paper discusses XML Encryption and
XML Signature specifications that are recommended by W3C. Furthermore, this study
examines a new encryption approach that uses dynamic key to encrypt XML documents. The
new approach is called Dynamic Key Encryption Method, it has been implemented on an e-
commerce website. DKEM uses a mathematical function to generate a dynamic key
(depending on the length of the XML document to be encrypted) to perform the encryption
process.
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INTRODUCTION

Data encryption is a mathematical method to convert digital data to a form which cannot
be understood by unauthorized parties. A specific algorithm is used in this process to generate an
encryption key. The encrypted form is called cipher-text which can only be read by the intended
recipients if decrypted using the key. The purpose of this process is to protect the confidentiality
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of the digital data that is transmitted over the internet or stored in a server or in any other storage
media [2].

With increasing the amount of data expressed in XML format, and increasing the popularity of
data exchange in XML in the web service applications, strong data protection standards are
needed to protect the data from unauthorized access. The security aspects are necessary to ensure
that the XML data used on the web service applications is kept and only accessed by authorized
recipients. The XML Encryption and XML Signature are the publications announced by W3C
for securing XML data. In the Encryption process the data (which could be XML element or the
content of the element) is encrypted, and the encrypted element contains the cipher data. The
result of encrypting the data also expressed in XML format [3]. In the decryption process the
XML Signature is enabled to separate the XML encrypted structures which must be decrypted
from those that must not be decrypted [3,4]. In this study despite of discussing the existing XML
Encryption approaches, a new encryption method to encrypt XML document will be discussed.
This method is called DKEM, which depends of the size of the XML document to generate an
encryption key. This key is used to encrypt the whole xml document. This approach is examined
on an ecommerce web application to encrypt customer’s profile data (which is stored in XML
format). In this method if any change happens to the file (which contains the customer records
and profile information) then the encryption key will be changed, as a consequence, the customer
profile data will be encrypted again using the new key. This way each customer profile is
encrypted using different encryption keys, and the encryption key for the same customer profile
is dynamically changed (when the file size is changed ). As the result, it makes it hard or even
impossible for the unauthorized parties to discover the encryption keys.

MATERIALS AND METHODS

This DKEM is an approach invented in this study to generate dynamic key for XML
and text file encryption. A mathematical method used to make this approach that mainly
depends on the size of the file which will be encrypted. An ecommerce website was developed
only to examine this DKEM. This website was created using technologies such as Apache
Tomcat, Servlet and JSP. On the website the customer profiles are expressed in XML format.
Directly after registering a customer on the website the DKEM encrypts the customer profile.
To execute queries on the customer profiles (such as retrieving information, adding and editing
information) XQuery is used. Saxon-HE is used as XQuery processor. Any change made in a
profile causes the length of the file to be changed, this will change the encryption key and a
new key will be generated to encrypt the file.

XML Encryption and XML Signature

With increasing the popularity of XML formatted data, demands for securing the data
also increased. In this section some XML encryption standards are explained.
XML Encryption was proposed by W3C and IETF in 2002 as standard for encrypting XML
data in a document. This is widely used in server to server communications, with the idea of
encrypting only the sensitive part of a document that is mixed with non-sensitive data.
Researches have been done on using this method for encrypting parts of a document with
different keys, and permitting recipients to only decrepit the part that is applicable to them. For
example using this method to encrypt the credit card information, it would allow accessing the
general information, but the financial information (which is the sensitive portion) can only be
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accessed by the authorized users [4, 5]. When a portion of document is encrypted using this
method, the encrypted information enclosed by a tag in the beginning and the end appeared in
the document [3, 6]. Bellow figure -1-shows the structure of an encrypted XML document.

<Henc:EncryptedData
Id="EncryptediAsserticon—-0-EncryvptedData-0"

Tyoe="http:/ /www.w3.0rg/2001/04/zmlenc#Element" >
<xenc:EncrypticnMethod
Zlgorithm="htto:/ /www.w3.o0rg/2001/04 /zmlencracslZ8-chbc"/ >
<ds:EeyInfc
Id="FEnc rthedhssert on—-0-EncryptedData-0-FeyInfo-0">
“<de:RetrievallMethod
Tyoce="http://www.w3.o0rg/2001/04/¥mlenc#EncryctedEey"
URI="#Encryptedissertion-0-EncryptedBey-0-KeyInfo-0"/>
</de:FeyInfox
<xenc:CZipherData>
<xenc:CiphervValue>
0%7DE10OHFWSVYEIUCTE/ h+HSS0S8ECOI6vWRgs tHPCU=
</xenc:CiphervValue
</xenc:CilpherData

</xenc:EncryptedData

Fig 1: Structure of an encrypted XML document

Furthermore, Implementing XML Signature has become the main aim for a number of
researches, with the purpose of a secure XML data transmission. This technique is used to verify
that the data expressed in XML has not been modified after it is received by the intended
recipients [7].

XML Signature and XML Encryption are very similar in solving security problems, as XML
Signature also supports partial signature; hence, the Signature can be applied to specific tags in
the XML document [3, 4]. This security technique uses the concept of canonicalization, when the
content of an XML document is signed, a unique signature is made by canonicalization from the
tags and the contents of the document to sign the document before it is sent. When it is received,
XML Signature decryption is executed in the recipient system to separate the content encrypted
after signing from those encrypted before signing, contents encrypted after signing is decrypted
and the same canonicalization method is applied to the decrypted content. This way data
integrity is achieved when the result shows that the data sent is the data received [8]. Bellow
figure -2- shows the structure of a signed XML document.
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<3ignedInfox
<CanonicalizationMethod
Elgorithm="http://uww. w3 .org,/ 2001/ 10/ xml-exc—cldng ™"/ >
<3ignatureMethod
Algorithm="http:/ www. w3 .org/Z2000/09/ xmldsigirsa—shal™/ >
<Reference URI="#wssecuritg_hud?_id_EES?E?DEDD%lSBBQE%B"}
<Transforms>
<Transform ALlgorithmw="http:/ www.w3.org/ 2001/ 10/ ml-exc—cldng ">
<ec: InclusivelNamespaces
wmlns:ec="http://fwuw. w3 .org/ 2001/ 10/ vml-exc-cldng™
PrefixList="x=d fdefault =Zoapenc Soapenv x3i wau/ >
</ Transform:
</ Transforms>
<DigestMethod Llgorithw="http://www.wd.org/2000/09/ xmldsigiishal™/ >
<DigestValuexdyiL 7 IMO4+HS 11 VEwNrFVoHS igwvo=</DigestValues>
</Referencex
</ 8ignedInfox

Fig 2: Structure of a signed XML document.

Dynamic Key Encryption Method

The algorithms that have been invented for encryption digital data comes in two main
types: Symmetric and Asymmetric. With Symmetric algorithms, a single key is used to convert
the plain text data to cipher text. Asymmetric algorithms use two keys, public and private keys
to perform encryption and decryption respectively [9]. The type of the encryption method
performed in this study is Symmetric. This Encryption method is proposed for protecting data
stored on a server, and for a secure data transmission especially in the business-to-customer e-
commerce web services. To examine the DKEM encryption method a website which provides
business-to customer sales services is developed. In this website all the data is expressed in XML
format. The online service creates a profile document in XML for each registered customer. This
document contains the information about the customer including their financial information. The
DKEM encryption method only encrypts the customers profile data on the server side. The
encryption key is generated based on the length of the XML file. Hence, each customer profile
xml document is encrypted using different encryption key. In addition, if the customer makes
any update to his/her profile document. And this update changes the length of the document, then
a new key will automatically be generated and the document will be encrypted again using the
new key. The stored data (customer profile) on the server is encrypted by the key, and it only can
be read by the authorized recipient (the customer). This algorithm can be implemented to encrypt
any text file to cipher text. However, in this paper the algorithm is only executed to encrypt
XML files.
In XML Encryption standard (recommended by W3C) the encrypted data is represented in XML
structure. This standard encloses the encrypted data and all encryption specifications in the
"EncryptedData” XML element (if only the data is encrypted) or in the "EncryptedData” XML
element and "EncryptedKey" element (if the data and the encryption key are encrypted) [10]. In
contrast, this DKEM algorithm encrypts the whole file including all the tags and elements, and
the encrypted data will not be expressed in XML format.
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The generated encryption-key consists of eight characters. The following mathematical

expression is used to generate the key.
3*xX

KeyCharacter = X — (| ” D

Where:
X= The length of the XML document that is calculated using java method java.io.File.length()

Y= A variable that takes its value in a for loop iterator. The loop starts from 4 to 12. In each step,
Y takes a value increasingly from 4 to 8. Hence, 8 key characters will be produced which
compose the 8-lengh character encryption key.

How it works
This algorithm is implemented in Java. The procedures of creating the key, encrypting
and decrypting a file are explained in the following steps:
Stepl: Constructing the Encryption Key:
To create the encryption key, a java method is used to get the length of the file. This value is
used in an eight steps loop with a mathematical expression, the loop starts from four and
increases to twelve to generate a key of eight character length. This key is stored in a storage
collection (ArrayList is used in this practice).
for (inti=4;i<12 ; i++) {
Keylndexes = XMLFile length() - (Math.abs(3*all.length()/1));
IndexesStorage.add(Keylndexes);
keyCharecter = XMLFile.length() - (Math.abs(3* XMLPFile. length()/1));
keyCharStorage.add(keyCharecter);

KeysStorage.add(IndexesStorage);
KeysStorage.add(keyCharecter);
Step2: Encrypting the data:

To encrypt the data, the XML file is read and put in a string object. Every character in the string
is checked to determine if it’s a number or a letter (or special character). And the character is
shifted using the key and some mathematical expressions.
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String encryptedText="";
int keylndex=0;
for (int i=0; i < fileText.length(); i++) {
int shift= KeysStorage.get(keylndex);
char fileChar = fileText.charAt(i);
if ((fileChar >= 32 && fileChar <= 127) && ! IndexesStorage.contains(i)){
int temp = fileChar - 32;
temp = (temp + shift) % 96;
if (temp <0) temp += 96;
encryptedText += (char) (temp + 32);
keylndex ++;

} else{
encryptedText += fileChar;

}
If (keylndex == KeysStorage.size()-1) keylndex =0;
}

return encrypted;

Step3: Decrypting the cipher text:
The same generated key is used to decrypt the cipher text. The code presented in ..... can be used
to decrypt the file; with changing the eighth line to
temp = (temp + shift) % 96;
The following is a sample of XML document that is encrypted using DKEM method.
- Before Encryption
<orders:>
<cartitems>
<cart ID="1" By="dyar@gmail.com"/>

</cartitems>
</orders>

- After encryption

\1lvgh4}A

Agnubs4'q A

B*\%e wBsd_"5/#dc]Dd}nubgm!+p;cr/"9A
Afgnubsd’q A

A9 /4hruSH

CONCLUSION

Data protection has become vitally important in nowadays tech world. With increasing
the amount of sensitive data expressed in XML, demands for protecting the XML data is
increased. To satisfy this demand various security methods and techniques are developed.
Encrypting XML data is one of those methods that provide a high level of security to the data
expressed in XML. XML Encryption and XML signature are standards recommended by W3C
for protecting XML data. XML Encryption aims protecting XML data in server to server
communication, and it allows different parts of a document to be encrypted using different keys,
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and allows recipients to only decrypt the relevant part to them. Similarly, XML signature can be
applied to specific parts of XML documents with the aim of proving that the content of the file is
not changed after its received by intendant recipients [3, 4, 7].

The concept of using ‘Key(s)’ is used in all encryption techniques, and mathematical methods
are used to generate the Key with the purpose of converting the XML data from a plan text to
cipher-text. The encryption method discussed in this paper is a new approach of using
mathematical methods to create a sophisticated Key to be used for XML data encryption. This
method depends on the length of the XML file. It uses this length in a mathematical operation to
generate eight-character length key for encrypting the file. The Symmetric encryption approach
is used in this experiment; hence the same key is used in the recipient side to decrypt the data.
This generated key could be used to encrypt any text file, however in this study it is only used to
encrypt XML documents. This encryption method is examined on a e-commerce website to
encrypt XML documents that contain profile information about customers. Because each
customer document might have different length, the generated encryption key for each document
is different. Furthermore, if customer makes any changes to his/her profile information that
might cause the length of the profile document, then the key will automatically be changed and
the document is encrypted again using the new key. This makes the encryption to be more secure
than using the same static key to encrypt all the documents in a server or a system.
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