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Abstract  

 Visual cryptography is a cryptographic technique which allows visual information to be 

encrypted in such a way that decryption becomes a mechanical operation that does not 

require a computer. The shares of images can be super imposed to get original image. The 

final image can be degraded and has bigger size. The EVC not only reduces the size of final 

outcome image but also improves the quality of the picture. Halftone image also secures the 

image. The EVC process varies in approach as it evaluates characteristics of image in more 

refined way and presents an intelligent replacement shares for processing the image. The 

proposed EVC can be implemented for a better biometric security technique. The project also 

presents an approach of enhancing visual cryptographic security using public key encryption. 

RSA algorithm is used to provide double security. RSA is a cryptosystem which is used for 

secure transmission. In cryptosystem the encryption key is kept public and private key is kept 

secret. Thus secret shares are not available in their actual form for any alteration by the 

adversaries to create any fake shares. The scheme provides more secret shares that are robust, 

again a number of attacks and the system provides a more security for handwritten text, 

images and printed documents over the public network.  
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I. INTRODUCTION 

Visual Cryptography is first introduced by Naor and Shamir in 1994, is a secret sharing 

scheme, based on binary images made using halftone images. A number of secret shares are 

created which on superimposing retrieves original image. The retrieval process does not 

require hardware or software assistance. Visual Cryptography has great applications on 

biometrics such as facial recognition, finger print recognition, retinal recognition. 

A general (k, n) schemes includes n number of shares out of which k shares are required to 

superimposed to retrieve original image. After stacking the shares with white transparent and 

black opaque, the original secret image will be revealed. Stacking can be viewed as 

mathematically ORing, where white is equivalent to “0” and black is equivalent to “1”.the 

recovered image is of four times in terms of pixels to the original image, the process also 

incurs degradation of image as a black pixel is represented by four black pixels and a white 

pixel is represented by two white and two black pixels. Thus a white pixel is compensated by 

degradation of two black pixels. 

The proposed scheme improves the image quality of halftone image and combines the 

advantage of both Visual Cryptography as well as Public Key Cryptography. This scheme 

enhances the security of VC shares by encrypting with Public Key Cryptography, which 

provides strong security to the transfer of secret information in form of images, printed text 

and hand-written materials. 
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II.DESCRIPTION 

Visual Cryptography is a cryptographic technique which enables visual information 

(pictures, text, etc.) to be encrypted in such a way that decryption becomes a mechanical 

operation that does not require any hardware or software. 

One of the best-known techniques has been credited to Moni Naor and Adi Shamir, who 

developed it in 1994. They demonstrated a visual secret sharing scheme, where an image was 

broken up into n shares so that only someone with all n shares could decrypt the image, while 

any n − 1 shares revealed no information about the original image. Each share was printed on 

a separate transparency, and decryption was performed by overlaying the shares. When 

all n shares were overlaid, the original image would appear. 

In this example, the image has been split into two component images. Each component image 

has a pair of pixels for every pixel in the original image. These pixel pairs are shaded black 

or white according to the following rule: if the original image pixel was black, the pixel pairs 

in the component images must be complimentary; randomly shade one ■□, and the other □■. 

When these complementary pairs are overlapped, they will appear dark gray. On the other 

hand, if the original image pixel was white, the pixel pairs in the component images must 

match: both ■□ or both □■. When these matching pairs are overlapped, they will appear light 

gray. 

So, when the two component images are superimposed, the original image appears.                          

However c, considered by itself, a component image reveals no information about the 

original image; it is indistinguishable from a random pattern of ■□ / □■ pairs. Moreover, if 

you have one component image, you can use the shading rules above to produce 

a counterfeit component image that combines with it to produce any image at all. 

APPLICATIONS: 

1) Visual Cryptography authentication for data matrix code. 

2) CAPTCHA 

3) Finger based authentication 

4) Signature based authentication 

5) Face Recognition 

 

RSA ALGORITHM 

The RSA algorithm was first introducedby Rivest, Shamir & Adleman  of MIT in 1977. It is 

the best known & widely used public-key scheme. RSA is based on exponentiation in a finite 

(Galois) field over integers modulo a prime.It uses large integers (eg. 1024 bits). It is due to 

cost of factoring large numbers. 

 

Here each user generates a public/private key pair by:  

• selecting two large primes at random - p, q  

• computing their system modulus N=p.q  

• note ø(N)=(p-1)(q-1)  

• selecting at random the encryption key e 

• where 1<e<ø(N), gcd(e,ø(N))=1  

• solve following equation to find decryption key d  

• e.d=1 mod ø(N) and 0≤d≤N  

• publish their public encryption key: KU={e,N}  

• keep secret private decryption key: KR={d,p,q}  

 

RSA works based on  Euler's Theorem: 

• a
ø(n)

mod N = 1  

• where gcd(a,N)=1  
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• in RSA have: 

• N=p.q  

• ø(N)=(p-1)(q-1)  

• carefully chosen e & d to be inverses mod ø(N)  

• hence e.d=1+k.ø(N) for some k 

• hence : 

C
d
 = (M

e
)
d 

= M
1+k.ø(N)

 = M
1
.(M

ø(N)
)
q
 = M

1
.(1)

q
 = M

1
 = M mod N  

 

The example of RSA alogorithm is as below: 

1. Select primes: p=17 & q=11  

2. Compute n = pq =17×11=187 

3. Compute ø(n)=(p–1)(q-1)=16×10=160 

4. Select e : gcd(e,160)=1; choose e=7  

5. Determine d: de=1 mod 160 and d < 160 Value is d=23 since 23×7=161= 10×160+1 

6. Publish public key KU={7,187} 

7. Keep secret private key KR={23,17,11} 

8. sample RSA encryption/decryption is:  

given message M = 88 (nb. 88<187) 

encryption: 

9. C = 88
7
 mod 187 = 11  

decryption: 

10. M = 11
23

 mod 187 = 88. 

 

III.METHODOLOGY 

PHASE-1 Preprocessing 

In this Phase we create binary image out of grayscale image using halftone algorithm. Here 

we process the image on block-wise approach. The Single block replacement considers group 

of four pixels from halftone secret image in one 2X2 block, referred as secret block, and 

generates the shares block by block (rather than pixel by pixel). As each secret block with 

four pixels encodes into two shares, each containing four pixels, the size of the reconstructed 

image is the same as the original secret image after stacking the two shares together. 

 IMAGE CONVERSION 

 It will convert the image into binary format 

 Input: .jpg image (Colour Image) 

 Output: BIN_IMG (Black and White Image) 

 

Earlier made attempts for combining the halftoning and Visual Cryptography have suffered 

problems like image size expansion. In the proposed approach we try to retain same size of 

the image. The Simple Block Replacement scheme takes the four pixel of halftone image and 

groups it into image of size 2X2 block. As there would be two shares of four pixels each the 

final image would be of same size that of Original image. The block replacement process in 

the SBR pre-processing scheme is based on a number of black and white pixels in each secret 

block. If the number of black pixels in a secret block is larger than or equal to 2, the secret 

block converts to a black block. If the number of black pixels in a secret block is less than or 

equal to 1, it is converted to a white block. This step produces a new secret image which has 

only white and black blocks. The image obtained from this step is referred to as a processed 

secret image. The processed image is now ready to be used as a secret image in Visual 

Cryptography schemes such as traditional VC. The SBR approach is simple  for unprocessed 

binary secret images which have large numbers of all white and all black blocks. However, 

for halftone images, with high variability in the distribution of black and white pixels within 
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each secret block, the resulting processed secret image is generally poor, being darker than 

the original image, with poor contrast, causing the loss of many fine details in the images. 

Yet another method can be introduced which is better than the SBR, it is Balanced Block 

Replacement (BBR). In this approach we may change the block to white or black depending 

upon which is making the difference in image smaller. If the differences are same, the 

conversion can be random. 

 

 SHARE GENERATION 

It will generate two shares of image. 

 Input: BIN_IMG 

 Output: SHARE 1, SHARE 2 

 

PHASE-2 Encrypting the generated Shares:  

This is the second phase of our scheme in  which we will encrypt  the shares generated from 

the first phase. We have used RSA for encryption for encrypting the shares. Firstly we 

generate the key for RSA and then performed the encryption. Both the shares are encrypted. 

At the of this phase we get encrypted shares. 

The document/image/text is sent to the destination. The key for decryption is sent separately 

to the destination. This scheme makes sure that the intruder does not get all the resources of 

information as there is very less chance that intruder gets both the shares along with key to 

decrypt the secret images. 

 

 SHARE ENCRYPTION 

It will encrypt Shares image 

Input: SHARE 1, SHARE 2  

Output: Encrypted SHARE 1,Encrypted SHARE 2 

 

 PHASE-3 Decrypting the Shares using RSA:   

This process takes place at the destination of the document/image/text. We again convert the 

encrypted shares in their actual form using RSA decryption algorithm, which were encrypted 

at the sender end, for this purpose we make use of the key which was sent to the destination 

separately. 

 

 SHARE DECRYPTION 

It will Decrypt the Encrypt Shares image. 

 Input: Encrypted SHARE 1,Encrypted SHARE 2 

 Output: SHARE 1, SHARE 2 

 

 PHASE-4 Visual Cryptographic decryption:  

In this phase Visual Cryptographic decryption is performed. We have decrypted the original 

secret image by applying the binary XOR operation on both decrypted shares.  

 

IV.  FLOW OF LOGIC 

The entire process of image selection, image conversion, and securing the shares can be 

easily understood by understanding the flow of processing logic for the entire System. 

Following Figures show the basic flow of logic in the proposed system. 
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Fig 1.1 Process of Block Replacement 

 

The fig 1.1 shows the process of block replacement, if the number of black pixels in a block 

is equal to or greater than two, than the entire block will be turned out as black block. Other 

case can be that number of black pixels are one or none, then the entire block will be 

converted to white block. 

 

 

 
 

Fig 1.2 Processing Steps 
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The above figure shows the flow of our proposed system which contains processes and 

events driving the processes, starting with the input of image from local system and upto the 

mechanical superimposing of the shares to get original image. 

 

 

CONCLUSION 

We have tested this scheme on different types of input images with change in size of the 

image and keys of RSA. But the entire time secret image is retrieved with good visual 

quality. The confidentiality of shares is also tested by super imposing the encrypted shares 

before reaching to the destination. In all the cases it has been observed that if any intruder 

will be successful to get the encrypted shares from network, he or she cannot retrieve the 

original secret image without availability of private key. We have explored extended visual 

cryptography without expansion. We have shown that using an intelligent pre-processing 

of halftone images based on the characteristics of the original secret image, we are able to 

produce good quality images in the shares and the recovered image.  
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