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ABSTRACT 

 A (MANET) mobile ad hoc network is a set of wireless mobile nodes forming a dynamic 

autonomous network. MANET nodes communicate with each other without the intervention of 

centralized access point or base station. In this paper, performance of AODV and GRP is 

evaluated by varying number of misbehavior nodes. The performance matrices calculated are 

No. of Hopes, Packet Dropped and Routing Traffic Sent.  
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INTRODUCTION 

Today there are many ways to communicate wirelessly like Bluetooth, Wi-Fi which provide 

communication for short distance but with the help of MANET we can communicate for long 

distance. Mobile Ad-hoc network (MANET) is a network which allows wireless nodes to 

communicate with each other wirelessly over wide area. It provides peer to peer communication. 

It allows devices to communicate with each other without any central control authority. So it is 

open and secure network [1]. Due to security provided by MANET it can be used in military 

battlefields, classrooms and rescue sites. It can also be used in rapid development areas and 

where there is no wireline network is available [2].  

             Good routing can be provided by different routing protocols. These protocols find out 

the path between two nodes and allow them to communicate with each other. In MANET there 

are different routing protocols that are used in MANET. These protocols are AODV, GRP, 

TORA, OSLR, ZRP, and GRP. In this paper we compare two protocols- AODV and GRP. 

 

AODV (Ad Hoc On-Demand Distance-Vector Routing Protocol) 

In AODV, when ever source want to send data to destination they starts route discovery process, 

in it source node send a route request message to its neighbors. If neighbor have information 

about destination it send route reply message to source node in unicast mode if not then it send a 

message to all of its neighbors and so on. This process will remain continue until the information 

about destination will not found. When the destination found it sends a Route Reply (RREP) 
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packet back to source node in unicast mode. When the source node receive route reply message 

the route become ready and the source node starts sending data packets [3,4].   

 

GRP (Gathering based routing protocol) 

GRP (Gathering based routing protocol) protocol is source initialized protocol in MANET 

routing protocol in which all the routing path is created by source node in Mobile Ad-hoc 

network. In this protocol, source node collects all the information about the route to the 

designation. In this procedure, source node sends a destination Query toward the destination 

through network. It works like AODV and GRP uses RREQS (Reverse Request Query by 

Source). In it, when destination Query reached the destination, destinations send a packet 

called Network Information Gathering (NIG) that approach through network. When NIG 

packet reached at a router, router gives it all the information about the network and its 

resources. There are many nodes called Effective Outgoing Links (EIL) where NIG packet 

does not reaches, routers send this information to these EILs. At last NIG reaches at source 

node and source node get all the information [5, 6, 1]. 

 

MISBEHAVIOR NODES 

Misbehavior nodes are those nodes which have different behavior with respect to the other 

nodes. A misbehavior node reduces the performance of network because they drop all the 
received packets. There are two types of misbehavior nodes: 

Selfish nodes 

Selfish nodes are those nodes which save their resources due to restriction of resources in 

wireless [7].There are two types of selfish nodes: 

1) Selfish node type 1: 

     These nodes don’t forward the packet but take part in routing due to which Packets are 

dropped [7]. 

2) Selfish node type 2: 

     These nodes are those nodes which don’t take part in routing function. These nodes also drop 

some packets like in GRP they may drop RREQS (Reverse Request Query by Source) packets 

[7]. 

 

Malicious nodes 

  These nodes are those nodes which don’t preserve their resources like selfish nodes. These 

nodes also harm other nodes by taking part in established routes. The malicious nodes compel 

other nodes to use a route which is control by them [7]. 

 

RELATED WORK 

In 2008, Abdelaziz Babakhouya et al [7] measured Packet Delivery Fraction (PDF) and 

Average End to End Delay (EED) to study the effects of misbehaving nodes on GRP. They 

concluded that there is no damage created by selfish node type 2 (dropping RREQ) in network 
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with high nodes density and the effect created by one malicious node which  carrying a balck 

hole attack have the same effect as 20% to 30% of selfish nodes type 1 (Data dropping). 

 

In 2011, Sudhir Agrawal et al [8] made comparison between AODV and DYMO with varying 

speed of node mobility and varying degree of maliciousness. The performance was calculated by 

measuring Packet delivery ratio, Average End-to-end delay & Jitter, throughput and Normalized 

routing overhead. They found that DYMO, though a derivative of AODV is more efficient than 

the latter since it takes advantage of its salient features carefully pruning its weaknesses. 

 

EXPERIMENTAL SETUP 

The network model consists of four scenarios. In first scenario we analyses the effect on 

MANET without using any misbehavior nodes. In second, third and fourth scenario  same 

network model was used but with the difference is that we  use  40 misbehavior nodes in 

scenario second, 60 misbehavior nodes in third scenario and 80 misbehavior nodes in fourth 

scenario. These Four scenarios are shown in fig.1, fig.2, fig.3, and fig 4. In each scenario the 

placement of node are random.  The mobility of each node is 25 m/s. Fig.1 shows the scenario 

without misbehavior nodes.   

 

 
Figure 1: MANET with without misbehavior nodes 

Fig.2 shows the scenario with 40 misbehavior nodes. These nodes are from node_1 to node_40. 

These misbehavior nodes are highlighted in the figure. 

 
Figure 2: MANET with 40 misbehavior nodes 
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Fig.3 shows the scenario with 60 misbehavior nodes. These nodes are from node_1 to node_60. 

These misbehavior nodes are highlighted in the figure. 

 

 
Figure 3:  MANET with 60 misbehavior nodes 

Fig.4 shows the scenario with 80 misbehavior nodes. These nodes are from node_1 to node_80. 

These misbehavior nodes are highlighted in the figure. 

 

 
Figure 4: MANET with 80 misbehavior nodes 

 

OPNET Simulator 14.5 [9] was used to analyze the effect of type 1 misbehavior nodes on 

AODV and GRP protocol. We used OPNET modeler, as OPNET modeler provides a 

comprehensive development environment supporting the modeling of communication network 

and distributed systems [10]. OPNET modeler provides better environment for simulation, data 

collection and data analysis [9]. The Simulation parameters used in our scenario for coordinator 

are shown in Table 1. 
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Table 1: Network Parameters 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

The matrices calculated in this experiment are: 

Number of Hopes: This represents the no. of hopes a packet crossed to reach the destination. 

Packet Dropped: This represents the total number of packets dropped by all nodes in the 

network. 

Routing Traffic Sent:  This represent the Amount of routing traffic sent in the entire network. 

 

RESULTS 

Here the result of AODV and GRP is calculated by varying no. of misbehavior nodes. Figures 5 

to 16 represent the result of no. of hopes, packet dropped, and routing traffic sent. 

Number of Hopes 

From figure set 5, 6, 7 and 8 it is clear that AODV has lesser no. of hopes than DSR. From fig 5 

we can see that the maximum average value of no. of hopes for GRP is 2.5 and for AODV is 1, 

from fig 6 the maximum average value of no. of hopes for GRP is 1.6 and for AODV is 1, from 

fig 7 the maximum average value of no. of hopes for GRP is 2.2 and for AODV is 1 fig 8 the 

maximum average value of no. of hopes for GRP is 2.8 and for AODV is 1. 

 
Figure 5: no. of hopes for without misbehavior nodes 

Parameter Value 

Simulation area 1000m x 1000m 

Link Capacity 18 mbps 

Simulation Time 200 sec 

Buffer Size 256000 bits 

Application FTP 

Packet Size 1024 bytes 

Network Mobility 25 m/s 

Network Density 100 nodes 

Routing Protocol AODV/ GRP 

Type of Selfish node Type 1 

No. of misbehavior nodes 40,60,80 

Movement model Random Waypoint 

Node transfer power 0.1 
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Figure 6: no. of hopes for 40 misbehavior nodes 

 

Figure 7: no. of hopes for 60 misbehavior node 

 
 

Figure 8: no. of hopes for 80 misbehavior node 
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Packet Dropped 

Result from Fig set 9, 10, 11 and 12 shows that AODV has fewer packets dropped than GRP. 

The maximum average value of packet drop for without misbehavior nodes is 50 for AODV and 

for GRP it is 4500, for 40 misbehavior nodes it is 100 for AODV and for GRP it is 3500, for 60 

misbehavior nodes it is 150 for AODV and for GRP it is 5500. For 80 misbehavior nodes it is 

200 for AODV and for GRP it is 4500. 

 

 

 
Figure 9: Packet Dropped for without misbehavior nodes 

 

 
Figure 10: Packet Dropped with 40 misbehavior nodes 
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Figure 11: Packet Dropped with 60 misbehavior nodes 

 
Figure 12: Packet Dropped with 80 misbehavior nodes 

Routing Traffic Sent 

Figure set 13, 14, 15 and 16 shows that Route Traffic Sent by GRP is higher than AODV at 

starting but as the time passes AODV sent more Route Traffic than GRP. The maximum average 

value of Route Traffic Sent for without misbehavior nodes for AODV is 1200000 and for GRP 

its value decreases from 1400000 to 50000, for 40 misbehavior nodes it is 1190000 for AODV 

and for GRP its value decreases from 1400000 to 50000, for 60 misbehavior nodes it is 1150000 

for AODV and for GRP its value decreases from 1400000 to 50000 and for 80 misbehavior 

nodes it is 1100000 for AODV and for GRP its value decreases from 1400000 to 50000. 
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Figure 13: Routing Traffic Sent for without misbehavior nodes 

 
Figure 14: Routing Traffic Sent with 40 misbehavior nodes 

 
Figure 15: Routing Traffic Sent with 60 misbehavior nodes 
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Figure 16: Routing Traffic Sent with 80 misbehavior nodes 

CONCLUSION 

 In this paper we compare the performance of AODV and GRP protocols under varying 

no. of misbehavior nodes moving with mobility speed of 25 m/s in an area of within the 

network range 10,00,000 sq m. The performance is compared in terms of no. of hopes, packet 

dropped and routing traffic sent. The result shows that as we increase no. of misbehavior nodes 

the performance of AODV is better than GRP because AODV have less no. of hopes, less 

packet dropped and Routing traffic send by AODV is high than GRP 
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