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Abstract-  

Wireless networks earn popularity in its peak today, as the user wants the wireless coherence 

without taking into account their geographical position. A ad hoc network is a collection of 

mobile nodes which form a temporary network dynamically and are facilities less. There is an 

increasing threat of attacks to Mobile Ad hoc Network (MANET). The black hole attack is 

one of the threat of security in which the circulation is redirected in such node what really 

does not exist in network. A black hole is a malicious node which answers wrongly that 

itinerary asks that it has a cool itinerary in destination and then it drops all packets of 

reception. The scope of this paper is to analyzed of Black hole attack in MANET using both 

Proactive routing protocol i.e. Optimized Link State Routing (OLSR) and Reactive routing 

protocol Ad Hoc On Demand Distance Vector (AODV). Comparative analyses of Black hole 

attack for both protocols were taken into account. The impact of the attack on the 

performance of MANET is evaluated finding out which protocol is more vulnerable to the 

attack and how much is the impact of the attack on both protocols. The protocol is analyzed 

on various performance metrics like throughput, network load and packet end to end delay.  
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I. INTRODUCTION 

Ad hoc network [1] is a wireless network without having any fixed infrastructure. Every 

mobile node in an ad hoc network moves arbitrarily and acts as both a router and a host. 

A wireless ad hoc network is made up of a collection of nodes of "peer to peer" mobile 

nodes which are able to announce with each other without help of fixed facilities. 

Interconnections between nodes are able of change on a continuous and arbitrary 

foundation. Nodes in every radio range of other one communicate directly via wireless 

links, while those who are the use distant from other nodes as the teams of intermediaries. 

Nodes usually share the same physical media; they transmit and acquire signals at the 

same frequency band. However, due to their inherent characteristics of dynamic topology 

and lack of centralized management security, MANET is vulnerable to various kinds of 

attacks. Black hole attack [2] is one of many possible attacks in MANET. Black hole 

attack can occur when the malicious node on the path directly attacks the data traffic and 

intentionally drops, delay or alter the data traffic passing through it. This attack can be 

easily lessen by setting the promiscuous mode of each node and to see if the next node on 

the path forward the data traffic as expected. Another type of black hole attack is to attack 

routing control traffic. 

II.  SECURITY ISSUES IN MANET 

Security in Mobile Ad-Hoc Network (MANET) is the most important worry for the basic 

functionality of the network. The availability of network services, confidentiality and 

integrity of the data can be reached insuring that security problems have been dripped. 

MANET often suffer from security attacks because of his qualities like open medium, his 

topology dynamically, lack of the main supervision and management, cooperative algorithms 

and no clear defense changing. These factors have changed the fight field situation for the 

MANET against the security threats. 

Recently in the security of the last pair of years of the computer networks has been of the 

serious concern which has far been discussed and formulized. Mobile ad hoc networking was 

still in need of further discussions and development in terms of security [3].  With the 

comparison of wired network Mobile ad hoc network is different. The routing protocols 

designed majorly for internet is different from the mobile ad hoc networks (MANET). 
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Traditional routing table was basically made for the hosts which are connected wired to a non 

dynamic backbone [4].  

Due to various factors including lack of infrastructure, absence of already established 

trust relationship in between the different nodes and dynamic topology, the routing protocols 

are vulnerable to various attacks [5].  

Wireless links also makes the MANET more susceptible to attacks which make it easier 

for the attacker to go inside the network and get access to the ongoing communication [6, 4]. 

Mobile nodes present within the range of wireless link can overhear and even participate in 

the network.  

2.1 Flaws in MANETS  

MANETs are very adaptable for the nodes, i.e. Can nodes themselves freely connect and 

leave the network. There is no main body which continues to watch on the nodes going and to 

leave the network. All these weaknesses of MANETs do it vulnerably for attacks, and these 

will roar discussed. 

2.1.1 Non secure boundaries:  

MANET is for the different kind of attacks because of nobody make clear sure border 

vulnerably. The nature of MANET, nodes have the freedom to join and to depart within the 

network. Node can join to a network automatically if the network is in the radio range of the 

node, it can communicate with other nodes in the network. Due to no secure boundaries, 

MANET is more susceptible to attacks [7].  

2.1.2 Compromised Node:  

Some of the attacks should get access within the network to come, the control of the 

nodes in the network which uses unfair indicates to explain her willful activities. Movable 

nodes in MANET are free, to move, to join or to leave the network, in other words, the 

movable nodes are autonomous [8]. Due to this autonomous factor for mobile nodes it is very 

difficult for the nodes to prevent malicious activity it is communicating with.  

2.1.3 No Central Management:  

MANET is a self-configurable network which insists of movable nodes where the 

communication among these movable nodes is done without a central control. All and every 

nodes act as a Router and can send on and receive packets [9]. MANET works without any 
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preexisting infrastructure. This lack of centralized management leads MANET more 

vulnerable to attacks.  

2.1.4 Problem of Scalability:  

In traditional networks where the network is build, and every machine is connected with 

the other machine with the help of the wire. The network and the scale of the network, while 

they sketch it, are defined, and this does not change a lot during the use. In other words, we 

can say that the scalability of the network is defined in the beginning phase of the designing 

of the network. 

III. SECURITY ATTACKS 

Various ways are found to classify the security attacks. In this subsection we will discuss 

to type of categorization. 

A. Location based attacks: 

3.1 External and Internal Attack  

External attackers are principal beyond the networks who access to the network want to 

agree, and as soon as they get access to the network, they start sending bogus packets, denial 

of the service to disturb the achievement of the whole network. This attack is the same like 

the attacks which are done against the wired network. These attacks can be prevented, safety 

measures like fire wall carrying out where the access of the unauthorized to the network can 

be relieved. While in the internal attack of the attackers have normal access to the network as 

well as in the normal activities of the network wants to take part. The attacker gain access in 

the network as new node either by compromising a current node in the network or by 

malicious impersonation and start its malicious behavior. Internal attack is more severe 

attacks then external attacks. 

 

Fig. 3.1 External and Internal Attacks in MANETs 

B. Behavior based attacks: 
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3.2 Active and Passive Attack  

When the attacker disrupts the performance of the network, steal important information 

and try to destroy the data during the exchange in the network [10]. Active attacks can an 

internal one or an outside attack. The active attacks are meant to destroy the achievement of 

the network in such case the active attack action as internal nodes in the network. An active 

part of the network being, is light that for the nodes, to use and to hijack every internal node 

to use it to introduce bogus packets injection or denial of the service. This attack brings the 

attacker in strong position where attacker can modify, fabricate and replays the massages. 

Attackers in passive attacks do not disrupt the normal operations of the network [10]. In the 

passive attack the attacker hears to link up to get information what goes on in the network. It 

listens to the network to know and to understand how the nodes communicate with each other 

as they are laid in the network. Before the attackers seize an offensive against the network, 

the attacker has enough information over the network that it can easily hijack and inject 

attack in the network. 

  

 

Fig. 3.2 Active and Passive Attack in MANETs 

C. Examples of security attacks: 

1. Denial of Service (DoS): It has to the purpose to grumble the availability of the certain 

node or even the services of the complete ad hoc work. In the traditional wired network the 

DOS attacks are explained, a kind of network traffic to the purpose flooding to stream out, to 

do the power going in a procession of the purpose and the services made available by the 

purpose does not become available. 

2. Impersonation: Impersonation attack is an austere threat against the security of the 

movable ad hoc network. If there is not such a right certificate mechanism under the nodes, 

the opponent can win some nodes in the network and they allow to look like gentle nodes. In 

this manner the nodes brought in impersonation to the network can join as the normal nodes 

and begin to lead the malicious behaviour like, reproduce forgery which turns up information, 

and win inappropriate precedence to access a little bit confidential information. 
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3. Eavesdropping: Eavesdropping in is another kind of the attack which normally happens in 

the movable ad hoc network. It has to the purpose to receive a little bit confidential 

information which should be kept secretly during the communication. The information can 

enclose the position, public key, private key or even code-words of the nodes. Because such 

data are very important for the security state of the nodes, they should be kept away by the 

not unauthorized access. 

4. Sinkhole attack: The attacking node tries to offer a very attractive link e.g. to a gateway. 

Therefore, there handles a lot of traffic to these nodes. Except the easy traffic analysis other 

attacks can be connected like the selective forwarding or denial of the service with the 

Sinkhole attack. 

5. Wormhole attack: The attacker connects two distant parts of the ad hoc network, an extra 

communication channel(e.g. a fast LAN connection) as a tunnel uses. Consequently two 

distant nodes suppose that they are neighbors and send data which use the tunnel. The 

attacker has the possibility to lead a traffic analysis or selective forwarding attack. 

6. Sybil attack: The attack of Sybil aims especially at distributed system surroundings. The 

attacker plays multiple roles. It tries not to act as several different identities / node rather than 

one. This allows to him to forge the result of a vote used for thresholds security methods. The 

cloud appears to be many different nodes to the outside. 

IV. SIMULATION SETUP 

Our goal was to determine the protocol which shows less vulnerability in case of black 

hole attack. We choose AODV and OLSR routing protocol which are reactive and proactive 

protocols respectively. In both case AODV and OLSR, malicious node buffer size is lowered 

to a level which increase packet drop. Furthermore the simulation parameters are given in 

Table. 

Table 4.1 Simulation Parameters 

Examined protocols  AODV and OLSR  

Simulation time  1000 seconds  

Simulation area (m x m)  1000 x 1000  

Number of Nodes  16 and 30  

Traffic Type  TCP  

Performance Parameter  Throughput,delay,Network 
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Load  

Pause time  100 seconds 

Mobility (m/s)  10 meter/second 

Packet Inter-Arrival 

Time (s)  

Exponential(1) 

Packet size (bits)  Exponential(1024)  

Transmit Power(W)  0.005 

Date Rate (Mbps)  11 Mbps 

Mobility Model Random waypoint 

V. RESULTS 

Our simulated results are provided to gives the variation in network nodes while under 

Black Hole attack. To evaluate the behavior of simulated intrusion based black hole attack we 

considered the performance metrics of packet end-to-end delay, throughput and network load. 

5.1 Packet End-to-End Delay  

The packet end-to-end delay is the average time in order to traverse the packet inside the 

network. This includes the time from generating the packet from sender up till the reception 

of the packet by receiver or destination and expressed in seconds. This includes the overall 

delay of networks including buffer queues, transmission time and induced delay due to 

routing activities. 

 

Fig. 5.1 End to End delay for OLSR with vs. without attack for 30 nodes 

5.2 Throughput 
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Throughput is the ratio of total amount of data which reaches the receiver from the sender 

to the time it takes for the receiver to receive the last packet. It is represented in bits per 

second or packets per seconds.  

 

Fig. 5.2 Throughput of OLSR and AODV with vs. without attack for 30 nodes 

5.3 Network Load 

Network Load is the total traffic received by the entire network from higher layer of 

MAC which is accepted and queued for transmission. It indicates the quantity of traffic in 

entire network. It represents the total data traffic in bits per seconds received by the entire 

network from higher layer accepted and queued for transmission 

 

Fig. 5.3 Network Load of OLSR and AODV with vs. without attack for 30 nodes 

VI. CONCLUSION AND FUTURE WORK 

Finally after doing various comparisons, we analyzed that Black Hole attack with respect 

to the performance parameters of packet end to end delay, throughput and network load. In a 

network it is important for a protocol to be redundant and efficient in term of security. We 

have analyzed the vulnerability of two protocols OLSR and AODV have more severe effect 

when there is higher number of nodes and more route requests. The percentage of severances 

in delay under attack is 2 to 5 percent and in case of OLSR, where as it is 5 to 10 percent for 

AODV. The throughput of AODV is effected by twice as compare of OLSR. In case of 
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network load however, there is effect on AODV by the malicious node is less as compare to 

OLSR. A lot of research work is still need in this area. We tried to discover and analyzed the 

impact of Black Hole attack in MANETs using AODV and OLSR protocols. There is a need 

to analyze Black Hole attack in other MANETs routing protocols such as DSR, TORA and 

GRP. Other types of attacks such as Wormhole, Jellyfish and Sybil attacks are needed to be 

studied in comparison with Black Hole attack. 
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