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ABSTRACT 

 

A network attack can be defined as any method, process, or means used to maliciously attempt to 

compromise network security. Without security measures and controls in place, our data might 

be subjected to attacks. 

There are a number of reasons that an individual(s) would want to attack corporate networks. 

The individuals performing network attacks are commonly referred to as network attackers, 

hackers, or crackers. 

This paper summarizes a few different types of malicious activities that network attackers and 

hackers perform. It also highlights few techniques for prevention of attacks. 

 

In section I, I have focused on the existing problem of network intrusion. In section II, an 

overview of attacker tools is given In section III , I have discussed about the classification of 

various types of attacks.. Section IV presents the different prevention techniques that prevent 

networks from attacks. Section V tells the conclusions. 
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I  INTRODUCTION 

Network intrusion prevention is a fast-moving and demanding field. There are various forms that 

exploit weaknesses in security. Many of these may cause loss of service or system crashes. There 

mailto:shalini1803@yahoo.com


International Journal of Computer Application                                                                  ISSN No: 2250-1797                 

Issue 1, Volume 2 (December 2011)  

 Page 79 
 

are a wide variety of attacks that can cause harm to the existing networks[1]. Some attacks are 

passive, meaning information is monitored; others are active, meaning the information is altered 

with the intent to corrupt or destroy the data or the network itself. Our networks and data are 

vulnerable to any of the types of attacks if we do not have a security plan in place. 

 

 In order to prevent attacks in cyberspace, system administrators need a high-level understanding 

of the methods that attackers use to penetrate computers. 

 

II OVERVIEW OF ATTACKER TOOLS 

There are a large number of resources that are available on the Internet that enable the intruders 

to penetrate computer networks. Detailed software vulnerability information is publicly 

discussed on newsgroups and forums. The information is publicly available on commercial web 

sites whose sole purpose is to serve up this information[2]. 

 

Today’s attacks are coming with user-friendly graphical user interfaces (GUIs) that run on 

windows hosts. Attacks scripts are easy to use and dangerous. It is vital that system 

administrators understand the danger these attacks pose and how to protect their networks 

against them[3]. 

 

III CLASSIFICATION OF COMPUTER ATTACKS 

A computer attack means a program run by people to gain unauthorized control over a computer. 

The security attacks or particularly network attacks can be classified in various categories. In this 

subsection, we will discuss about the types of network attacks. 

 

 A Eavesdropping Attack 

The majority of network communications occur in an unsecured or “cleartext” format, which 

allows an attacker who has gained access to data paths in a network to “listen in” or interpret the 

traffic[4]. When an attacker is eavesdropping on a communication, it is called sniffing or 

snooping.  
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The ability of an eavesdropper to monitor the network is the biggest security problem.  Without 

strong encryption services that are based on cryptography, our data can be read by others as it 

traverses the network. 

 

B Man-in-the-Middle Attack 

A man-in-the-middle attack occurs when someone between the two communicating parties is 

actively monitoring, capturing, and controlling your communication transparently [5].  

 

In this attack, the attacker can re-route a data exchange. When computers are communicating at 

low levels of the network layer, the computers might not be able to determine with whom they 

are exchanging data. 

 

Man-in-the-middle attacks are like someone assuming your identity in order to read your 

message. The person on the other end might believe that it is you because the attacker might be 

actively replying as you, to keep the exchange going and gain more information[6]. This attack is 

capable of the same damage as an application-layer attack. 

 

C Data Modification Attack 

An attacker can modify the data in the packet without the knowledge of the sender or receiver. 

Even if we do not require confidentiality for all communications, we do not want any of our 

messages to be modified in transit[7]. If we are exchanging purchase requisitions, we do not 

want the items, amounts, or billing information to be modified. 

 

D Identity Spoofing 

An attacker may fake their IP addresses so that the receiver think it is sent from a location that it 

is not actually from. 

 

The attacker might also use special programs to construct IP packets that appear to originate 

from valid addresses inside the corporate Intranet[8]. The attack may be directed to a specific 
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computer addressed as though it is from the same computer. This may make   computer think 

that it is talking to itself.  

 

After gaining access to the network with a valid address, the attacker can modify, reroute, or 

delete our data. 

 

E Denial-of-Service Attack 

The denial-of-service attack prevents normal use of a computer or network by valid users. 

After gaining access to a network, the attacker can do any of the following[9]: 

 

 Randomize the attention of the internal Information Systems staff so that they do not see 

the intrusion immediately, which allows the attacker to make more attacks during the 

diversion. 

 Send invalid data to applications or network services, which causes abnormal termination 

or behavior of the applications or services. 

 Flood a computer or the entire network with traffic until a shutdown occurs because of 

the overload. 

 Block traffic, which results in a loss of access to network resources by authorized users. 

F Password-Based Attack 

A common denominator of most operating system and network security plans is password-based 

access control. This means your access rights to a computer and network resources are 

determined by who you are, that is, your user name and your password[10].  

 

Older applications do not always protect identity information as it is passed through the network 

for validation. This might allow an eavesdropper to gain access to the network by posing as a 

valid user.  

 

When an attacker finds a valid user account, the attacker has the same rights as the real user. 

Therefore, if the user has administrator-level rights, the attacker also can create accounts for 

subsequent access at a later time. 
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After gaining access to your network with a valid account, an attacker can do any of the 

following: 

 

 Obtain lists of valid user and computer names and network information.  

 Modify server and network configurations, including access controls and routing tables. 

 Modify, reroute, or delete your data.  

G Compromised-key Attack 

A key is a secret code or number necessary to interpret secured information. Although obtaining 

a key is a difficult and resource-intensive process for an attacker, it is possible. After an attacker 

obtains a key, that key is referred to as a compromised key[11]. 

 

An attacker uses the compromised key to gain access to a secured communication without the 

sender or receiver being aware of the attack. With the compromised key, the attacker can decrypt 

or modify data, and try to use the compromised key to compute additional keys, which might 

allow the attacker access to other secured communications. 

 

IV PREVENTION TECHNIQUES 

There are various techniques that could prevent one’s networks from computer attacks. In this 

section, I will be discussing them. 

 

1. Patching 

Companies often release software patches in order to fix coding errors. Unfixed, these errors 

often allow an attacker to penetrate a computer system[12]. Systems administrators should 

protect their most important systems by constantly applying the most recent patches.  However, 

it is difficult to patch all hosts in a network because patches are released at a very fast pace. 

There fore, one shall focus on patching the most important hosts and then implement the other 

security solutions mentioned below. Patches usually must be obtained from software vendors. 

 

2. Virus Detection 
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Virus-checking programs are indispensable to any network security solution. Virus checkers 

monitor computers and look for malicious code. One problem with virus checkers is that one 

must install them on all computers for maximum effectiveness. It is time-consuming to install the 

software and requires updating monthly for maximum effectiveness.  Users can be trained to 

perform these updates but they can not be relied upon. In addition to the normal virus checking 

on each computer, we recommend that organizations scan e-mail attachments at the e-mail 

server. This way, the majority of viruses are stopped before ever reaching the users. 

 

3. Firewalls 

Firewalls are the single most important security solution for protecting one's network. Firewalls 

police the network traffic that enters and leaves a network. The firewall may outright disallow 

some traffic or may perform some sort of verification on other traffic. A well-configured firewall 

will stop the majority of publicly available computer attacks. 

 

4. Password Crackers 

Hackers often use little-known vulnerabilities in computers to steal encrypted password files. 

They then use password-cracking programs that can discover weak passwords within encrypted 

password files. Once a weak password is discovered, the attacker can enter the computer as a 

normal user and use a variety of tricks to gain complete control of your computer and your 

network. While used by intruders, such programs are invaluable to systems 

administrators.Systems administrators should run password-cracking programs on their 

encrypted password files regularly to discover weak passwords. 

 

5. Encryption 

Attackers often break into networks by listening to network traffic at strategic locations and by 

parsing out clear text usernames and passwords. Thus, remote password-protected connections 

should be encrypted. This is especially true for remote connections over the Internet and 

connections to the most critical servers. A variety of commercial and free products are available 

to encrypt TCP/IP traffic. 

 

6. Vulnerability Scanners 
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Vulnerability scanners are programs that scan a network looking for computers that are 

vulnerable to attacks. The scanners have a large database of vulnerabilities that they use to probe 

computers in order to determine the vulnerable ones. Both commercial and free vulnerability 

scanners exist. 

 

7. Configuring Hosts for Security 

Computers with newly installed operating systems are often vulnerable to attack. The reason is 

that an operating system's installation programs generally enable all available networking 

features. This allows an attacker to explore the many avenues of attack. All unneeded network 

services should be turned off. 

 

8. War Dialing 

Users often bypass a site's network security schemes by allowing their computers to receive 

incoming telephone calls. The user enables a modem upon leaving work and then is able to dial 

in from home and use the corporate network. Attackers use war dialing programs to call a large 

number of telephone numbers looking for those computers allowed to receive telephone calls. 

Since users set up these computers themselves, they are often insecure and provide attackers a 

backdoor into the network. Systems administrators should regularly use war dialers to discover 

these back doors. Both commercial and free war dialers are readily available. 

 

9. Security Advisories 

Security advisories are warnings issued by incident response teams and vendors about recently 

discovered computer vulnerabilities.  Advisories usually cover only the most important threats 

and thus are low-volume and high-utility reading. They describe in general terms the threat and 

give very specific solutions on how to plug the vulnerability. 

 

Excellent security advisories are found from a variety of sources, but the most popular come 

from the Carnegie Mellon Emergency Response Team at http://www.cert.org. 

 

10. Intrusion Detection 
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Intrusion detection systems detect computer attacks. They can be used outside of a network's 

firewall to see what kinds of attacks are being launched at a network. They can be used behind a 

network's firewall to discover attacks that penetrate the firewall.  They can be used within a 

network to monitor insider attacks.  Intrusion detection tools come with many different 

capabilities and functionality. For a paper on the uses and types of intrusion detection systems, 

see http://www.icsa.net/ services/consortia/intrusion/educational_material.shtml. 

 

V CONCLUSIONS 

In this paper, we have discussed about the network attacks, their types and ways to prevents them 

to occur in our networks. Attacks are harmful to us in many ways.  We may loose important 

information permanently, pass confidential information in wrong hands and may get original 

information altered maliciously. Also by the Denial-of-Service, we may be prohibited to access 

our authorized services. 

 

Later, the paper has discussed about the ways to prevent our networks from various attacks. Each 

technique offer a different way to prevent the networks from the attacks. These include patching, 

virus detection, firewalls, etc. It is advised that only very-rich experienced systems 

administrators or vulnerability analysis consultants make an analysis of which techniques shall 

be implemented, in the different cases of attacks. 
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