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ABSTRACT 

 

Key elements to any network-related technologies are security. There are several security 

mechanisms available to protect (a) human from the hostile actions of a code fragment 

under execution and (b) the mobile code against tampering attempts by the executing 

hosts. 

 

There are several security mechanisms that are available such as cryptographic primitives 

like digital signatures, one-way hash functions and so on. Apart from this a new 

technique called Dynamic Software Watermarking is one of the technique, which is 

gaining popularity now a days. 

 

Watermarking is an object that discourages intellectual property theft, or while such 

thefts occurred, allows us to prove ownership. In this paper we have discussed different 

types of watermarks and defenses that are possible. We have created a new watermarking 

object that can be embedded into the source object, which cannot be tampered. A 

recognizer is provided which recognizes the embedded watermark and allows the person 

the ownership of the source program.  
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1 INTRODUCTION 

 

1.1 Evolution of Watermarking: 
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Software Agent is a program that can migrate from machine to machine in a 

heterogeneous network. The program chooses when and where to migrate. [4][5][6]. A 

key element to any mobile code based distributed system are the security mechanism 

available to protect (a) human against the hostile actions of a code fragment under 

execution and (b) the mobile code against tampering attempts by the executing hosts. 

In order to protect the mobile agents from unauthorized modifications, there are various 

techniques that are available [1][8]. A new technique called Software Watermarking is 

used to protect the Software Agents from the unauthorized access [2].  

 

1.2 Importance of Watermarking 

 

In addition to malicious attacks, agent reverse engineering process of de-compilation the 

source code is also a great threat from any agent-based program. It is rather easy to 

reverse code the source code, which is a great threat for any software dealer. The code 

can be illicitly modified, or secret data can be revealed, or intellectual property stolen. All 

of the information attacks become much easier based on the analysis of the Software 

Agent’s source code.  

 

2. WATERMARKING TECHNIQUES 

 

Watermarking is a technique where we embed a secret message into a code message. It is 

an object that discourages intellectual property theft, or while such theft has occurred 

allows us to prove ownership.  

 

There are various watermarking techniques that are available 

 

2.1 Digital Watermarking 

 

A Digital Watermarking [7], has emerged as an enabling technology for protecting 

intellectual property rights of digital information. Digital Watermark provides an efficient 

solution. A digital watermark travels from host to host on a network and acts like a 

“detective” that detects watermarks and collects evidence of any misuse.  

 

2.2 Static Software Watermarking 

 

Static Watermarks [2] are stored in the application execution itself. There are two types 

of Static Software Watermarking. They are Code Watermarks and Data Watermarks. 

 

2.2.1 Code Watermarks  

 

Code Watermarks are stored in sections of the executable that contains instructions.  

 

2.2.2. Data Watermarks 
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Here Watermarks are stored in any other section, including headers, string section, 

debugging information section and etc. 

 

2.2.3 Advantages of Static Data Watermarks are: 

 

i) They are easy to construct and recognize. 

 

2.2.4 Disadvantages: 

 

i) They are susceptible to distortive attacks by obfuscation. In simplest way it breaks all 

strings into sub strings, which are then scattered over the executable. This makes the 

watermark recognition nearly impossible. 

 

2.3 Dynamic Software Watermarking 

 

Dynamic Watermarks are stored in a program execution state, rather than code itself. 

There are three kinds of Dynamic Watermarks. In each case the application is run with a 

predetermined input sequence which makes the application enter a state which represents 

the watermark. The method differs in which part of the program state the watermark is 

stored, and in the way it is extracted.  

 

2.3.1 Easter Egg Watermark 

 

A piece of code that gets activated for a given input. The defining characteristics of an 

Easter Egg Watermark is that it performs some action that is immediately perceptible by 

the user, making watermark execution trivial. The main problem with Easter Egg 

Watermark is that they seem to be easy to locate. Once the right input sequence has been 

discovered, standard-debugging techniques will allow us to trace the location of the 

Watermark in the executable and then remove or disable it completely. 

 

2.3.2 Dynamic Data Structure Watermark 

 

Here Watermarks are embedded within the global declaration of a program. The 

watermark is extracted by examining the current values held in a variable, after the end of 

the input sequence has been reached. This can be done using either a dedicated 

watermark extraction routine, which is linked, with the executing program or by running 

under a debugger.  

 

2.3.3. Dynamic Execution Trace Watermark 

 

A Watermark is embedded within the trace of the program as it is being run with a 

particular input. The watermark is extracted by monitoring some property of the address 

trace or the sequence of the operation executed.  

 

3. SOFTWARE WATERMARKING 
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3.1 Introduction 

 

Software Watermarking is a technique to embed a secret message into a cover  message 

[2][3]. Fingerprinting is a similar to watermarking, except a different secret message is 

embedded in every distributed cover message. This may allow us not only to detect when 

theft has occurred but also to trace the copyright violator.  

 

3.2 Definition 

 

Embed a structure W into a program P such that W can be reliably located and extracted 

from P even after P has been subjected to code transformations such as translation, 

optimization and obfuscation.  

 

3.3 Characteristics of Software Watermarking 

 

The characteristics of any steganograhy can be given by taking data rate, stealthy and 

resilience into consideration.  

 

3.3.1 Data Rate: 

 

 The quantity of the hidden data that can be embedded within the cover message. 

 

3.3.2 Stealthy:  

 

Expresses how imperceptible the embedded is to an observer. 

 

3.3.3 Resilience: 

 

 Expresses the hidden messages degree of immunity to attack by the adversary.  

 

3.4 Attacks On Watermarking System 

 

In order to evaluate the quality of watermarking scheme we must also know how well it 

stands to the various types of attacks. There  are mainly three kinds of attacks that are 

possible. They are: 

 

3.4.1 Subtractive Attack:  

 

An effective Subtractive attack is one where the watermark can be successfully removed. 

 

3.4.2 Distortive Attack: 

 

 An effective Distortive attack is one where additional watermark can be transformed in 

such a way that cannot be detected. 

 

3.4.3 Additive Attack: 
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 An effective Additive attack where additional watermarks are embedded in order that 

original message can never be identified. 

 

3.5 Designing Issues 

 

There are mainly three issues that we have to consider while designing the Software 

Watermark Technique.  

 

3.5.1 Required Data Rate: 

 

 How large is the watermark, compared to the size of the program? 

 

3.5.2 Form of Cover Program:  

 

Will the program be distributed in a typed architecture neutral machine or an updated 

native binary code? 

  

3.5.3 Expected Threat Model: 

 

 What kinds of de-watermarking attacks can be expected? 

 

4. DYNAMIC GRAPH WATERMARKING 

 

4.1 Overview 

 

This method is the most promising for withstanding distortive de-watermarking attacks. 

The idea of dynamic graph watermarking is to embed a watermark in the topology of a 

Dynamically built graph structure. Because of pointer aliasing effects, code, which 

manipulates dynamic graph structure, is hard to analyze. As a result, semantic preserving 

transformations that make fundamental changes to a graph will be hard to construct. 

Moreover it is easier to tamperproof such structures than tamper proofing code or scalar 

data. 

 

4.2 Implementation 

 

The Implementation of the Dynamic Graph requires the following steps to be done. 

Embedding, tamper proofing, and obfuscating and finally a recognizer is developed in 

order to recognize the embedded watermark. 

 

4.2.1. Embedding 

 

There are two ways of embedding given message in the topology of graph G. hey are 

Radix-k encoding and enumeration encoding. 

 

4.2.1.1. Radix-k Encoding:  
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Here the right pointer field holds the next field address, the left field encodes the encodes 

message bit. 

 

4.2.1.2 Enumeration Encoding:  

 

The idea is to let the watermark number n be represented by the index of the watermark 

graph G in some conventional enumeration. This requires us be able to (i) given n, 

generate nth graph in the enumeration and (ii) given G, extract its index n in the 

enumeration. 

 

4.2.2 Recognizer 

 

A watermark w  W in a program Pw  P is recognizable w.r.t a set of transformations T 

 T if there exists a recognizer 

RT : (P x S )  W and an input such that 

     t  T : p (RT (t(Pw),S(t(Pw),I))) = P(w). 

 

This definition allows us to distinguish several useful subclasses of recognizers 

 

4.2.2.1 Trivial Recognizer:  

 

A recognizer that is not guaranteed to recognize w if any transformations have been 

performed on Pw 

 

4.2.2.2 Strong Recognizer:  

 

A recognizer that is resilient to any Semantic-preserving transformation. 

 

4.2.2.3 Ideal Recognizer:  

 

A recognizer that is resilient to any transformations  

 

4.2.2.4 Static Recognizer: 

 

 A recognizer that can only examine the text of Pw, not its execution state. 

 

4.2.2.5 Pure Dynamic Recognizer:  

 

A recognizer that can only examine the execution state of Pw, not its text. 

 

4.2.3 Tamper-Proof: 

 

Tamper proofing causes a program to malfunction when it detects that it has been 

modified. There are situations that we would like to stop anyone from executing our 

program if it is altered by anyone. 
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The program is not allowed to run 

 

1 If the watermark and the code that builds the mark has been altered. 

2 A virus has been attached to P. 

 

To prevent such tampering attacks we can add tamperproofing code to program. 

This code should: 

 

1. Detect if the program has been altered 

                             and 

2. Cause the program to fail when tampering is evident 

 

There are three simple ways to detect the Tampering 

 

1.  We can examine the executable one itself to see if it is identical to the original one. 

2.  We can examine the validity of the intermediate results produced by the program. 

3. We can encrypt the executable, there by preventing anyone from modifying it 

successfully unless they are able to decrypt it.  

 

4.2.4 Obfuscation: 

 

Obfuscation is a technique to withstand the attack of reverse engineering. We can have 

number of techniques by which we can obtain obfuscation transformations. 

 

4.2.4.1 Code Obfuscation: 

 

The Code Obfuscation, is based on the following statement  

 

Given a set of obfuscating transformations T = {T1……Tn} and a program consisting of 

source code objects {S1………Sn}, find a new program P’ = {……..Si
j
 = Ti (Sj)…..} such 

that 

 

1 P’ has the same observable behavior as P. i.e, the transformation are semantic 

preserving. 

2 The obscurity of P’ maximized, i.e., understanding and reverse engineering P. 

3 The resilience of each transformations Ti(Sj) is maximized, i.e, it will either be difficult 

to construct an automatic tool to undo the transformations or executing such a tool will be 

extremely time-consuming. 

4 The stealthy of each transformation Ti(Sj) is maximized, i.e the statistical properties of 

Si
j
 are similar to those of Sj 

5 The cost (execution time / space penalty incurred by the transformations) of P’ is 

maximized. 

 

For such a type of transformation, with optimization techniques we can minimize the 

execution time. 
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4.2. 4.2 Lexical Transformations: 

    

The Lexical Transformations are such that they  make adversary annoying to a reverse 

engineer and therefore will prevent some thievery of intellectual property in software.  

However, any determined reverse engineer will be able to read past the scrambling of 

identifiers in order to discover what the code is really doing. 

 

4.2.4.3 Control Transformations: 

 

The Control Transformations rely on Opaque Predicate. A Predicate P is Opaque if its 

outcome is known at obfuscation time, but is difficult for the de-obfuscator to deduce. 

We write P
F 

(P
T
) if P always evaluate to False(True) and P

T
 if P may sometimes evaluates 

to True and sometimes to False. 

 

Given such opaque prdicates, it is possible to construct obfuscating transformations that 

break up the flow of control of a procedure.For an example (a) we split up the block A; B 

by inserting an opaquely true predicate  P
T
 which makes it appear as if B is only executed 

sometimes. (b) B is split into two different obfuscated versions B and B’. The opaque 

predicate P
T
 selects either of them at runtime. (c) P

T
 always selects B over Bseg, a buggy 

version of B. 

 

4.2.4.4 Data Transformations: 

 

There are several types of transformations that are possible to Obfuscate Data Structures. 

There are two such methods, which have been given below. 

 

i) Anti Disassembly 

 

We may write the machine code in an executable distribution in such a way that a 

dissembler is unlikely to be able to print out an accurate rendition of the assembly code. 

 

ii) Anti Debugger 

 

We may disable or confuse a debugger, for example by writing code that actively uses all 

available interrupts (including the breakpoint interrupt). If we know what type of 

debugger is likely to be using, than outcome may be able to “attack” the debugger by 

writing into its address area. We can write time sensitive code, for example, involving 

races between processes on two CPUs that will terminate its operation whenever a 

debugger is probing a process intensively, because this will slow down its operation. 

 

5. RELATED WORK 

 

In my work I have developed a watermark which is Tamper-proofed, and finally 

Obfuscated using the Opaque Predicates. The embedding pattern that I have followed is 

the radix-k encoding and a recognizer is developed in order to recognize the watermarked 
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number in the code. The watermark, which was developed, was implemented in a 

software agent and tested, and in future I want to extent the same to the other sources (ex: 

VLSI, network security and etc.) where the security is of main issue. 

 

There are various algorithms that have been developed in this particular context.  

 

Algorithm 1: Public_key generation algorithm() //Generation of Public_key and  

 

Step 1: Let m and n be numbers where m = company number and n = customer numbrer 

Step 2: Perform step 3 for the generation of Public_key. 

Step 3: Public_key = company number + customer number. 

 

 

Algorithm 2:Wtarmarking 

 

Step1: CALL RECOGNIZER() 

Step 2: if return value of recognizer is equal to given customer number then return 1 

which says that the program has not been tampered and embedded watermark is the 

correct one 

Else return 0, which proves that embedded watermark is tampered or it is not correct 

customer number. 

 

Algorithm 3: Embedding 

 

Step 1: If customer_number> k , perform step 2 to step 3 //where k is the radix value. 

Step 2: Convert customer_number to radix-k form  

Step 3: CALL Linked_List 

Step 4: The summation of the radix-k form gives the customer_number value. 

Step 5: convert the embedded number into orginal number by performing the following 

steps. 

Step 6: repeat while counter value is less than or equal to k. 

Step 7: perform the conversion of radix-k form to original number 

Step 8: return the result. 

 

Algorithm 4:  Recognizer 

 

(This algorithm is helpful in recognizing the authentication of the program. 

//**Each customer is allocated with a private number which is known to the company. 

Public key is the number allocated to the customer.**// 

Private key is automatically generated and each customer is having there own private 

key.) 

Step 1: CALL Public_key algorithm. 

Step 2:  CALL decoding procedue in Embedding algorithm 

Step 3: return the recognizer_value. 

 

Algorithm 5: Tamper proofing 
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Step1: Repeat step 2 to  step5 until all the embedded nodes are tamper proofed. 

Step 2: for each embedded do the following 

Step 3: Create three additional nodes. 

Step 4: Now on the whole we are having four nodes, out of which in every third node  

Fill with the actual embedding code 

Step 5: In the remaining three nodes fill with the other type of  information. 

 

6.  EXPERIMENTS 

 

In order to implement the above algorithms I have created the file, and watermarked the 

file with the customer’s number. The embedding of the code into the program is done 

with the help of the encoding procedure, which is created in the embedding program. 

This encoded procedure is also tamper proofed using the algorithm 5. The tamper 

proofing is a proof which states that the original program is not tampered with the 

adversary.  

 

Now whenever the user wants to view the contents of the file, the Watermark program 

gets activated which in turn activates the recognizer program (algorithm 4), the 

recognizer program verifies the authenticity of the given number and return true if the 

given number is correct number. 

 

In order to check the authenticity of the given number the recognizer program calls the 

decoding procedure of the embedded program and returns that value to the watermarked 

program. 

 

6.1 Phase I 

 

In phase 1 I have created a file, which stores the information about the customers of a 

bank sample data  

 
Account number First name Last name Balance 

100 Bob Jones 24.98 

200 Steve Doe -345.67 

300 Pam White 0.00 
400 Sam Stone -42.16 

500 Sue Rich 224.62 

             

  

6.2 Phase II 

 

In phase 2 , the above program is embedded with the customer number, i.e in my 

program I have used the customer’s identification number as 945. The encoded program 

is Tamper Proofed which I have explained in the last step 

 

6.3 Phase III 
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When ever the main program gets activated (i.e here the banking example), it invokes the 

watermarked program and compares the customer’s identity number (i.e the number 

which is entered by the user, here it is 945) with the recognizers return value. 

 

6.4 Phase IV 

 

The recognizer programs in turns the calls the decoded procedure of the embedding 

program and returns the same to the recognizer program 

 

6.5 Phase V 

 

The Tamper Proofing procedure is as follows, I have created 4 additional nodes for every 

embedded node and stored the useless information in the all the nodes except the node in 

which I am going to store the embedded information. Now I want to obfuscate the 

original program in order to make the adversary confused to verify which is the correct 

embedded number.  

 

7.  CONCLUSION 

 

In this paper I have discussed about the necessity of the security for given software 

agents, which has given, rise to the evolution of the watermarking techniques. Then we 

have discussed various watermarking techniques that are possible and their advantages 

and disadvantages. Finally we have concentrated on a dynamic graph watermarking and 

implemented the same in our work. We have carried out with the embedding of the given 

watermark; tamper proofed the watermark, obfuscated the code and finally developed the 

recognizer in order to recognize the embedded watermark. 

 

In future we wanted to extend to the work by showing that our watermark program could 

withstand various types of de-watermarking attacks. We wanted to refine the algorithms 

giving thorough look at various forms of attacks and implement the same in our work.  
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