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Abstract  

Now a day, “Cloud Computing” is the very useful and beneficial technology in business world. 

Cloud computing is internet – based technology which is combination of traditional and network 

technology. Cloud computing allows enterprises to achieve more efficient use of their hardware 

and software investments. Keeping resources into large clouds drives down costs and increases 

utilization by delivering resources only for as long as those resources are needed. Cloud 

computing allows individuals, teams, and organizations to streamline procurement processes 

and eliminate the need to duplicate certain computer administrative skills related to setup, 

configuration, and support. Every technology has its own pros and cons. Major issue in cloud 

computing is its security. This paper concerns with the security issues of cloud computing in 

enterprise architecture. Solutions of these issues are also provided. 
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1.   Introduction 

A cloud computing is a computing model that makes IT resources such as servers, middleware, 

and applications available over the Internet as services to business organizations in a self-service 

manner. The cloud is a set of hardware, networks, storage, services, and interfaces that enable the 

delivery of computing as a service. Cloud services include the delivery of software, 
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infrastructure, and storage over the Internet (either as separate components or a complete 

platform) based on user demand. There are many participants of cloud such as end users, 

business management and cloud service provider.  There will be an increasing number and 

diversity of clouds.  

In today's competitive market, companies must innovate and get the most from its resources to 

succeed. This requires enabling its employees, business partners, and users with the platforms 

and collaboration tools that promote innovation. Cloud computing infrastructures are next 

generation platforms that can provide tremendous value to companies of any size. 

As cloud consumers, enterprises have to improve cloud security. Corporate information must be 

secured in cloud computing. Enterprises must remember that they will face the majority of the 

blame if the security breaches occur. Cloud security is a joint responsibility of cloud providers 

and enterprises. There are three cloud models, ranging from software as a service (SAAS) to 

platform as a service (PAAS) to infrastructure as a service (IAAS). On one end of the spectrum, 

SAAS approaches are considered as security black box, where application security activities are 

largely not visible to the enterprise. On the other end IAAS, where an enterprise is principally 

responsible for the security of the application, data and possibly other levels of the infrastructure 

stack.  

Critics argue that cloud computing is not secure enough because data leaves companies' local 

area networks. It is up to the clients to decide the vendors, depending on how willing they are to 

implement secure policies and be subject to 3rd party verifications. Salesforce, Amazon and 

Google are currently providing such services, charging clients using an on-demand policy. 

[Mills09] references statistics that suggest one third of breaches are due to laptops falling in the 

wrong hands and about 16% due to stolen items by employees. Storing the data in the cloud can 

prevent these issues altogether. Moreover, vendors can update application/OS/middleware 

security patches faster because of higher availability of staff and resources. According to cloud 

vendors, most thefts occur when users with authorized access do not handle data appropriately. 

Upon a logout from the cloud session, the browser may be configured to delete data 

automatically and log files on the vendor side indicate which user accessed what data. The fact 

that cloud computing is not used for all of its potential is due to a variety of concerns. [1] 

Here, section 2 describes the security issues due to cloud computing, section 3 represents 

solution of security issues and section 4 gives the conclusion. 
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Fig.1 Cloud services and layers 

 

 

2.   Security Issues  

In distributed architecture, cloud computing faces major challenges in finding the optimal 

approach for low power transmission and high network availability; some people believe that 

major corporations will feel shy from implementing cloud solutions in the near future because of 

its ineffective security policies. Different cloud providers have different ways to store data, so 

creating a distributed cloud implies more challenges to be solved between vendors. 

 

2.1   Security Related to Data  

In enterprise, data are distributed in various systems. Data may be accessed by unauthorized 

users if it is not password protected. Consumers always want security of their data. If 

propagation of data is allowed then it creates major problem. 
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2.2   Phishing Cloud Providers  

There may be case that some cloud providers are not the authorized provider. They may be 

duplication of a Web page that already exists in order to trick and entice users into giving private 

or financial particulars or their passwords. 

 

2.3   Long Term Availability 

Cloud provider should exist and deal with the consumer long period of time. It may possible that 

the cloud provider bought out by another firm. At that time the whole central control will be lost 

and data may be lost. 

 

2.4   Single Point of Failure 

In this, if a single point is failed, the entire system will be failed. It will stop the entire system 

from working. In cloud, vendors are reliable on raw materials and infrastructure. Internet based 

infrastructure relies on electricity, temperature, and phone connectivity. So using cloud does not 

eliminate single point failure problem. 

 

2.5   Lack of Integrity 

If a data is available on a cloud, any user can access those data’s from the cloud from any 

location. Sensitive data cannot be differentiated from common data thus enabling anyone to 

access those sensitive data. So there is a problem of data integrity in cloud computing. 

 

2.6   Loss of Data 

Most of the cloud vendors acquire the cloud on lease instead of purchasing the cloud. It costs 

less. But in this case, data may be lost or stolen. If the vendor shut down due to financial or legal 

issues there will be a loss of data for the customers. The customers can’t access those data 

because data is no more available. Customer is not aware of these things. If the data are 

fragmented, it cannot be regenerated. So there is a high chance of data to be stolen or lost by 

malicious users. 
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2.7   Less Control  

In cloud, security and privacy control are very less. Mostly vendors do not purchase the server. 

They may get server on lease. So it may be possible that the data will be stolen by external users. 

There will be less of control over both the physical and logical aspects of the system.  

 

2.8   Third Party Attack  

The legal implications of data and applications being held by a third party are complex and not 

well understood. There is also a potential lack of control and transparency when a third party 

holds the data. Part of the hype of cloud computing is that the cloud can be implementation 

independent, but in reality regulatory compliance requires transparency into the cloud. 

 

2. 9 Location of Data : 

Data location is key issue in organization. In-house computing centre allows an organization to 

arrange its computing environment. So they know in detail where data is stored and what safety 

measures are used to protect the data. In cloud computing, detail of data location is not fully 

available. So vendor is not able to think where to apply safety measures or not. If data crosses the 

boundaries, there will be change in legal and privacy issues. Technological, material and 

organizational safeguards, such as access controls, frequently pertain if the data location is 

known. 

 

2. 10 Tainted Application : 

In cloud computing, vendor has all the control and access right to maintain the server. Any 

malicious user can upload his application on server. It affects the customer. 

 

2. 11 Enterprise Infrastructure Problem : 

Most of the enterprise does not have that infrastructure which supports cloud computing and 

which permits to prevent from cyber attacks.  
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2. 12 Availability of Data :  

The last issue is availability of data. All IT managers are looking for the guarantees at service 

level. In cloud computing, response times cannot be guaranteed because data are travelling 

through the Internet. This is also a big challenge in infrastructure cloud. IT managers also need 

comfort about business stability in the event of problem. There must be recovery strategies. 

 

3.   Solution of Security Issues : 

 

3.1 Find Key Cloud Provider : 

First solution is of finding the right cloud provider. Different vendors have different cloud IT 

security and data management. A cloud vendor should be well established, have experience, 

standards and regulation. So there is not any chance of cloud vendor closing.  

3.2 Clear Contract : 

Contract with cloud vendor should be clear. So if cloud vendor closes before contract, enterprise 

can claim.   

3.3 Recovery Facilities : 

Cloud vendors should provide very good recovery facilities. So, if data are fragmented or lost 

due to certain issues, they can be recovered and continuity of data can be managed.  

 

3.4 Better Enterprise Infrastructure : 

Enterprise must have infrastructure which facilitates installation and configuration of hardware 

components such as firewalls, routers, servers, proxy servers and software such as operating 

system, thin clients, etc. Also should have infrastructure which prevents from cyber attacks. 

 

3. 5 Use of Data Encryption for security purpose : 

Developers should develop the application which provides encrypted data for the security. So 

additional security from enterprise is not required and all security burdens are placed on cloud 

vendor.  IT leaders must define strategy and key security elements to know where the data 

encryption is needed.  
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3. 6 Prepare chart regarding data flow : 

There should be a chart regarding the flow of data.  So the IT managers can have idea where the 

data is for all the times, where it is being stored and where it is being shared.  There should be 

total analysis of data.  

 

4.   Conclusion  

No doubt, cloud computing is very useful in enterprises. It saves time because of faster 

information sharing. But there are many security issues in cloud computing. We tried to solve 

many issues. In our future work, we will include the developing of testing of data flow and 

security in cloud computing. 

 

References 

[1] Traian Andrei, Cloud Computing Challenges and Related Security Issues, 

http://www.cs.wustl.edu/~jain/cse571-09/ftp/cloud/index.html#user. 

[2] “Cloud Computing Survey: IT Leaders See Big Promise, Have Big Security Questions,” CIO, 

October 21, 2008, www.cio.com/article/455832/Cloud_Computing_Survey_IT_Leaders_See_ 

Big_Promise_Have_Big_Security_Questions. 

[3] Paul Jaeger, Jimmy Lin, Justin Grimes, "Cloud Computing and Information Policy", March 

2008.   

[4] John Lamb, "The Greening of IT: How Companies Can Make a Difference for the 

Environment", April 2009, IBM Press.  

[5] D. L. Ponemon, "Security of Cloud Computing Users," 2010. 

[6] http://cloudsecurity.trendmicro.com/ 

[7] S. K. Tim Mather, and Shahed Latif, Cloud Security and Privacy: O'Reilly Media, Inc , 2009.  

[8] P. Sefton, "Privacy and data control in the era of cloud computing." 

http://www.cs.wustl.edu/~jain/cse571-09/ftp/cloud/index.html#user

