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ABSTRACT 

 

 Cloud Computing and Superimpose Networks have just obtained a lot of consideration 

in computing and networking regions. These technologies are being developed and executed 

in intend of big network infrastructures. They are broadly deployed by associations and 

research interests keep on cultivating. The use of Cloud computing in implementing a security 

superimposes network has been discovered. In particular, the analyzes of a common cloud-

based security superimpose  network that can be used as a translucent superimpose  network 

to present security services such as Intrusion Detection System (IDS), Anti-Virus software, 

Anti-Spam software and Distributed Denial of Service (DDoS). Each of these in-cloud 

security services is analyzed in terms of its resiliency, effectiveness, performance; flexibility, 

control, and cost are addressed. 
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INTRODUCTION  

 

Cloud computing means that instead of all the computer hardware and software using 

sitting on desktop, or somewhere inside the company's network, it's provided as a service by 

another company and accessed over the Internet, usually in a completely seamless way. 

Exactly where the hardware and software is located and how it all works doesn't matter, the 

user it's just somewhere up in the nebulous "cloud" that the Internet represents. Cloud 

computing is a type of on-demand hosting services on the internet. Cloud computing is a 

general term for anything that involves delivering hosted services over the Internet. It may be 

defined as: Pay-as-you-go. 

 

 Network defines addressing, routing, and service model for communication between 

hosts. Superimpose network is a network built on top of one or more existing networks and 

adds an additional layer of indirection/virtualization. It changes properties in one or more 

areas of underlying network.  An superimpose network is a virtual network of nodes and 

logical links that is built on top of an existing network with the purpose to implement a 

network service that is not available in the existing network. The applications of superimpose 

networks are: 
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 Routing 

 Addressing 

 Security 

 Multicast 

 Mobility 

 

 Security is a broad topic and covers a multitude of sins. In its simplest form, it is 

concerned with making sure that nosy people cannot read, or worse yet, secretly modify 

messages intended for other recipients. It is concerned with people trying to access remote 

services that they are not authorized to use. It also deals with ways to tell whether that 

message purportedly from the IRS saying: Pay by Friday or else is really from the IRS and not 

from the Mafia. Security also deals with the problems of legitimate messages being captured 

and replayed, and with people trying to deny that they sent certain messages. Most security 

problems are intentionally caused by malicious people trying to gain some benefit, get 

attention, or to harm someone. It involves outsmarting often intelligent, dedicated, and 

sometimes well-funded adversaries. It should also be clear that measures that will thwart 

casual adversaries will have little impact on the serious ones. 

 

CLOUD AS A SECURITY SUPERIMPOSE NETWORKS 

 
Fig 1: General overview 

1. SAAS 

 

 The traditional model of software distribution, in which software is purchased for and 

installed on personal computers, is sometimes referred to as Software-as-a-Product. Software-

as-a-Service is a software distribution model in which applications are hosted by a vendor or 

service provider and made available to customers over a network, typically the Internet. 

 Applications (word processor, CRM, etc.) or application services (schedule, calendar, 

etc.) execute in the “cloud” using the interconnectivity of the internet to propagate data. 

Custom services are combined with 3
rd

 party commercial services via orchestration (SOA) to 
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create new applications. It requires investment to build an enabling layer with governance, 

security and data management functionality. It may require integration with back-office 

systems: Pay-as-you-go model.  

 

Speed, Reduced up-front cost, potential for reduced lifetime cost. Transfer of some/all 

support obligations, Elimination of licensing risk, Elimination of version compatibility, 

reduced hardware footprint. Extension of the security model to the provider (data privacy and 

ownership), Governance and billing management, Synchronization of client and vendor 

migrations, integrated end-user support and Scalability 

 

2. PAAS 

 

 Cloud computing has evolved to include platforms for building and running custom 

web-based applications, a concept known as Platform-as-a- Service. PaaS is an outgrowth of 

the SaaS application delivery model. The PaaS model makes all of the facilities required to 

support the complete life cycle of building and delivering web applications and services 

entirely available from the Internet, all with no software downloads or installation for 

developers, IT managers, or end users. 

 

Applications are built in the “cloud” on the platform using a variety of technologies, 

Simplifies orchestration of cloud services, Development, testing, and production 

environments (servers, storage, bandwidth, etc.) are billed monthly like hosting, Pay-as-you-

go model, Environments scale up & down at the click of a button, Concerns include code & 

data privacy, security and scalability. 

 

Pay-as-you-go for development, test, and production environments, Enables 

developers to focus on application code, Instant global platform, Elimination of H/W 

dependencies and capacity concerns, Inherent scalability and Simplified deployment model.  

 

3. IAAS 

 

 Infrastructure-as-a-Service (IaaS) is the delivery of computer infrastructure (typically a 

platform virtualization environment) as a service. IaaS leverages significant technology, 

services, and data center investments to deliver IT as a service to customers. Unlike 

traditional outsourcing, which requires extensive due diligence, negotiations ad infinitum, and 

complex, lengthy contract vehicles, IaaS is centered around a model of service delivery that 

provisions a predefined, standardized infrastructure specifically optimized for the customer’s 

applications. 

 

Compute resources (processors, memory, storage, bandwidth, etc.) are provided in an 

as-needed, pay-as-you-go model, Able to provide from single server up to entire data centers, 

Creates new opportunities such as Cloud bursting: shifting usage spike traffic to alternate 

resources, Infrastructure scales up and down quickly to meet demand, built on a utility 

computing architecture to host a SOA application layer. 
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Systems managed by SLA should equate to fewer breaches, higher return on assets 

through higher utilization, reduced cost driven by, Less hardware, Less floor space from 

smaller hardware footprint, Higher level of automation from fewer administrators, Lower 

power consumption, Able to match consumption to demand. Portability of applications, 

Maturity of systems management tools, Integration across the Cloud boundary, Extension of 

internal security models. 

 

SECURITY SUPERIMPOSE NETWORKS 

 

 Network security problems can be divided roughly into four closely intertwined areas: 

secrecy, authentication, nonrepudiation, and integrity control. Secrecy, also called 

confidentiality, has to do with keeping information out of the hands of unauthorized users. 

This is what usually comes to mind when people think about network security. Authentication 

deals with determining whom you are talking to before revealing sensitive information or 

entering into a business deal. 

 

1. Network based IDS 

 

 Network-based intrusion detection systems operate differently from host-based IDSes. 

The design philosophy of network-based IDS is to scan network packets at the router or host-

level, auditing packet information, and logging any suspicious packets into a special log file 

with extended information. Based on these suspicious packets, network-based IDS can scan 

its own database of known network attack signatures and assign a severity level for each 

packet. If severity levels are high enough, a warning email or cellular pager is placed to 

security team members so they can further investigate the nature of the anomaly. 

  

 Network-based IDSes have become popular as the Internet grows in size and traffic. 

IDSes that can scan the voluminous amounts of network activity and successfully tag suspect 

transmissions are well-received within the security industry. Due to the inherent insecurity of 

the TCP/IP protocols, it has become imperative to develop scanners, sniffers, and other 

network auditing and detection tools to prevent security breaches due to such malicious 

network activity as: 

 IP Spoofing 

 denial-of-service attacks 

 DNS name corruption 

 man-in-the-middle attacks 

 

2. Distributed DOS prevention 

 

A Distributed Denial of Service attack is commonly characterized as an event in which a 

legitimate user or organization is deprived of certain services, like web, email or network 

connectivity, that they would normally expect to have. DDoS is basically a resource 

overloading problem. The resource can be bandwidth, memory, CPU cycles, file descriptors, 

buffers etc. The attackers bombard scare resource either by flood of packets or a single logic 

packet which can activate a series of processes to exhaust the limited resource.  
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Attack prevention methods try to stop all well known signature based and broadcast based 

DDoS attacks from being launched in the first place or edge routers, keeps all the machines 

over Internet up to date with patches and fix security holes. Attack prevention schemes are not 

enough to stop DDoS attacks because there are always vulnerable to novel and mixed attack 

types for which signatures and patches are not exist in the database.  

 

Techniques for preventing against DDoS can be broadly divided into two categories: (i) 

General Techniques, which are some common preventive measures i.e. system protection, 

replication of resources etc. that individual servers and ISPs should follow so they do not 

become part of DDoS attack process. (ii) Filtering techniques, which include ingress filtering, 

egress filtering, router based packet filtering, history based IP filtering, SAVE protocol etc. 

 

3. Anti-virus service 

  

 The cloud-based Antivirus (AV) security layer has been proposed in several places in 

the architecture. First, it is implemented as a security layer where all the files and malicious 

code filtered in the sensors are analyzed in real-time against a smart repository which acts as a 

collaborative repository where multiple users report threat activity collaboratively from 

around the world. It enables an efficient detection of the malware due to the up-to-date 

activity status of the threats which significantly reduces the time spent in performing the AV 

analysis. Anti-virus servers have been deployed across NICNET in every state and Ministry 

called the Child servers. They are all bound to a central console configured in NICNET called 

the parent server. Each child server is monitored. Virus can attack a system by opening 

infected e-mail attachments or downloading infected files. However, this can be prevented by 

following certain guidelines like installing antivirus software and ensuring regular updates, 

using software patches to close security loopholes and installing a firewall to prevent 

unauthorized access to the network. 

 

4. Endpoint Security and Vulnerability Manager 

 

 The security and vulnerability management market encompasses two separate but 

symbiotic markets — security management and vulnerability assessment. These two markets 

can stand alone, but they also have considerable overlap in how they are used by enterprises. 

There are seven subcategories divided between security management and vulnerability 

assessment. These are batch-level products that scan servers, workstations, other devices, and 

applications to uncover security vulnerabilities are they associated with known security holes 

(vulnerabilities) contained within a vulnerability database, or are configuration settings that 

can be exploited. These scans provide a view of the threat status of the device or an 

application. More sophisticated VA products can test for unknown vulnerabilities by 

mimicking common attack profiles to see if a device or an application can be penetrated. The 

use of penetration testing is an advanced capability that allows you to safely exploit 

vulnerabilities by replicating the kinds of access an intruder could achieve and providing 

actual paths of attacks that must be eliminated. Penetration testing, when used in conjunction 

with vulnerability scanning, reduces the number of false positives. 
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CLOUD-BASED SECURITY SUPERIMPOSE NETWORK 

 

 Challenges that cloud computing currently faces in being deployed on a large enterprise 

scale: Self-healing - in case of application/network/data storage failure, there will always be a 

backup running without major delays, making the resource switch appear seamless to the user. 

SLA-driven - cloud is administrated by service level agreements that allow several instances 

of one application to be replicated on multiple servers if need arises; dependent on a priority 

scheme, the cloud may minimize or shut down a lower level application. Multi-tenancy - the 

cloud permits multiple clients to use the same hardware at the same time, without them 

knowing it, possibly causing conflicts of interest among customers. Service-oriented - cloud 

allows one client to use multiple applications in creating its own. Virtualized - applications 

are not hardware specific; various programs may run on one machine using virtualization or 

many machines may run one program. 

 

1. Network Security Assessment 

 

 The objective of this step is to provide a view of the network's security posture that 

includes recommendations to mitigate and minimize risks. There are certain characteristics 

that the network should possess: 

 

 Security Policy. Networks should have an associated defined security policy that 

specifies information security requirements (e.g., confidentiality, integrity, availability, 

auditing, access control, etc.) as well as what users may and may not do on the network 

(e.g., what constitutes unauthorized and illegal activities). 

 Network Management. Networks should be able to control access to and detect 

modifications of critical components. Networks must maintain control over their 

configuration (e.g., hardware, software, security, etc.) and connectivity. 

 Identification and Authentication. Networks should provide and manage identification 

and authentication functions. 

 Resources Management. Networks should provide and manage confidentiality, 

integrity, access control, and availability of network resources. 

 Account Management. Networks should provide and manage security-related features 

of network accounts (e.g., user). 

Our primary focus for the network security assessment is identifying network vulnerabilities 

that an active hostile human threat might exploit. 

 

2. Flexibility 

 

 The overlay design enables the extension, modification, upgrade and improvement of 

the security solution in a transparent way from the cloud adopters and users. The way in 

which the security solution is provided enables flexibility in growth and size. The unified set 

of security policies can ensure the same expected behavior for all the cloud users. 
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3. Control 

 

 The cloud-based network overlay solution offers a centralized point of security 

management in which the complete security aspects of the infrastructure can be configured, 

managed, and administered. 

 

CONCLUSION 

 

A wide range of security solutions and how they can successfully be deployed and supported 

in the cloud has been discussed. In-cloud solutions may include Intrusion Detection System 

(IDS), Anti-Virus software, Anti-Spam software and Distributed Denial of Service (DDoS). 

The cloud based security superimpose network context has been addressed. The cloud-based 

security solution is an attractive option in terms of control, flexibility, effectiveness is spotted 

here.  
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