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___________________________________________________________________________________________________ 
 

Abstract: Due to the group Key Management itself is a complex system. Even though it 

provides good Security for the multicast technology but it suffers from deployment issues 

which are the major obstacles for the deployment of multicast. In multicast security, key 

management for securing group communication is an important factor. In this paper we are 

trying to address the Diminution of deployment issues with group key management that are 

standardized and proposed within Internet Engineering Task Force (IETF) Multicast Security 

Workgroup. And also Group Key Management Protocol (GKMP) model which gives the 

relationship between entities in a multicast security system and the Group Security Association 

(GSA) that associates cryptographic attributes in a multicast group. In spite of several group 

key management protocols, we elaborate mainly on Group Security Association Key 

Management Protocol (GSAKMP) and the rekey algorithm called Logical Key Hierarchy 

(LKH) that is generally recommended for performing group rekeying operation. We give an 

overview of the approaches that have been recently proposed to address the group key 

management issue, show the research trends, and finally discuss several new research 

directions. 
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1. INTRODUCTION 

Since its introduction [11], IP multicast has seen slow commercial deployment in the Internet. 

Although it has been available through the experimental Mbone for a number of years, it is just 

beginning to see commercial support from carriers, ISPs, and common operating systems. 

IP-based networks offer point-to-multipoint and multipoint-to-multipoint best-effort delivery 

of datagrams by means of the IP-multicast service and architecture. The current service model 

in IP-multicast was defined without a commercial service explicitly in mind, which is one 

possible reason for its slow deployment. Although each of these issues is the subject of current 

research efforts, the service model and architecture does not efficiently provide or address 

many features required of a robust commercial implementation of multicast. Some of these 

issues include: 

 

 Group management, including authorization for group creation, receiver authorization, 

and sender authorization. 

 Distributed multicast address allocation. 
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 Security, including protection against attacks on multicast routes and sessions, as well 

as  

 Support for data integrity mechanisms. 

 Support for network management. 

 
Consequently, the current IP-multicast architecture deployed by carriers and Internet Service 

Providers (ISPs) to compensate for these issues is complex and has limited scalability. Trying 

to generalize and commercialize multicast from the current service model and protocol 

architecture is difficult, and in the worst case, adversely impacts the long-term success of 

multicast. In this paper, we examine, from the viewpoint of ISPs and carriers, the current IP 

multicast service model and the issues that have limited the commercial deployment of 

IP-multicast. We discuss the motivations of ISPs and users for using multicast. We show where 

the architecture has become too complex, what services are not addressed by the model, and 

what is required for long-term successful deployment of multicast service. The goal of this 

paper is not to prove or show the current model is wrong. Rather, it is to show that the open 

multicast service model and the complexity in providing the necessary functionality for ISPs 

are limiting the possibility of Internet-wide multicast. 

 
In the next section, we review the current service model and the architecture that supports it. In 

Section 3, we analyze the motivations of ISPs and customers for using a multicast service. In 

Section 4, we examine the difficulties ISPs have had with the current model and architecture. In 

Section 5, we discuss the functionalities that are lacking from the service model. In Section 6, 

we propose alternate services models that are more aligned with commercial deployment. 

Finally, in Section 7, we offer our final remarks. 

 

2. GROUP KEY MANAGEMENT 
Cryptographic keys in a secure multicast group [2]. The handling of these keys in multicast 

security is complex because it has to operate in a very dynamic environment. Typically in a 

unicast key management mechanism usually works only between two hosts. Multicast in the 

other hand requires handling scenarios that involves one-to-many or many-to-many 

communication. Consequently, these may require more than one keys required for a session. 

Ideally, due to handling of more cryptographic keys, a trusted entity is needed to manage them. 

Therefore, multicast security workgroup proposals are mainly base on the Group Controller 

and Key Server (GCKS) trust model developed in GKMP [3].  

 

 
Figure 1: Group Key Management Block Diagram 
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It provides a high level overview on the relationship of the entities involved in multicast 

security that is centered on GCKS. Additionally, Group Security Association (GSA) [6] is an 

important element for the construction of a secure multicast group. It provides a way to 

associate cryptographic attributes so that all members in the group can communicate together 

securely. The trust model and GSA forms the basis for group key management. The following 

subsection will elaborate on them. 

 

2.1. GROUP SECURITY ASSOCIATION (GSA) 

 

Group Key Management refers to the process of managing .In typical unicast operation in 

IPSec [4], Security Association (SA) is used as a way to map identical security attributes so 

that two host can communicate securely. These attributes include cryptographic keys, 

algorithm, identifier and other related attributes used to associate with the security material. 

Multicast however needs to handle more complex scenarios where it has to communicate with 

more than one host at a time. Due to its complexity, it requires more than one key to keep a 

multicast session secure. Therefore, group key management introduces the concept of Group 

Security Association (GSA) [6] to group multiple SAs.  

 

 
Figure 2: Relationship of GSA to SA 

 

 
 

Figure 3: LKH Tree 

In multicast security system, a GSA can contain three or more SAs. GSA is constructed in two 

distinct ways. They are the superset and aggregation that is illustrated in Figure 3. Superset is 

when GSA forms the superset of an SA. An example would be signed credentials to certify 

group membership if it will be allowed new keys when a join or leave operation occurs. 

Aggregation is when a GSA comprises multiple SAs where each of them may be used for 

different purposes such as Key Encryption Keys (KEK) and Traffic Encryption Keys (TEK) 

that will be explained in dynamic secrecy section 

 

2.2. GROUP KEY MANAGEMENT REQUIREMENTS 
Efficient group key management protocols should take into consideration miscellaneous 

requirements. Figure 2 summarizes these requirements from four points of view: security, 

quality of service, KS’s resources, and group members’ resources. 
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Fig. 3. Group Key Management Requirements 

 

 

2.2.1. Security requirements: 

 
1. Forward secrecy requires that users who left the group should not have access to any future 

key. This ensures that a member cannot decrypt data after it leaves the group. To assure 

forward secrecy, a re-key of the group with a new TEK after each leave from the group is the 

ultimate solution. 

 

2. Backward secrecy requires that a new user that joins the session should not have access to 

any old key. This ensures that a member cannot decrypt data sent before it joins the group. To 

assure backward secrecy, a re-key of the group with a new TEK after each join to the group is 

the ultimate solution. 

 

3. Collusion freedom requires that any set of fraudulent users should not be able to deduce the 

current traffic encryption key. 4. Key independence: a protocol is said key independent if a 

disclosure of a key does not compromise other keys. 

 

5. Minimal trust: the key management scheme should not place trust in a high number of 

entities. Otherwise, the effective deployment of the scheme would not be easy. 
 
 

2.2.2. Quality of service requirement: 

 
1. Low bandwidth overhead: the re-key of the group should not induce a high number of 

messages, especially for dynamic groups. Ideally, this should be independent from the group 

size. 

 

2. 1-affects-n: a protocol suffers from the 1-affects-n phenomenon if a single membership 

change in the group affects all the other group members. This happens typically when a single 

membership change requires that all group members commit to a new TEK. 

 

3. Minimal delays: many applications that are built over the multicast service (typically, 

multimedia applications) are sensitive to jitters and delays in packet delivery. Therefore, any 

key management scheme should take this into consideration and hence minimizes the impact of 

key management on the delays of packet delivery. 
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4. Service availability: the failure of a single entity in the key management architecture must 

not prevent the operation of the whole multicast session. 
 

Other requirements: 

 
The key management scheme must not induce neither high storage of keys nor high 

computation overhead at the key server or group members. 

 

3. DEPLOYMENT ISSUES 

 
Multicast currently relies on a protocol architecture that requires more setup and administration 

than the unicast architecture. In this section, we report and analyze experiences in deploying 

the multicast architecture for commercial use. It has been noticed by major carriers that the 

current architecture is unstable [7]. In this section, we try to understand whether it is the result 

of bugs in protocol implementations or if the architecture is broken. 

 
Figure 4. A typical ISP point-of-presence (POP) structure. 

 

5. DYNAMIC SECRECY - LOGICAL KEY HIERARCHY (LKH) 

 
Multicast in a networking environment can be very dynamic. Typically, a single key is used to 

protect messages sent in a group communication. However, if the key is compromised in the 

case of a member leaving the group or malicious recovered by a non-trusted party, a secure 

multicast group would require updating the keys. Therefore, dynamic secrecy is the ability to 

perform re-key operation in the situation of a user is joining or leaving the group and in the 

event that the multicast group security key is being compromised.  

 
Fig. 5 Logical Key Hierarchy Tree 

 

The commonly recommended algorithm to handle dynamic secrecy is Logical Key Hierarchy 

(LKH) [3]. The reasoning behind the recommendation is LKH allows support for secure 
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removal, transmission and storage efficiency. Group key management protocol such as 

GSAKMP supports LKH for rekeying procedure. 

7. CONCLUSION 

 

After a long period of very useful experimentation using the MBone, commercial deployment 

of multicast services have begun. In this paper, we have examined the issues that are limiting 

deployment. The initial design of multicast was motivated by the need to support one-to-many 

and many-to-many applications in a scalable fashion. Such applications cannot be serviced 

efficiently with unicast delivery.  

 

The commercial design of multicast must now include the market requirements of ISPs and 

their customers. ISPs require a service and a protocol architecture that is easy to deploy, control 

and manage, and that scales well with the growing Internet. ISP customers expect to be the sole 

owners of multicast addresses, if only temporarily, to have protection from malicious network 

attacks and thefts of service and content, and to be able to correct network problems quickly. A 

deployable architecture should be driven by these concerns. The current architecture does not 

consider these concerns well. It lacks simple and scalable mechanisms for supporting: 

 

 Access controls. Including group creation and membership. 

 Security. For protection against attacks to the routing and data integrity of multicast 

datagrams. 

 Address allocation. Including all the properties. 

 Network management. Such tools are not well developed at this stage. 

 

Many of the mechanisms in the current architecture that address these issues do so too broadly 

because they consider both the multi-peer and single source models. Applications that are most 

popular today are one-to-many, such as file transfer, streaming media, and information push. 

 

Otherwise, the current deployment strategy threatens to compromise the success of multicast as 

a service that adds value to the Internet, and significantly delay the deployment of applications 

that would benefit from multicast, such as media streaming and interactive applications. 
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