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ABSTRACT  

Face is a strong biometric trait for identification and can easily be captured; hence 

criminals always try to hide their facial identity by different artificial means such as plastic 

surgery, disguise, mask and dummy. For the process of verification and identification, 

adequate fake face database is required to test various face recognition algorithms. Therefore 

this work contributes in three folds i) Construction of fake face database of original dummy 

face images of 200 subjects, ii) Normalization of the dummy face images, iii) Testing the 

accuracy of some existing face recognition algorithms. Overall identification accuracy 

achieved with various holistic based algorithms range from  ~71.5%  to ~79%  . The 

database is expected to be used for the purpose of performance evaluation of automatic face 

recognition algorithms and to encourage the researchers in the development of database and 

face recognition algorithms.  
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1.  INTRODUCTION  

 

Since, the very beginning from human civilization face is integral of human interaction. 

Later in the biological measurement face is said to be a strong biometrics for identification and 

can easily be captured. Commercial product developers of computer vision and researchers 

have met the improvement in accuracy of automatic face recognition algorithms along with so 

many variations in pose, illumination, aging, snapshot time, etc. but fake face identification is 

still a challenge. In real world scenario biometrics based identification has been deployed and 

moving towards the maturity. These deployments are very convenience in the respective 

environment where it is applied. P. Sinha et. al. [1] also endeavoured 19 findings based on 

human visual system perception for face identification. Since face is a strong biometric trait for 

identification and can easily be captured. Hence criminals always try to hide their face identity 

and adopt some artificial mechanism such as plastic surgery, disguise, mask and dummy to 

cheat the law enforcement even most of the time they escape. Sample photograph for the 

cheating is shown Fig.1.  

 

A forensic imaging application often requires the photographs, videos and impressions 

that sometimes include incomplete and pernicious details. In the synergetic objective of forensic 

science and anticorruption, the   availability of a comprehensive database is crucial to improve 

the performance evaluation of automatic face recognition algorithms. It is our assertion that this 

contribution may lead to a new platform in the area of fraud detection, fake face detection, 

liveness detection and imposter’s identification.  
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     Fig.1 Example of Cheating Image    

2. RELATED WORK  

 

Although so many databases are available in public domain, but to the best of our 

knowledge there is not a single database of dummy face is available in public domain to test 

different face recognition algorithms. Some popular databases are mentioned below- 

 

 FERET database contains 14051 eight-bit gray scale images including variations in 

illumination and expression. For some face images includes eye glasses with different hair 

length [2].  

 XM2VTS database contains multimodal database of 295 subjects with follow-up after four 

months including speaking head shots and rotating head shots [3].     

 Yale DB contains gray face image of 15 subjects having variation in light, expression and 

occlusion. The lighting variations are as centered-light, left-light and right-light [4]. 

 AR face database contains color image of 126 subjects having variation in illumination, 

expression, occlusion under strictly controlled environment [5].  

 MIT face database contains face images of 16 people having variations in pose, light, 

scale(zoom) including 6 levels of Gaussian pyramid [6]. 

 ORL database contains face images of 40 people along with the variation of poses, 

expression snapshot time, background, occlusion, open eyes, close eyes and glass etc. [7].  

 PF01 database contains the true color face image of 103 people(53 men and 50 women) 

representing 17 variations (1 normal face, 4 illumination variation, 8 pose variation, 4 

expression variation) per person [8]. 

 

In our view it is very necessary to say that to the best of our knowledge no dummy face 

database is available in public domain. To sweep out this deficiency this work has been 

incorporated.   

 

3. DATABASE DESCRIPTION   

 

The collection of a large number of heterogeneous objects in any domain is very 

challenging in all respect. Likewise the database acquisition of dummy faces is itself a very 

challenging task. 

 

3.1 Issues and Challenges 

There are so many challenges to develop a comprehensive and adequate dummy face 

database. One of the most fundamental problems is ability to take consistent, high-quality, 

repeatable images. To produce repeatable results a lot of fundamental variables, such as image 

background, illumination, snapshot time etc. must be controlled. While the most obvious 
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variables involved are the lighting either by camera equipment (flash) or by the environment 

(day, night, cloud, fog etc). To take the stable and consistent images electromechanical 

equipments are required. There are lots of issues and challenges in the dummy face database 

acquisition and some of them are mentioned as follows- 

  

 Dummy faces are not available at single places which are spread out at various public 

places due to this it is very time consuming to move from one place to other place to 

take photographs. 

 It is very difficult to convince the owner of the dummies to capture the face image of 

dummies. 

 Unlike real faces we don’t have any control of pose, expression, illumination and 

occlusion over dummy faces. So we have taken the photographs which are available in 

the public places or market.  

 For the adequate database the face and camera both should be still but in this case 

camera stand could not be setup at the different-different public places. 

 Since, the database contains outdoor dummy faces situated at public places therefore the 

background of images could not be controlled.  

 Weather is always not in the favourable condition for the image acquisition.   
  

3.2 Database Acquisition Protocol 

 

It is necessary to quote here that these dummy face images do not follow the strictly 

controlled benchmark protocol of database acquisition because these images are situated at 

various real public places where any controlling constraints can’t be impose on acquisition. Due 

to this we have created our own protocol for data acquisition and prepared the database.  

 

We have captured outdoor photographs of 200 subjects (125 females and 75 males) with 

10 images per subject from different positions for pose variation as shown in Fig.2. For the data 

acquisition 12.2 megapixels, 5x optical image stabilized camera has been used and images have 

been captured at a distance nearly 24 cm. from dummy in an uncontrolled environment. We 

have set the camera at the approximated angles shown in the Fig. 3. Angles between the posses 

are maintained by  𝜃 = 𝑥
𝑟   radians, where 𝑥 is the arc size and 𝑟 is approximated distance of 

camera from dummy face. Thus the captured images are natural images without imposition of 

any constraint neither on the targeted subjects nor their surroundings. It took more than 10 

months of time for database acquisition of dummy faces.  

 

 

 
Fig. 2  Pose variation of captured dummy face images 
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Fig. 3 Camera positions for the pose variation 

3.3 Database Profile 

The database contains total 200X10 subjects images bifurcated as 125X10 females and 

75X10 males. Among those 200X4 left pose, 200X3 right pose, 200 upward images, 200 

downward images and 200 frontal images are available.    

4. EXPERMENTAL RESULTS  

It is observed that, the dummy Face shows results just like real faces, which are shown 

below.  

4.1 Dummy Face Normalization 

Illumination covariate together with pose is a real challenge in face recognition. Gross 

et. al. [9] describes that illumination, together with pose variation, is the most significant factor 

that alters the appearance of faces. Dummy face images are captured during day time in outdoor 

environment, but are affected by change in weather condition. The shadow of dummy faces is 

due to extreme light which diminishes certain facial features also. Moreover, extreme lighting 

can also produce too bright images, which can affect the automatic recognition process [10].   

   

In last decade Face Modeling, Normalization and Preprocessing, and Invariant 

Features Extraction approaches have been addressed to resolve the illumination problem up to 

the certain level [16]. In our case, we have used normalization and preprocessing approach for 

illumination compensation because the algorithm, of this category doesn’t requires any training 

and modelling steps.  
 

4.1.1 Illumination Plane Subtraction with Histogram Equalization   
 

The illumination plane 𝐼𝑃(𝑥, 𝑦) of an image 𝐼(𝑥,𝑦) corresponds to the best-fit plane 

from the image intensities. 𝐼𝑃 𝑥,𝑦  is a linear approximation of  𝐼 𝑥, 𝑦  given by: 

 

𝐼𝑃 𝑥, 𝑦 = 𝑎. 𝑥 + 𝑏.𝑥 + 𝑐 
(1) 

where coefficients a, b and c are described in multiple linear regression rely on the 

independence of model terms. When terms are correlated and column of design matrix N have 

an approximate linear dependence, the matrix (𝑁𝑇𝑁)−1becomes close to singular and estimated 

as:  

                                                𝑝 = (𝑁𝑇𝑁)−1𝑁𝑇𝑥                                                                                   (2) 
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which becomes highly sensitive to random errors in the observed response x, producing a large 

variance. Thus the situation of multicollinearity can arise. For example, when data are collected 

without an experimental design. Now 𝑝 ∈ 𝛽3containing the plane parameters (a, b and c) and 

𝑥 ∈  𝛽𝑛  is 𝐼 𝑥,𝑦  in vector form (n is a number of pixels). So, 𝑁 ∈ 𝛽𝑛𝑥3 is a matrix containing 

the pixel coordinate:  the first column contains horizontal coordinates, second column vertical 

coordinates and third column has all values fixed to 1because images are 2D images.   

   

After estimating 𝐼𝑃(𝑥,𝑦) resultant image 𝑅(𝑥, 𝑦) is obtained as- 

𝑅 𝑥,𝑦 = 𝐼 𝑥, 𝑦 − 𝐼𝑃(𝑥, 𝑦) 

(3) 

This mechanism abbreviates the shadows due to extreme light angles and then histogram 

equalization is applied for the brightness compensation [16] of the images as shown in the Fig. 

4 and Fig. 5. 

In Fig. 4 it is clearly visible that if the illumination in gray scale image is high, normalization 

[17] process reduces the illumination. Similarly in Fig.5. the normalization process improves 

the illumination.  
 

 
Fig.4 (a) Original dummy image (b) Gray scale dummy image (c) Dummy image after 

normalization: Illumination reduces 
 

   
Fig.5 (a) Original dummy image (b) Gray scale dummy image (c) Dummy image after 

normalization: Illumination improves 

4.2 Identification Accuracy Results 

 

We have initially tested some holistic based existing face recognition algorithms, 

Principal Component Analysis(PCA), Independent Component Analysis(ICA), Linear 

Discriminate Analysis(LDA) and Improved Support Vector Machine(iSVM)  on the novel 

dummy database to obtain initial identification accuracy as shown in the Table 1. and Fig.6.  

For variation of experiments at different size of the images we have used Gaussian 

operator for image compression. In Gaussian operator 2D Gaussian filter kernel [11] are 

iteratively convoluted with each of the constituent image to form the images at different 

levels in decreasing resolution order as shown in Fig.6. 
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Fig.6 (a) Level 1, (b) Level 2, (c) Level 3, (d) Level 4, (e) Level 5 
 

PCA-  It commonly uses eigenfaces in which the probe and gallery images must be the same 

size as well as normalized to line up the eyes and mouth of the subjects within the images. 

Approach is then used to reduce the dimension of data by the means of image compression 

basics [12] and provides most effective low dimensional structure of facial pattern. 

 

ICA-  It can be viewed as a generalization of PCA.  While PCA decorrelates the input data 

using second-order statistics and thereby generates compressed data with minimum mean-

squared reprojection error, ICA minimizes both second-order and higher-order dependencies 

in the input. It is intimately related to the blind source separation (BSS) problem, where the 

goal is to decompose an observed component into a linear combination of unknown 

independent components [13]. 

LDA-  It is a statistical approach for classifying samples of unknown classes based on 

training samples with known classes. This technique aims to maximum between-class (across 

users) variance and minimum within class (within user) variance[14]. 

 

iSVM- Support Vector Machine (SVM) is very popular binary classifier. The performance of 

SVM is based on the structure of the Riemannian geometry induced by the kernel function. 

Amari in 1999 proposes a method of modifying a Gaussian kernel to improve the 

performance of a SVM. The idea is to enlarge the spatial resolution around the margin by a 

conformal mapping, such that the separability between classes is increased [15]. Due to the 

new idea with modifying kernel, we have tested this algorithm on our novel dummy database 

and encouraging result is demonstrated in the figures below. 

 

For our experiment we have selected 6 images of each subject as Gallery and 4 

images as probe out of 10 image per subject in open universe environment and obtained the 

result. In the open environment every probe is not present in gallery.  

 

60/40 % 

Gallery/Probe 

Level 

 1 

Level 

2 

Level 

3 

Level  

4 

Level 

5 

PCA 71.5 72 71 71 51 

ICA 70 72.5 70.5 72.5 51 

LDA 76.5 73 75 72.5 48.5 

iSVM 79 79 79 78.5 63.5 

Table. 1 Identification accuracy table in open universe environment 
 

a b c d e 
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Fig. 7 Identification accuracy graph  
 

4.3 Experimental Analysis  

 

The result shows that the performance varies significantly and iSVM approach has the 

best performance in level 1 to 4.  

 

 PCA improves the accuracy in with increasing in Gaussian levels because eigenfaces 

encodes illumination variations. 

 LDA is infeasible in large system. In our result the database size in not very large 

therefore the performance of LDA is in second position after iSVM. 

 ICA lacks the performance in these experiments because it works on the basis of 

independent component. Due to variations in illumination and smoothness in texture 

database provides less number of independent component which is responsible for 

degradation of accuracy. 

 

As we compress the images, there is loss of some of its important features and 

therefore in higher level of compression, accuracy decreases. 
  

5. FUTURE WORK  

The approach described in this paper for the dummy face database preparation is a 

novel approach and relatively promising in the field of fraud and imposters detection, may 

also be useful for the identification but more research is to be done by the researchers in the 

following domain: 

 

 Size of database is to be increased after imposing the constraints on the targeted image 

such as of varying illumination). So an illumination invariant technique is to be 

developed. 

 The development of distance invariant algorithms is required because the image of the 

imposter which may use the fake face will not be acquired at a certain benchmark 

distance.  

 Design and development of pose invariant algorithms to test the performance evaluation 

on dummy faces. 

 Design and development of some new techniques to detect the liveness of such type of 

data. 

 Multimodal biometrics algorithms are required to improve the result of dummy face 

identification after fusing the features of dummy face with the other constrains to increase 

the security level.  
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 In the current observation it is required to develop the algorithms for fake face detection 

and identification in robust environment because the area of forensic science and 

criminology where the snapshot of the imposters and criminal will never be available in 

the controlled environment.  

 
 

6. CONCLUSION  

Consequently, uncontrolled environment of database acquisition is in the favour of 

research because the area in which more research is to be done are forensic science and 

criminology where the snapshot of the imposters and criminal will never be available in the 

controlled environment.  

 

The attention of computer vision and face recognition researchers have been focused on 

the techniques to distinguish the real and fake face images have not yet been attempted earlier. 

This database will always be useful in validating the new approach in the orbit of face 

recognition. The techniques which are used to prepare the database and normalization will 

always be encouraging to the new generation researchers for database preparation. We expect 

that our database will also be helpful in liveness detection of the face also. The initial result for 

the identification of dummy faces is very promising but more work is to be done to improve the 

accuracy. This database will be made available for the researchers on request. 
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