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ABSTRACT  

 In this paper an authentication scheme is presented which enables minor modification 

i.e. global distortion (low-pass filter or JPEG compression) on an image without changing its 

features. Data integrity mechanism prevents local distortion. It guarantees that data have not 

been changed or destroyed maliciously during storage or transmission. The property of a 

closed-loop feedback control system has been used. It can compensate disturbances 

automatically and ensure the stability of a given parameter. The closed-loop feedback is used 

in the image manipulations. This new strategy provides strong authentication functionality in 

comparison with the previous open-loop scheme. It also assures the invariability of extracted 

features of the image. Calculation of peak signal to noise ratio (PSNR) and mean square error 

(MSE) provides way to compare deferent edge detection technique along with to optimise the 

error. 
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1. INTRODUCTION  
The well-known adages that “the photograph doesn't LIE” and” seeing is believing” are no 

longer true because of availability of powerful image manipulation software. Images are used 

as important evidences in daily life. It is used as a proof even in legal court. Digital images 

have been used because of their ease of, processing, manipulation and storage. It is not possible 

to distinguish subjectively which images are original, and which have been manipulated. This 

technical development has deteriorated the credibility of photographs used as proof. The 

authenticity of image is desired before it can be used as a proof. Image authentication 

techniques preserve images from malicious attack at every stage of storage and transmission. 

Reliable image authentication scheme must be able to protect images from the starting time it 

was first produced till the final stage of utilisation. Image integrity allows minor modifications 

that do not alter the image content, which is in contrast with traditional cryptographic data 

integrity .Thus, image authentication is a technique  to produce an authentication code that 

contains sufficient information to detect malicious tampering but allow acceptable 

manipulations. Obviously, content based message authentication codes and digital signature 

schemes do not fulfil these robustness requirements Mihcak et al. [1] iteratively thresholded 

and filtered the DWT (Discrete Wavelet Transform) coefficients to yield approximately 

invariant Code under small perturbations. They brought the images to a direct analogy of Hash 

values. Inefficient security is the main disadvantage of this technique. 
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According to Chang et al.  [2] Most permissible operations on images are global distortions like 

low-pass filtering and JPEG compression. They recognised illegal data manipulations to be 

localized distortions. The signature with content-based compression guided by a space-variant 

weighting function was created. Its values are higher in the important and sensitive regions. 

  The weighting function determines a weighted norm that is especially sensitive to the localized 

distortions introduced by illegal tampering. Since similar images may have the same features 

and therefore it is possible for a malicious attacker to generate dissimilar images with the same 

features. This is the main disadvantage of this technique. 

  Hash value of the protected image is calculated in hash-based algorithm, while feature-based 

algorithms use the features of the protected image. Verification process is done on the feature 

space only. The multimedia authentication scheme combines both the hash based authentication 

and feature-based authentication algorithms [3]. The data need not to be modified to preserve 

the authenticity of the image because it uses cryptographic digital signature schemes. 

 J-C Chuang and C-C. Chang presented an image authentication scheme for halftone images 

based on the error diffusion technique [6]. Their scheme converts a gray-level image into a 

halftone image and at the same time embeds the authentication codes in the obtained halftone 

image. They detected the tampered places according to the embedded authentication codes. 

They authenticate halftone images by using the error diffusion technique and the pseudo 

random number generation. Gray-level image was converted into a halftone image and the 

authentication codes were embedded   into the halftone image. The embedded authentication 

codes are extracted from the signed image and are compared with the original ones to check 

whether an image block is tampered with or not. 

  T. Chen et al.  [7] integrated both Digital Signature and Digital Watermark Scheme for Image 

Authentication. They used sender-receiver protocol. The signature is generated by sender and 

inserted it back into the original image as watermark in the receiver’s side. The signature and 

watermark both extracted from the received image is compared to verify the ownership and 

integrity. The scheme extracts signature from the original image and embeds them back into the 

image as watermark. Inefficient security is the main disadvantage of this scheme. 

A new watermarking scheme for image authentication was introduced by Shengsheng et al. [8]. 

The watermark was generated from the invariant feature of image and the mean quantization 

method. It can authenticate the received image without any information about the original 

image. In this paper nothing has been done for security. 

Danijela Ristić-Durrant and Axel Gräser use close-loop feedback control at image segmentation 

level to overcome the traditional digital image processing problem [9]. Current quality of the 

binary-segmented image is driven by close-loop to get desired quality.  

   

2. BACKGROUND OF CONTROL SYSTEM  

  A control system is a combination of subsystems and processes assembled for the purpose of 

controlling the outputs of the processes [4].The control system is that means by  which any 

quantity of interest in a machine, mechanism or other equipment is maintained or altered in 

accordance with a desired manner. The input of the control system represents a desired 

response; the output is the actual response. Figure 1.[4] shows the input and output 

Characteristic for control systems. The output, which is actual response, consists of two parts: 

transient response and steady-state response. The difference between the steady-state response 

and desired response is called steady-state error. Steady state errors constitute an extremely 
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important aspect of system performance. The steady state error is a measure of system 

accuracy. These error arise from the nature of input, type of system and from nonlinearity of 

system components.[5] The steady state error ess  may be found by use of final value theorem as 

eq-(1). [5] 

 𝑒𝑠𝑠 = 𝑙𝑖𝑚𝑒
            𝑡→∞

(𝑡) 𝑙𝑖𝑚
𝑠→0

𝑠𝐸(𝑠) = 𝑙𝑖𝑚
𝑠→0

(
𝑠𝑅(𝑠)

1+𝐺(𝑠)
)                                                                (1) 

Where R(s) =Reference input, E(s) =Actuatig signal and G(s) =C(s)/E(s) =Forward path 

transfer function. 

 

 

Fig.1.Input and Output characteristic of Control Systems 

The steady state performance of a stable control system is generally judged by its steady state 

error to step, ramp and parabolic input. 

2.1. OPEN-LOOP AND CLOSED-LOOP SYSTEM 

Feedback system plays an important role in modern engineering practice because they can be 

used to perform their assigned tasks automatically. An open-loop (non-feedback) system 

represented by block diagram and signal flow graph as in Fig-2(a) [5] is excited by single signal 

at input for single-input system. There is no provision for watching the output of the system and 

no mechanism is provided to compensate (or correct) the system behavior for any deviation from 

proper performance of system component due to changing environment, loading or ignorance of  

exact value of process parameters [5].  

 
 

Fig-2 (a)   A non- feedback (open-loop) system 

   On the other hand, a feedback (close-loop) system represented by the block diagram in Fig-

2(b) is driven by two or more signals, one the input signal and other one a feedback signal 

derived from the output of the system. The closed-loop system compensates for disturbances by 

measuring the output response, feeding that measurement back through a feedback path, and 

comparing that response to the input at the first summing junction. If there is any difference 

between the two responses, the system drives the controlled object to make a correction. 
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Fig-2 (b)   A feedback (closed-loop) system 

Closed-loop systems have the greater accuracy with respect to open-loop systems. They are less 

sensitive to disturbances in the environment because transient response and steady-state error can 

be controlled by a simple adjustment of gain (amplification) in the loop automatically. It is more 

convenient and flexible. Controller is redesigned which is referred as compensator to compensate 

the error. Discussion of transient response and steady-state error is meaningless   if the system 

does not have stability. Important criterion of this system is stability without which talking about 

transient response and steady-state error have no meaning. 

2.2 STABILITY 

Stability of a system implies that any small changes in the system input, in initial conditions or in 

system parameters do not result in a large change in system output. Stability is a very important 

characteristic of the transient performance of a system. Almost every system is designed to be 

stable. A linear time-invariant system is stable if the following two criteria of system stability are 

satisfied: 

(i)  When the system is excited by a bounded input, the output is bounded. 

(ii) In the absence of the input, the output tends towards zero (the equilibrium state of the system 

irrespective of initial condition).  

This stability concept is known as asymptotic stability. There are many different techniques to 

determine the stability. Commonly-used methods are Routh-Hurwitz stability criterion, Nyquist 

criterion, and root locus, etc. 

2. 3 CLOSE-LOOP MECHANISM 

The key points are the extraction of invariant features and to process those features.[10]To 

achieve this, we modify the features such that the main content of an authentic image is retained.             

 
Fig. 3 the Close-loop Mechanism for Acceptable image Manipulations 
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When noise is introduced in a protected image I1 in the input, the features of the tampered image 

I2 are used as a feedback on the input. If the feature is not changed (i.e. the features extracted 

from I1 and I2 are same). Then the manipulated image is unchanged. 

 

3. PROPOSED ALGORITHM 

It is proposed an algorithm using the close-loop mechanism with the edge-detection method. 

It is well known fact that Edges of the image are important feature of an image and should not be 

altered or removed. It means that content of the images are valid if the edges of images are 

unaltered. An edge is represented with a sequence of   points (x, y; v), where (x, y) is the co-

ordinate of point position, and v is the point value. For simplicity, only point position is 

considered because point value is not as important as point position. Edge detection is a basic 

tool in computer vision and image processing particularly in the field of feature detection and 

feature extraction. Its main aim is to identifying points in a digital image. 

Four different edge detection techniques have been employed for edge detection such as 

CANNY, PREWITT, ROBERTS and SOBEL.  

Authentication of images using close-loop feedback is summarized in the following steps: 

Step 1: Take the image to be protected:  Original image is read from the file specified by the 

string filename and format where the string format specifies the format of the file. 

Step 2:  convert color image into gray (in matrix of 0 to 255 pixel value):  RGB images is 

converted in to gray scale by eliminating the hue and saturation information while 

retaining the luminance. Color of image is of no importance for feature extraction  

Step 3: gray image is normalized. All the pixels value lies between 0 and 1.converts the matrix A 

to the intensity image I. The returned matrix I contains values in the range 0.0 (black) to 

1.0 (full intensity or white).  

Step 4: Now edge of gray image is detected using different technique like Canny, Prewitt, 

Robert, Sobel, Log. All the edge detection techniques have been used for comparison 

purpose.            

Step 5: Noise is introduced in gray image: Gaussian white noise of mean m and variance v has 

been added to the image I. The default is zero mean noise with 0.01 variance. 

Step 6: Edge of gray image with noise is detected using all edge detected technique used above. 

Step 7: Both input and output edge detected image is compared using close-loop feedback    

system. 

Step 8: Difference between input image (image to be protected) and output image (tampered      

image) is compensated using proper lead-lag compensator. 

 

 4. EXPERIMENTAL RESULTS AND DISCUSSION 

Experiments have been performed on the picture Leena. All the edge detection technique has 

been employed. Output obtained is depicted in figure-4. PSNR (Peak signal to noise ratio) and 

MSE (Mean square error) have been calculated and compared. 

Edges of the image have been detected using all the methods mentioned above. Figs-4(a) are the 

reference images to be protected. Figs-4(b) are the gray reference image in matrix form of 0 and 

255 pixel value.Fig-4(c) are edge detected images of gray reference image.Figs4-(d) are noisy 

images. For experimental point of view Gaussian noises are introduced.Figs-4(e) are edge 

detected images of noisy image and figs4-(f) are the output image. 
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            (a)                 (b)                  (c)                  (d)                (e)                  (f) 

    
             (a)                 (b)                (c)                (d)                 (e)                  (f)  

           
              (a)                 (b)                (c)                    (d)                (e)                 (f) 

            
             (a)                 (b)                  (c)                    (d)                   (e)                 (f) 

 
                 (a)               (b)                 (c)                 (d)              (e)                   (f) 

Fig. 4 Processed images using Sobel, Prewitt, Robert, Log and Canny edge detection technique, 

respectively: (a) reference image, (b) Gray reference image, (c) Edged detected image (d) noise 

added image (e) Edged detected noisy image, (f) output image. 

 

PSNR (Peak signal to noise ratio) is ratio between the maximum possible power of a signal and 

the power of corrupting noise that affects the fidelity of image. Signals have a very wide 

dynamic range. Therefore PSNR is usually expressed in terms of the logarithmic decibel scale. 

The PSNR is used as a measure of quality of reconstruction of lossy image compression. The 

signal is the original data, and the noise is the error introduced by compression technique. Higher 

PSNR is indication of higher quality of image reconstruction. It is defined using the mean sqare 

error (MSE). For two m×n images I and j where one of the images is a noisy approximation of 

the other is defined as eq.-(2). 
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                        𝑀𝑆𝐸 =   [𝐼 𝑖, 𝑗 − 𝐾 𝑖, 𝑗 ]2

𝑛−1

𝑗=0

𝑚−1

𝑖=0

                                                              (2) 

The PSNR is defined as eq.-(3): 

                       𝑃𝑆𝑁𝑅 = 10. 𝑙𝑜𝑔10  
2552

𝑀𝑆𝐸
 𝑑𝐵                                                                               (3) 

PSNR (Pick signal to noise ratio) and MSE (Mean square error) have been calculated and 

tabulated in Table 1 for comparison purpose. Log, edge detection technique gives better result. 

Mean square error in this case is minimum.  

 
Table 1 Comparison of PSNR and MSE for different Edge Detection Technique 

S.No Edge Detection Technique PSNR (dB) MSE 

1 Sobel 23.1847 6400 

2 Prewitt 23.9492 5929 

3 Robert 11.8501 19881 

4 Log 53.0178 324 

5 Canny 36.5538 1681 

 

5. CONCLUSION AND FUTURE SCOPE 

This paper presents an image authentication scheme using close-loop feedback system.  This 

protect the image from any modification of the features of an image but accepts minor 

manipulation (like JPEG compression or filter) in a close-loop way.  It ensures the stability of the 

features. If there is any change or tampering in feature, it would be automatically recovered. By 

selecting an appropriate compensator it can be ensured that the system during acceptable 

manipulations on images will be stable. In future work the error can be minimised further. For 

this purpose deferent error optimising technique may be employed. 

REFERENCES 

[1] M. K. Mihcak and R. Venkatesan, “New Iterative Geometric Methods for Robust   

Perceptual Image Hashing,” Digital Rights Management Workshop, pp.13-21, 2001. 

[2]  E. C. Chang, M. S. Kankanhalli, X. Guan, Z. Huang and Y.Wu, “Image Authentication 

Using Content Based Compression,” ACM Multimedia Systems, pp.121-130, 2003. 

[3]  C. W. Wu, “On the Design of Content-Based Multimedia Authentication Systems,” IEEE 

Trans. on Multimedia, vol. 4, no. 3, pp. 385- 393, 2002. 

[4]  N. S. Nise, “Control systems engineering”, 3rd edition, John Wiley, New York, 1999. 

[5] I. J. Nagrath and M. Gopal, “Control systems engineering”, 5
th

 edition, New age 

international, 2009.   

[6]    J.-C.  Chuang and C.-C.  Chang, “An Image Authentication Scheme for Halftone Images 

Based upon Error Diffusion,” IEEE International conference on Intelligent Information 

Hiding and Multimedia Signal Processing 2008, pp. 1297-1300.  

[7]   T. Chen', J. Wang and  Zhou, “Combined Digital Signature and Digital Watermark Scheme 

for Image Authentication,” Processings ICII 2001-Beijing.2001,pp. 78-82.  



INTERNATIONAL JOURNAL OF COMPUTER APPLICATION                                                                                                                

ISSUE 2, VOLUME 3 (JUNE 2012)                                                                                                                      ISSN: 2250-1797 

 

 Page 98 
 

[8]   Y. Shengsheng Y. Hu, J. Zhqu, “Content-based Watermarking Scheme for Image 

Authentication,”  International Conference on Control, Automation, Robotics and Vision 

Kunming, China, 6-9th December 2004, pp. 1083-1087. 

[9] D. Ristic and A. Gräser: "Closed-loop control of binary segmented image quality for 

improvement of digital image processing” ; FACTA UNIVERSITATIS, Series: Automatic 

Control and Robotics,  vol. 7, no 1, pp. 27–34, 2008. 

[10]   Yongdong Wu, Bo Zhu, Yanjiang Yang:”Framework of Authenticating Images With   

         Close-loop   Feedback” 

 

 

 

 

  

 

 

 

. 


