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ABSTRACT 

Recent security incident and analysis have demonstrated that manual response to such attacks 

is no longer feasible. Intrusion detection systems offer detection methods for modeling and 

recognizing normal and abusive system behavior. In an information system, intrusions are the 

activity that violates the security polices of the system and intrusion detection is the process 

used to identify intrusions. Intrusion detection methods have been traditionally classified into 

one of two methodology; anomaly detection or misused detection. In this paper we have 

described an overview of the existing intrusion detection system and its detection methods. 
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1. INTRODUCTION   

Protecting computer networks from internal and external threats has become a high priority.  

The aim of [1] is to address the issues of information security and describes the security 

needs of an organization to protect their critical information from attacks. A well trained staff 

and analysts are required to continuously monitor the system. But still a huge effort is 

required to construct new security strategies in this system which are discussed in [2], [3] and 

[4]. Any security breach in information systems can easily jeopardize the fiscal and structural 

integrity of an organization or a company, because information is often as crucial as the 

corporeal assets that it represents. The information must be kept confidential, unimpaired, 

and available where and when it is needed. Therefore, confidentiality, integrity, and 

availability form the pillars of information security. All threats target one or more pillars of 

the security [5]. Confidentiality is the concealing of data in order to keeping it secret for non-

authorized parties. Cryptography is the common control mechanism to make data 

incomprehensible for all, but authorized users. Integrity means trustworthiness (correctness, 

completeness, timeliness) of data and resources. Protecting data from improper or 

unauthorized rewrite or protecting a process from improper function change are examples of 

integrity maintenance. Availability addresses the ability to use information, resources, or 

services with the quality they are intended for. An attack that targets the availability of, e.g. a 

service, arranges to deny access to that service and make it unavailable to the users. Intrusion 

detection systems gather information from a computer or network of computers and attempt 

to detect intruders or system abuse. Generally, an Intrusion detection system will notify a 

human analyst of a possible intrusion and take no further action, but some newer systems take 

active steps to stop an intruder at the time of detection [6]. Here we have described an 

overview of the existing intrusion detection system and its detection methods. Section 2 

describes IDS in general. Section 3 describes an overview of current intrusion detection 
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methods. Section 4 discusses the review of the various types of anomaly detection methods. 

Section 5 describes the review of the various types of misuse detection methods. Section 6 

provides the concluding remarks. 

 

2.   INTRUSION  DETECTION  SYSTEM 

As defined in [7], intrusion detection is the process of monitoring the events that take place in 

a computer system or computer network, and analyzing them for signs of attempts to 

compromise confidentiality, integrity, and availability, or to bypass the security mechanisms 

of a computer or network. An Intrusion Detection System (IDS) identifies the cited 

suspicious attempts and generates alerts. Different IDSs react differently to detected 

intrusions, according to their response plans. In general, a response can be either passive or 

active [8]. A passive system only generates an alert, and leaves the handling of the detected 

intrusion to a human agency. In an active response, the system takes a course of action in 

order to thwart or mitigate the effect of attack. From deployment point of view, IDSs can be 

divided into two categories: Host based (HIDS) and Network-based (NIDS). HIDS is usually 

the software installed on individual hosts, providing an in-depth detection (and protection) 

mechanism deployed in multi layers of the host‘s networking stack. HIDSs can be 

implemented as complex multi-agent systems or standalone firewall-like protections. In the 

network-based approach, there is a separate NIDS system that monitors the network traffic 

and reports or blocks (if it is also the network gateway) the abnormal traffic. IDSs can also be 

categorized based on their detection techniques which are discussed here in two 

methodologies i.e.  anomaly detection and misuse detection. Anomaly detection is based on 

the normal behavior of a subjects.(e.g., a user or a system);any action that significantly 

deviates from the normal behavior is consider intrusive. Misuse detection catches intrusions 

in terms of the characteristics of known attacks or system vulnerabilities; any action that 

conforms to the pattern of known attack or vulnerabilities is considered intrusive. 

 

3.   OVERVIEW OF INTRUSION DETECTION METHODS 

At the heart of intrusion detection lies the ability to distinguish acceptable, normal system 

behavior from that which is abnormal (possibly indicating unauthorized activities) or actively 

harmful. Two approaches to this problem can be distinguished, with IDS implementations 

using some combination of these: 

       In anomaly detection, after the learning step, there is a profile of normal behavior and 

any deviation from that would be a sign of anomalous behavior. For example, a normally 

passive public web server attempting to open connections to a large number of addresses may 

be indicative of a worm infection. Anomaly detection suffers from accuracy problems, as 

building an accurate model (avoiding false negatives) may not fully reflect the complex 

dynamic nature of computer systems (leading to false positives). This technique has had some 

success in detecting previously-unknown attack techniques, a major shortcoming in misuse 

detection[9]. 

       In Misuse detection , it looks for known patterns in network traffic and have been the 

most popular techniques in developing IDSs. For example, an HTTP request referring to the 

cmd.exe file may indicate an attack. Misuse detection, by virtue of the simpler scope of the 

objects being modeled, can attain high levels of accuracy. The major difficulty with this 

approach, however, lies in creating compact models of attacks-models that cover all possible 

variants of an attack, while avoiding benign patterns. In addition, this approach is vulnerable 

to novel attacks (attacks dissimilar to all previously known examples)- arguably the most 

dangerous kind. 
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        Due to the complementary nature of these two approaches, many systems attempt to 

combine both of these techniques. The problem of false positives causes many commercial 

IDS offerings to focus on misuse detection-leaving anomaly detection to research systems.  

 

4.   REVIEW OF THE VARIOUS TYPES OF ANOMALY DETECTION METHODS 

Anomaly detection is considered complementary to misuse detection. Anomaly detection 

method stores the systems normal behaviour such as kernel information, system logs event, 

network packet information, software running information, operating system information etc 

into the database. If any abnormal behaviour or intrusive activity occurs in the computer 

system which deviates from system normal behaviour then an alarm is generated. 

 

4.1 Statistical models 

Statistical modeling is among the earliest methods used for detecting intrusions in electronic 

information systems. It is assumed that an intruder‘s behavior is noticeably different from 

that of normal user , and statistical models are used to aggregate the user‘s behavior  and 

distinguish an attacker from a normal  user. The technique are applicable to other subjects , 

such as user  groups and programs .  Here, we discuss two statistical models that have been 

proposed for anomaly detection: NIDES/STAT. 

        In Denning‘s ground laying paper on IDS, An Intrusion-Detection Model[10], she 

described a number of statistical characterizations of events and counters. These, and more 

refined techniques, have been implemented in anomaly detection systems[11]. 

 Threshold measures: Referred to as the operational model in an Intrusion-Detection 

Model[10], this scheme applies set or heuristic limits to event occurrences or event counts 

over an interval. A common example is logging and disabling user accounts after a set 

number of failed login attempts. 

 Mean and standard deviation: By comparing event measures to a profile mean and 

standard deviation, a confidence interval for abnormality can be established. The profile 

values are fixed or base on weighted historical data. 

 Multivariate model: Calculating the correlation between multiple event measures, 

relative to the profile expectations.   

 Markov process model: This model regards event types to be state variables in a state 

transition matrix, where an event is considered anomalous if its probability, given the 

previous state and associated value in the state transition matrix, is too low.          

 Clustering analysis: This nonparametric method relies on representing event streams 

in a vector representation, examples of which are then grouped into classes of behaviors 

using some clustering algorithm (e.g. k-nearest-neighbor). Clusters represent similar activities 

or user patterns, where normal and anomalous behavior can be distinguished [12]. 

 

4.2 NIDES 

The Stanford Research Institute‘s next-generation real time intrusion detection expert system 

statistical component (NIDES/STAT) observe behaviors of subjects on a monitored computer 

system and adaptively learns for individual subjects, such as users and groups[13]. The 

observed behavior of a subjects is flagged as a potential intrusion if it deviate significantly 

from the subject‘s expected behavior. 

       The expected behavior of a subject is stored in the profile of the subjects .Different 

measure are used to measure different aspect of of a subject behavior. when audit records are 

processed, the system periodically generates an overall statistic, T
2
, that reflect the 

abnormality of the subjects .That value in the function of abnormality values af all the 

measures comprising the profile. Suppose that n measures M1,M2,M3,………..Mn are used to 
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model a subject behavior. If S1,S2,……..Sn represent the abnormality value of M1 through Mn 

then the overall statistics T
2
 is evaluated as follows , assuming that the n measure are 

independent of each other 

    T
2
=S1

2
+S2

2
+…….+Sn

2 

      The profile of a subject is updated to reflect the changes of the subject‘s behavior .To 

have the most recently observed behavior influence the profile more strongly. NIDES/STAT 

multiplies the frequency table in each profile by an exponential decay factor before 

incorporating the new audit data. Thus NIDES/STAT adaptively learns a subjects behavior 

patterns. This keeps human users from having to manually adjusted the profiles; however, it 

is also introduces the possibility of an attacker gradually ―training‖ the profile to consider 

his/her intrusive activities as a normal behavior. 

 

4.3 Computer Immune System Approach 

The computer immunological approach is based on an analogy of the immune system‘s 

capability of distinguishing self from non-self, Intrusion detection using sequences of system 

calls[14]. This approach represents self as a collection of strings of length l, where l is a 

system-wide parameter. A string of length l is considered non-self if  it does not match any 

string belonging to self. To generate detectors that can distinguish non-self from self, a naïve 

approach is to randomly generate a string of length l and check whether it matches any self-

string. If yes, the generated string is discarded; otherwise, it is used as a detector. However, 

the naïve approach takes time exponential to the number of self-strings. To address this 

problem, Forrest et  al. proposed a ―r-contiguous-bits‖ matching rule to distinguish self from 

non-self: two l-bit strings match each other if they are identical in at least r contiguous 

positions. As a result, detectors can be generated more efficiently for this particular matching 

rule. 

        In [14], it is proposed using short sequences of system calls to distinguish self from non-

self for anomaly detection. Given a program in a particular installation, the immunological 

approach collects a database of all unique system call sequences of a certain length made by 

the program over a period of normal operation. During the detection time, it monitors the 

system call sequences and compares them with the sequences in the aforementioned database. 

For an observed sequence of system calls, this approach extracts all subsequences of length l 

and computes the distance dmin(i) between each subsequence I and the normal database as 

dmin(i)=min{d(I,j) for all sequences j in the normal database }, where d(I, j) is the Hamming 

distance between sequences I and j (i.e., the number of different bits in sequences I and j). 

The anomaly score of the observed sequence of system calls is then the maximum dmin(i) 

normalized by dividing the length of the sequence. This approach raises an alarm if the 

anomaly score is above a certain threshold. 

        The advantage of this approach is that it has a high probability of detection anomalies 

using a small set of self-strings based on short sequences of system calls. In addition, it does 

not require any prior knowledge about attacks. The disadvantage is that it requires self to be 

well understood. That is, it requires a complete set of self-strings in order not to mistake self 

for non-self. This requirement may be trivial for such applications as virus detection, but it is 

very difficult for intrusion detection, where some of normal behaviors cannot be foreseen 

when the detectors are being generated. 

         In [15], it further improved the computer immunological method by using an automaton 

to represent a program‘s normal behavior. The program counter is used as the state of the 

automaton, and the system calls made by the program are used as the events that cause the 

state transitions. As a result, the automaton representation can accommodate more 

information about the programs‘ normal behavior and, thus, reduce false alert rate and 

improve detection rate. In addition, the automaton representation is more compact than the 
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previous alternative. Consequently, such automata are easier to build and more efficient to 

use for intrusion detection.  

 

4.4 Neural nets 

In [16], it was the first to attempt modeling system and user behavior using neural networks. 

Their choice of neural network is Kohonen‘s self-organizing map (SOM), which is a type of 

unsupervised learning technique that can discover underlying structures of the data without 

prior examples of intrusive and nonintrusive activities. 

        They used SOM as a real-time background monitor that alerts a more complex expert 

system. In their prototype system, II system parameters accessible from the system‘s 

statistical performance data are identified a s the input to the SOM model. These parameters 

include (a) central processing unit (CPU) usage, (b) paging activity, (c) mailer activity, (d) 

disk accesses, (e) memory usage, (f) average session time, (g) number of users, (h) absentee 

jobs, (i) reads of ―help‖ files, (j) failed log-ins, and (k) multiple log-ins. However, their study 

showed the results of only one simulated virus attack, which are not sufficient to draw serious 

conclusions. 

        In another attempt to apply neural network to anomaly detection[17], it proposed using a 

back propagation network to monitor running programs. A back-propagation network is 

developed for supervised learning. That is, it needs examples of intrusive and nonintrusive 

activities (called training data) to build the intrusion detection model. Such a network consists 

of an input layer, at least one hidden layer (neurons that are not directly connected to the 

input or output nodes), and an output layer. Typically, there are no connections between 

neurons in the same layer or between those in one layer and those in a previous layer. 

        The training cycle of a back-propagation network works in two phases. In the first 

phase, the input is submitted to the network and propagated to the output through the 

network. In the second phase, the desired output is compared with the network‘s output. If the 

vectors do not agree, the network updates the weights starting at the output neurons. Then the 

changes in weights are calculated for the previous layer and cascade through the layers of 

neurons toward the input neurons. 

        In [17], it proposed using program input and the program internal state as the input to 

the back-propagation network. One interesting result is that they improved the performance 

of detection by using randomly generated data as anomalous input. By considering randomly 

generated data as anomalous, the network gets more training data that is complementary to 

the actual training data. 

        Similar to statistical anomaly detection models, deciding the input parameters for neural 

network anomaly detectors is a difficult problem. In addition, assigning the initial weights to 

the neural networks is also an unresolved question. The experiments by Ghosh[17] showed 

that different initial weights could dead to anomaly detectors with different performance. 

Nevertheless, research on applying neural networks to anomaly detection is still preliminary; 

more work is needed  to explore the capability of  neural  networks. 

 

4.5 Protocol Verification 

Many attack techniques rely on the use of unusual or malformed protocol fields, which are 

incorrectly handled by application systems. Protocol verification techniques rigorously check 

protocol fields and behavior against established standards or heuristics expectations. Data that 

violates the relevant boundaries is tagged as suspicious. 

       This approach, used in a number of commercial systems, can detect many commonly-

used attacks, but suffers from the poor standards-compliance of many protocol 

implementations. In [18], in addition, using this technique on proprietary or under-specified 

protocols may be difficult or lead to false positives. 
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4.6 File checking 

Best known through its implementation in [19], this technique uses cryptographic checksums 

of sensitive system data to detect changes –including unauthorized software installations, 

back-doors left by successful intrusion, and system corruption.   

       These techniques are extremely useful in system recovery and forensic examination. 

Detection is inherently after the fact, and can be bypassed if the cryptographic checksums are 

modified or the examination process is compromised.   

   

4.7 Taint checking 

An application –centric approach to anomaly detection lies in creating risk-aware 

applications. One example of this is in the Perl programming language, commonly used to 

implement HTTP CGI
4
 applications. In this system, all user-provided input is considered 

‗tainted‘; any attempt to use such tainted data in a sensitive context (such as an exec system 

call) fails. Untainting a variable  most be done explicitly, by extracting expected content with 

a regular expression-avoiding the risk of embedded shell commands, or otherwise unexpected 

content, from being used, perlsec-Perl security. 

 

4.8 Whitelisting 

Whitelisting, a simple technique described in artificial ignorance: in [20], it involves passing 

a raw event stream ( for example, a system log) through a number of filters, each 

corresponding to known benign patterns. Any remainder after all known events have been 

filtered out are novel or suspicious. 

        Primarily a data reduction technique, this makes manual review of event streams 

feasible. Filters are manually incrementally refined, reducing the number of false positives- 

though sufficiently specific filters may be hard to generate. In addition, recognition of attacks 

typified by large numbers of otherwise normal events (e.g. login failure ) is difficult. 

 

4.9 Limitation of Anomaly Detection 

Although anomaly detection can accommodate unknown patterns of attacks, it also suffers 

from several drawbacks. A common problem of all anomaly detection approaches, with the 

exception of the specification-based approach, is that the subject‘s normal behavior is 

modeled on the basis of the (audit ) data collected over a period of normal operation. If 

undiscovered intrusive activities occur during this period, they will be considered normal 

activities. In addition, because a subject‘s normal behavior usually changes over time (for 

example, a user‘s behavior may change when he moves from one project to another), the 

IDSs that use the above approaches usually allow the subject‘s profile to gradually change. 

This gives an intruder the chance to gradually train the IDS and trick it into accepting 

intrusive activities as normal. Also, because these approaches are all based on summarized 

information, they are insensitive to stealthy attacks. Finally, because of some technical 

reasons, the current anomaly detection approaches usually suffer from a high false-alarm rate. 

       Another difficult problem in building anomaly detection models is how to decide the 

features to be used as the input of the models (e.g. the statistical models). In the existing 

models, the input parameters are usually decided by domain experts (e.g., network security 

experts ) in ad hoc ways. It is not guaranteed that all and only the features related to intrusion 

detection will be selected as input parameters. Although missing important intrusion-related 

features makes it difficult to distinguish attacks from normal activities, having non-intrusion-

related features could introduce ―noise‖ into the models and thus affect the detection 

performance. 
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5.   REVIEW OF THE VARIOUS TYPES OF MISUSE DETECTION METHODS 

Misuse detection is considered complementary to anomaly detection. The concept behind  

misuse detection scheme is that it stores the sequence of pattern, signature of attack or 

intrusion etc into the database. When an attacker tries to attack or when intrusion occurs then 

IDS matches the signatures of intrusion with the predefined signature that are already stored 

in database. On successful match the system generates alarm.  

 

5.1 Rule-Based Languages 

The rule-based expert system is the most widely used approach to misuse detection. The 

patterns of known attacks are specified as rule sets, and a forward-chaining expert system is 

usually used to look form signs of intrusions. Here we discuss two rule-based languages, rule-

based sequence evaluation language (RUSSEL) [21] and production-based expert system tool 

set (P-BEST) [22]. Other rule-based languages exist, but they are all similar in the sense that 

they all specify known attack patterns a event patterns. 

 

5.2 Expression Matching 

The simplest form of misuse detection is expression matching, which searches an event 

stream (log entries, network traffic, or the like) for occurrences of specific 

patterns/signatures. A simple example would be "^GET[^$]*/etc/passwd$" - this checks for 

something that looks like an HTTP request for the Unix password file. Signatures can be very 

simple to construct, however especially when combined with protocol-aware field 

decomposition., Focus-IDS Mailing list[18]. 

 

5.3 Petri Automata 

In [23] and [24], it viewed misuse detection as a pattern-matching process. They proposed an 

abstract hierarchy for classifying intrusion signatures (i.e. attack patterns ) based on the 

structural interrelationships among the events that compose the signature. Events in such a 

hierarchy are high-level event that can be defined in terms of low-level audit trail events and 

used to instantiate the abstract hierarchy into a concrete one. A benefit of this classification 

scheme is that it clarifies the complexity of detecting the signatures in each level of the 

hierarchy . In addition, it also identifies the requirements that patterns in all categories of the 

classification must meet to represent the full range of commonly occurring intrusions(i.e. the 

specification of context, actions, and invariants in intrusion patterns). 

       In [23], it adopted colored Petri nets to represent attack signatures, with guards to 

represent signature contexts and vertices to represent system states. User-specified 

actions(e.g. assignments to variables) may be associated with such patterns and then executed 

when patterns are matched. The adapted colored Petri nets are called colored Petri 

automata(CPA). A CPA represents the transition of system states along paths that lead to 

intruded states. A CPA is also associated with pre- and post conditions that must be satisfied 

before and after the match, as well as invariants (i.e. conditions ) that must be satisfied while 

the pattern is being matched. CPA has been implemented in a prototype misuse detection 

system called Intrusion Detection In Our Time(IDIOT). CPA is quite expressive; it provides 

the ability to specify partial orders, which in turn subsume sequences and regular expressions. 

However, if improperly used, the expressiveness may lead to potential problems: If the 

intrusions are described in every detail, the attacker may be able to change his/her attacking 

strategy and bypass the UDSs. Nevertheless , CPA is not the root the problem.   

 

5.4 Genetic Algorithms 

The GASSATA system[25], it uses a genetic algorithm to search for the combination of 

known attacks (expressed as a binary vector, each element indicating the presence of a 
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particular attack) that best matches the observed event stream. A hypothesis vector is 

evaluated based on the risk associated with the attacks involved, and a quadratic penalty 

function for mismatched details. In each cycle, the current set of best hypotheses are mutated 

and retested, so that the probability of false positives and negatives approach zero. 

        This technique, like the neural net approach, offers good performance but does not 

identify the reason for an attack match. In addition, expressing some forms of behavior, and 

expressing simultaneous or combined attacks is not possible in this system. 

 

5.5 Burglar Alarms 

A technique proposed in [20], to reduce the risk of false positives and allow identification of 

novel attacks, focusing on identifying events that should never occur. Applying dedicated 

monitors to search for instances of such policy violations effectively places traps for would 

be attackers. An example would be monitoring for any attempt to connect outward from an 

HTTP server (where this is contrary to the site policy )-indicating a user error, or an attacker 

attempting to use the server as a relay point. 

        For an appropriate selection of trigger events, false positives are negligible. Similarly, 

since probes are set to monitor specific policy violations, this approach is applicable to 

known, permitted and novel attacks equally. Selecting an appropriate set of triggers, however, 

requires in-depth system and site knowledge. 

 

5.6 Limitation of Misuse Detection 

Current misuse detection systems usually work better than anomaly detection systems for 

known attacks. That is, misuse detection systems detect patterns of known attacks more 

accurately and generate much fewer false alarms. This better performance occurs because 

misuse detection systems take advantage of explicit knowledge of the attacks. 

        The limitation of misuse detection is that it cannot detect novel or unknown attacks. As a 

result, the computer systems protected solely by misuse detection systems face the risk of 

being comprised without detecting the attacks. In addition, due to the requirement of explicit 

representation of attacks, misuse detection requires the nature of the attacks to be well 

understood. This implies that human experts must work on the analysis and representation of 

attacks, which is usually time consuming and error prone. In [26], it has improved this 

process by automatically building the intrusion detection model; however, identification of 

attacks in past events is still required. 

 

6.   CONCLUSION 
Intrusion detection continues to be active research field. Even after 20 years of research, the 

intrusion detection community still faces several difficult problems. How to detect unknown 

patterns of attacks without generating too many false alerts remains an unresolved problem, 

although recently, several results have shown there is a potential resolution to this problem. 

The evaluating and benchmarking of IDSs is also an important problem, which, once solved, 

may provide useful guidance for organizational decision makers and end users. Moreover, 

reconstruction attack scenarios from intrusion alerts and integration of IDSs will improve 

both the usability and the performance of IDSs. Many researchers and practitioners are 

actively addressing these problems. We expect intrusion detection to become a practical and 

effective solution for protecting information systems. 
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