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ABSTRACT  

 In current days online social networks (OSN) act as one of the major medium 

to share the current updates or events from one portion to other portion of the world. As there 

are several OSN sites for communicating and sharing their updates, there were a lot of 

limitations that takes place in all types of online social networks. One main limitation that is 

likely to be occurred is the ability to control the abused words or abused messages on OSN 

wall. The process of targeting, threatening, or harassing a child or preteen or a teen by a other 

child using the internet with some rude messages is known as “CYBERBULLYING”. Hence 

it is becoming a serious problem in the current OSN services by afflicting the children, young 

adults with these rude messages. In this current thesis we mainly try to construct a machine 

learning approach for automatically identifying the set of cyber bulled messages and try to 

construct a healthy and safe communication in OSN or social media environment. For this we 

developed a novel method like Semantic-Enhanced Marginalized Denoising Auto-Encoder 

(smSDA) via semantic extension of the popular deep learning model stacked denoising auto-

encoder. Here the semantic extension mainly try to maintain a Bag of Words(BoW) into the 

database, where the message is initially matched with the BoW and if any word is matched 

with this words, then message is treated as a CyberBulled message and that will be displayed 

separately in a cyber bulled list apart from the normal list.  

 

Key Words:  Online Social Networks, Threatening, Afflicting, Auto-Encoder, BoW, Cyber 

Bullying Detection. 

 

 

 

I. INTRODUCTION 
Data mining is the process of extracting the valuable information from a large data 

source and project the raw data into useful information. From the figure 1, we can clearly find 

out that for the process of data mining the data which should be taken as input will be 

collected from various resources like WWW, Database, Data Warehouse and other data 

repositories[1]-[3]. Once the input data is collected it will be then given to the process of data 

cleaning. Here in this data cleaning process the data will be cleaned and it will be processed 

in order to identify if there are any un-supervised data available in that input data. Once that 
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data cleaning is completed now it will be processed for further iterations for data mining 

engine in order to process the knowledge base .Once the process of pattern evaluation is done 

then the data will be in turn converted into GUI.This graphical user interface is one which 

will give us the visualization of output. 

 

 
 

Figure 1. Denotes the Basic Architecture of  Data Mining 
 

 As we all know that clustering is refereed as one of the process of data mining which 

is used for separating a set of un-supervised data into a meaningful way. This can be 

represented in figure 1, where it clearly denotes data mining is a method in process of 

Knowledge Discovery which in turn uses clustering mechanism for getting data accurately. 

Clustering algorithms are typically used for exploratory data analysis, where there is little or 

no prior knowledge about the data [4], [5]. This is precisely the case in several applications of 

Computer Data Inspection, including the one addressed in our work. From a more technical 

viewpoint, our datasets consist of unlabeled objects—the classes or categories of documents 

that can be found are a priori unknown. Moreover, even assuming that labeled datasets could 

be available from previous analyses, there is almost no hope that the same classes (possibly 

learned earlier by a classifier in a supervised learning setting) would be still valid for the 

upcoming data, obtained from other computers and associated to different investigation 

processes. More precisely, it is likely that the new data sample would come from a different 

population.  

 

As we all know that Social Media, as defined in [6], is ‘’a group of Internet Based 

applications that build on the ideological and technological foundations of Web 2.0, and that 

allow the creation and exchange of user-generated content.‘’ Via social media, people can 

enjoy enormous information, convenient communication experience and so on. However, 

social media may have some side effects such as cyber bullying, which may have negative 

impacts on the life of people, especially children and teenagers. Cyber bullying can be 

defined as aggressive, intentional actions performed by an individual or a group of people via 

digital communication methods such as sending messages and posting comments against a 

victim. Different from traditional bullying that usually occurs at school during face-to-face 
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communication, cyberbullying on social media can take place anywhere at any time. For 

bullies, they are free to hurt their peers’ feelings because they do not need to face someone 

and can hide behind the Internet. For victims, they are easily exposed to harassment since all 

of us, especially youth, are constantly connected to Internet or social media. As reported in 

[7], cyber bullying victimization rate ranges from 10% to 40%. In the United States, 

approximately 43% of teenagers were ever bullied on social media [8]. The same as 

traditional bullying, cyberbullying has negative, insidious and sweeping impacts on children 

[9]. The outcomes for victims under cyber bullying may even be tragic such as the occurrence 

of self-injurious behaviour or suicides. 

 

As we all know that in the text-based cyber bullying detection, the initial and critical 

step is the numerical representation learning for text messages. In fact, representation 

learning of text is extensively studied in text mining, information retrieval and natural 

language processing (NLP). Bag-of-words (BoW) model is one commonly used model that 

each dimension corresponds to a term. Latent Semantic Analysis (LSA) and topic models are 

another popular text representation models, which are both based on BoW models. By 

mapping text units into fixed-length vectors, the learned representation can be further 

processed for numerous language processing tasks. Therefore, the useful representation 

should discover the meaning behind text units. In cyber bullying detection, the numerical 

representation for Internet messages should be robust and discriminative. Since messages on 

social media are often very short and contain a lot of informal language and misspellings, 

robust representations for these messages are required to reduce their ambiguity. Even worse, 

the lack of sufficient high-quality training data, i.e., data sparsity make the issue more 

challenging. Firstly, labeling data is labor intensive and time consuming. Secondly, 

cyberbullying is hard to describe and judge from a third view due to its intrinsic ambiguities. 

Thirdly, due to protection of Internet users and privacy issues, only a small portion of 

messages are left on the Internet, and most bullying posts are deleted. As a result, the trained 

classifier may not generalize well on testing messages that contain nonactivated but 

discriminative features. The goal of this present study is to develop methods that can learn 

robust and discriminative representations to tackle the above problems in cyberbullying 

detection. 

 

II. BACKGROUND LITERATURE WORK 
In this section we mainly discuss about the background literature work that was 

carried out in finding the work that is related to cyberbullying detection based on the 

discriminative text representation. Now let us discuss about this in detail: 

 

MOTIVATION 
The main motivation for designing this current application or thesis is the term text 

mining, sometimes also referred to as text data mining, roughly equivalent to text analytics, 

refers to the process of deriving high-quality information from text data set. Normally from 

statistical pattern learning we mainly try to derive the patterns and trends that are calculated 

from the high quality of information. As we all know that the process of extracting or 

structuring the input text by identifying the main features and removing the ir-related data 

from that main document and finally convert the document in a structured way is known as 

text mining.Also the term high quality in this paper clearly states that combination of some 

relevance and interestingness for the topic that was available in that conversation file. In the 

primitive text mining ,there are a possibilities like to scan a set of documents written in a 

natural language and either model the document set for predictive classification purposes or 

populate a database or search index with the information extracted [6],[7]. 

http://en.wikipedia.org/wiki/Data_mining
http://en.wikipedia.org/wiki/Text_mining#Text_mining_and_text_analytics
http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Plain_text
http://en.wikipedia.org/wiki/Natural_language
http://en.wikipedia.org/wiki/Predictive_classification
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DATA PREPROCESSING  
Generally this stage is very important in our current application as the data 

preprocessing plays a very vital role in the current application. In this section we mainly 

discuss about the methods that are used in the current applications. The various types of 

applications are explained in detail by the following figure 2.Data preprocessing is 

considered as the one of the most critical steps in a data mining process which mainly deals 

with the preparation of initial data set followed by transformation of the initial dataset. Data 

preprocessing methods are divided into following  four categories as described below: 

 

1. Data Cleaning method 

2. Data Integration method 

3. Data Transformation method 

4. Data Reduction method 
 

Of all the above four categories each and every category has its individual advantages 

and usage.Initailly the raw data what we take as input is entered into data cleaning method 

and once that category processes the data, the data will be cleaned and displayed with no 

errors. Now the data which is processed is now entered for transformation method, where a 

set of data is integrated based on any common attribute. Once the data is transformed now it 

will be entered into the data reduction category which is the final category. In this category 

the data will be represented in the form of tabular way with all the corresponding data into 

the table cells. 
 

 
 

Figure 2. Denotes the several layers for the process of Data Pre-Processing 
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III. THE PROPOSED SEMANTIC-ENHANCED MARGINALIZED 

STACKED DENOISING AUTO-ENCODER 
 

In this section we mainly discuss about the proposed SEMSDAE algorithm for 

detecting the cyberbullying messages over an OSN walls during communication. Now let us 

discuss about this proposed SEMSDAE Algorithm in detail as follows: 

 

PRELIMINARY KNOWLEDGE 

We first introduce notations used in our paper. Let D ={w1; : : : ;wd} be the 

dictionary covering all the words existing in the text corpus. We represent each message 

using a BoW vector x €R
d
. Then, the whole corpus can be denoted as a matrix: X = [x1; : : : ; 

xn] €R
d×n

, where n is the number of available posts. We next briefly review the marginalized 

stacked denoising auto-encoder and present our proposed Semantic Enhanced Marginalized 

Stacked Denoising Auto-Encoder. 

 

MARGINALIZED STACKED DENOISING AUTO-ENCODER 

A well known author like Mr.Chen et.al proposed a modified version of Stacked 

Denoising Auto-encoder that employs a linear instead of a nonlinear projection so as to 

obtain a closed-form solution for our proposed cyberbullying detection [15]. The basic idea 

behind denoising auto-encoder is to reconstruct the original input from a corrupted one ~x1; : 

: : ; ~xn with the goal of obtaining robust representation. In this model, denoising auto-

encoder attempts to reconstruct original data using the corrupted data via a linear projection. 

The projection matrix can be learned as: 
 

 

Where X˜ = [~x1; : : : ; ~xn] is the corrupted version of X. It is easily shown that 

Equation. (2) is an ordinary least square problem having a closed-form solution: 
 

 
Where P = X X˜

T 
  and Q = X˜. X˜

T
. In fact, this corruption can be marginalized over 

the noise distribution [15]. The more corruptions we take in the denoising auto-encoder, the 

more robust transformation can be learned. Therefore, the best choice is using infinite 

versions of corrupted data. If the data corpus is corrupted infinite times, the matrix P and Q 

are converged to their corresponding expectation, and Equation.(3) can be formulated as: 
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Assuming the scatter matrix of the original data samples is denoted as S = XX
T
, the 

expected matrices can be computed as: 

 
 

Where i and j denotes the indices of features. It can be seen that it is very efficient to 

compute W by marginalizing dropout noise in denoising auto-encoder. After the mapping 

weights W are computed, a nonlinear squashing function, such as a hyperbolic tangent 

function, can be applied to derive the output of the marginalized denoising auto-encoder: 
 

              
 

 
 

Figure 3.Represents The Illustration of Motivations behind SMSDA. In Fig. 3(A), the cross 

symbol denotes that its corresponding feature is corrupted, I.e., Turned Off. 

 

SEMANTIC ENHANCEMENT FOR  mSDA 
The advantage of corrupting the original input in mSDA can be explained by feature 

co-occurrence statistics. The co-occurrence information is able to derive a robust feature 

representation under an unsupervised learning framework, and this also motivates other state-

of-the-art text feature learning methods such as Latent Semantic Analysis and topic models 

[16]. As shown in Figure 3. (a), a denoising auto-encoder is trained to reconstruct these 

removed features values from the rest uncorrupted ones. Thus, the learned mapping matrix W 

is able to capture correlation between these removed features and other features. It is shown 

that the learned representation is robust and can be regarded as a high level concept feature 

since the correlation information is invariant to domain-specific vocabularies. We next 

describe how to extend mSDA for cyberbullying detection.The major modifications include 

semantic droupout noise and sparse mapping constraints. 
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As shown in Figure 3. (b), the correlation between features can enable other normal 

words to predict bullying labels. Considering a simple but intuitive example, ”Leave him 

alone, he is just a chink”1, which is obviously a bullying message. However, the classifier 

will set the weight of the discriminative word ”chink” to zero, if the small sized training 

corpus does not cover it. Our proposed smSDA can deal with the problem by learning a 

robust feature representation, which is a high level concept representation. In the learned 

representation, the word ”chink” are reconstructed by context words co-occurring with the 

specific word (”chink”) and the context words may be shared by other bullying words 

contained in training corpus. Therefore, the correlation explored by this auto-encoder 

structure enables the subsequent classifier to learn the discriminative word and improve the 

classification performance. 

 

IV. CONCLUSION 
In this paper, we for the first time developed a novel semantic-enhanced marginalized 

denoising auto encoder as a specialized representation learning model for cyber bullying 

detection. By designing semantic dropout noise or BoW database we can  refine bullying 

word lists that is initialized by domain knowledge. The performance of our approaches has 

been experimentally verified through our simulated application which has same appearance 

like our social network sites. By conducting various experiments on our proposed 

framework,we finally came to an conclusion that our proposed approach is robust and easy to 

represent with word embedding technique.If this was applied in future for all types of OSN 

sites,we can tell that no OSN site will have any abused or vulgar contents in the 

communication and all the chat will be free from vulgar or offensive content. 
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