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ABSTRACT 

Cloud Computing is one of the fascinating domain which is used by almost all MNC 

and IT companies. The cloud server is constructed by interconnecting a huge number of 

systems connected all together for remote servers. The data will be accessed to and fro with 

the help of internet to store, retrieve, and modify the data from remote machines not from 

local machines. In cloud server any user can store their valuable data and can be accessed by 

anyone who is residing within the cloud access without any third party restrictions. All the 

data which is stored inside the cloud server is in plain text manner which leaves vulnerable 

situation for the end users to store their valuable data without any attack. There is no single 

cloud available in real time either public or private  to store the data in an encrypted format. 

In this proposed thesis, we for the first time propose a new fine-grained two-factor 

authentication (2FA) access control system for data storage in the cloud. Here we launched 

two new services for giving additional security and authentication for the user to restrict un-

authorized users not to access valuable cloud data. Here we use live cloud service like 

DRIVEHQ.com to show the performance of our proposed 2FA system with a secure 

encryption and authentication. 

Key Words: Two Factor Authentication, Remote Servers, Encryption, Authentication, 

Private Cloud, Public Cloud, Cloud Server.  

 

 

 

 1. INTRODUCTION 

Till now there are many applications of cloud computing, such as data sharing for remote 

systems, data storage from a remote systems to a centralized location, big data management 

systems, medical information system etc.All the cloud users try to access cloud-based 

applications or cloud server through a web browser to store or access the data to and from 

the cloud server. There are several benefits of web-based cloud computing services like the 

ease of accessibility, reduced storage costs and on time data supply. Although they are 

many principles that govern the principle of cloud computing, still it provides great 

advantages especially in terms of security and privacy[1]. As we all know that sensitive data 

will be reside in the cloud server for sharing and access to and from the remote access, the 

major issue that arise in the cloud based services is authentication of the cloud server[2]-[4]. 

Initially the cloud user or end user need to register into the cloud server and then once 

he/she got registered, then the user should substitute his valid credentials for login into the 
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system for various applications and services access. During this login into the cloud, the two 

main problems that arise in the traditional cloud based systems is account/password based 

authentication is not strictly privacy preserving, the second mainly problem that arise in the 

primitive cloud based services is as we all know that the data from the cloud server will be 

accessed from different people from different locations and hence it may be very easy for a 

hacker to install some spyware software to learn the login password in any way from the 

web browser[5]. 

 
Figure 1. Denotes the Area’s of Cloud Security 

 

 From the above fig 1, we can clearly find out that there are several areas which 

depend on cloud security like Data Security, Availability, Identity and Access Management 

and a lot more. If we look at all these areas one main concept which revolve around the cloud 

data is Security and Access Management[6]. So in our proposed work, we try to design and 

analyze a fine-grained two-factor access control protocol for data storage in the cloud, using a 

lightweight security device (I.e. a Token). The security token has the following properties: (1) 

it can compute some lightweight algorithms, e.g. hashing and exponentiation; and (2) it is 

tamper resistant, i.e., it is assumed that no one can break into it to get the secret information 

stored inside. With this light weighted token mechanism, our protocol provides a 2FA 

security. First the user secret key (which is usually stored inside the computer) is required. In 

addition, the security device should be also connected to the computer (e.g. through USB) in 

order to authenticate the user for accessing the cloud. The user can be granted access only if 

he has both items. Furthermore, the user cannot use his secret key with another device 

belonging to others for the access[7]-[10]. Our protocol supports fine-grained attribute-based 

access which provides a great flexibility for the system to set different access policies 

according to different scenarios. At the same time, the privacy of the user is also almost 

preserved. The cloud system only knows that the user possesses some required attribute, but 

not the real identity of the user. To show the practicality of our system, we simulate the 

prototype of the protocol. 

 

2. RELATED WORK 
In this section we will find the related work that was carried out in order to implement 

this current thesis. This section will describe the work that is related to various services that 

are available in the cloud computing. Now let us look about that in detail in this below 

section: 

 

Motivation 

The main reason why we decide to propose this 2FA for data storage inside the cloud 

server is due to lack of security that is present in one of the cloud services like DaaS 

(Database as a Service).Hence we mainly try to propose a novel 2FA system which will give 
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utmost security for this DaaS service. Now let us know about what are the several services 

that are available in the cloud environment and their real functionality[11]. 

 
Figure 2. Denotes the Various Cloud Services 

 

From the above figure 2, we can clearly find out that there are four different services 

available in the cloud storage and one among them is DaaS which is the main service that 

what we are using now for providing security for the current application that and prove that 

this service also gives the best security for the data which is stored inside the cloud memory 

locations  [14]. Now let us discuss about each and every service in detail as follows: 

 

1. IaaS (Infrastructure as a Service) 

2. PaaS(Platform as a Service) 

3. SaaS(Software as a Service) 

4. DaaS (Data /Data Base as a Service) 

 

1. IaaS (Infrastructure as a Service) 

This is the first service out of various services that are available in the cloud. This 

service mainly deals with application level and it is basically used to set the infra-structure 

for the users. This service is mainly used to create infrastructure for the set of  PCs that are 

linked in an area. The persons who come under this service is IT Professionals, this is 

clearly shown in the figure 2. 

 

2. PaaS (Platform as a Service) 

The second important service in the cloud computing is Platform as a Service, where 

this is mainly used for customization of cloud server. Here in this service we try to set the 

platform for the users, where the developer comes under this service. Here the cloud server 

customizes which type of platforms is needed for their company usage is seen in this service. 

 

3. SaaS (Software as a Service) 

The third service one among the best services in cloud computing is Software as a 

Service, where this is mainly used for a consumer to use the cloud service provider’s 

applications running on a cloud IaaS[12]. Generally business end-users come under this 

service where all the software’s that are required for running the cloud are processed in this 

service. 

 

4. DaaS (Data/Database as a Service) 
This is the last one among the set of cloud services that was launched and included in 

various cloud client services is DaaS, which is clearly seen in above figure 2.This DaaS 

service is used mainly for storing the data in the form of encrypted manner [15]. As this is 
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having various advantages compared with other cloud client services, it has a small limitation 

like the data which is stored in this DaaS is not stored in the encrypted manner which is 

stored in the plain manner. So in this proposed thesis we try to encrypt the data before it is 

uploaded into the cloud using DaaS service. 

 

3. THE PROPOSED TWO FACTOR AUTHENTICATION (2FA) PROTOCOL 

In this section, we mainly describe the proposed 2FA algorithm for maintaining 

security for the data which is stored inside the cloud server and restricting un-authorized 

access. Now let us discuss about this proposed 2FA protocol in detail as follows: 

 

Preliminary Knowledge 

A Two Factor Authentication (2FA) for data storage in cloud computing services 

mechanism mainly consists of following entities like 

1. Trustee: It is responsible for generating all system parameters and initialise the  

             security device(I.e. OTP). 

 

2.   Attribute-issuing Authority: It is responsible to generate user secret key for each 

user according to their attributes. 

 

3. User: It is the player that makes authentication with the cloud server. Each user has 

a secret key issued by the attribute-issuing authority and a security        device 

initialized by the trustee. 

 

4. Cloud Service Provider: It provides services to anonymous authorised users. It 

interacts with the user during the authentication process. 

 

 
Figure.3. Represents the Proposed Architecture 2FA for Secure Data Storage for Web Based 

Cloud Computing Services 

In this paper, we consider the following threats: 

 

1) Authentication: The adversary tries to access the system beyond its privileges. For 

example, a user with attributes  

       {Student, Physics} may try to access the system with policy  

      “Staff” AND “Physics”. To do so, he may collude with other users. 

 

2) Access without Security Device: The adversary tries to access the system (within its 

privileges) without the security device, or using another security device belonging to 

others[14]. 
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3) Access without Secret Key: The adversary tries to access the system (within its 

privileges) without any secret key.Here device is nothing but OTP [13]. 

 

4) Privacy: The adversary acts as the role of the cloud server and tries to find out the 

identity of the user it is interacting with. 

 

4. EXPERIMENTAL RESULTS 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of 

modules and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance 

this proposed 2FA protocol and we used JSP and HTML as front end technologies and My-

Sql as back end database with real time cloud server like DRIVEHQ service. Now let us look 

at the implementation screens in detail as follows: 

 

1) User Login into his account with his valid credentials 

 
In the above window user after he enter into his account he can see all the following 

features available for him.Initailly if he want to download the file from cloud server.He need 

to request trustee and Authority for keys.These 2 plays a vital role in two factor 

authentication.Hence we need to get access from these two authorities for getting data 

download from the real time cloud server. 

 

2) Initially the User Request the  Trustee for OTP i.e. Token 
 

 
From the above window we can clearly identify that user requested the trustee for a 

file access and the trustee now will allow the user with an access key for downloading the file 

from the real time cloud server. 

 
 

From the above window we can clearly see that trustee gave a key for downloading 

the file from the real time cloud server. This key can be  used only once and this will be never 

used again and again. 



International Journal of Computer Application (2250-1797)  

   Issue 8 Volume 6, Nov.- Dec. 2018 

 

21 

 

 

3) Here Authority will try to login into the account for giving key access for 

downloading the file from real time cloud server 

 

 
 

 From the above window we can clearly identify that authority will login into its 

account for giving file access permission for the end users and once the authority gives the 

permission then only file can be downloaded. If not file cannot be downloaded from the real 

time cloud server. 

 

 
 Once the authority click on send key button the requested user will receive a secret 

key to his registered mail id. 

 

 
4) Finally the user substitute the two access permissions for downloading the file from 

the cloud server 

 
  

From the above window we can clearly identify that user got two factor authentication from 

two authorities and now he substitute the credentials for the file download. Once if the 

credentials are correct the file can be downloaded from the live cloud server. 
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5) File is downloaded in a plain text manner from the Live Cloud Server rather than in 

an Encrypted manner 

 

 
 

 5. CONCLUSION 

 In this paper, we finally designed and analyzed a novel 2FA (including both user 

secret key and a lightweight security device like token) access control system for web-based 

cloud computing services. Based on the attribute-based access control mechanism, the 

proposed 2FA access control system has been identified to not only enable the cloud server to 

restrict the access to those users with the same set of attributes but also preserve user privacy. 

By conducting various experiments on our proposed 2FA access control system, our 

comparison results clearly tell that our proposed approach is best in providing security for the 

sensitive data which is stored inside the server space. As a future work we try to further 

improve the efficiency while keeping all nice features of the system. 
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