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ABSTRACT 

  Security occupies a major role in each and every aspect of human survival. Now a 

day’s a lot of information is mainly transferred from one location to other location via various 

channels and one among them is internet. As internet occupies a very prominent role for data 

communication, all the data will be stored inside the server and accessed by various users from 

several locations. As the information is increasing from time to time parallel with the storage 

area also increasing a lot with a different websites. In order to access all the information from 

different websites, the end users need to have an individual account to login and access the 

information to and from the server. Different users may register multiple accounts on the same 

site or across multiple sites, and these passwords from the same users are likely to be the same 

or dissimilar. Normally if any intruders try to attack on one user account details, the same 

credentials may be used for the hacker to break his other accounts related to him, so that all the 

other accounts will also be revealed due to these credentials. This type of attack is named as 

shadow attack on password reuse. In this proposed thesis document, we try to analyze the 

comparison of two or more attacks under password reuse method. If an attack occur for some 

x-user who maintain more than one account with same password is known as intra site 

password reuse (ISPR) and if the same user or different user match with similar passwords 

either in different sites rather than current web site is termed as cross site password 

reuse(CSPR) approach. By conducting approaches, on our proposed two approaches. We 

finally came to a conclusion that our approach is best in providing security for the end users 

who try to maintain individual accounts in different websites. 
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1. INTRODUCTION 

Now a day’s there were a lot of security primitives that are available in real time 

environment to give highest level of security for the sensitive data which is stored on 

various local or remote servers, but they failed in achieving highest level of security in 

almost all types of applications. Recently the main challenge for any web site admin is to 

construct strong cryptography principle based on hard mathematical AI problem .As we all 

know that there was several root kits like keylogger,keystroke and so on which is 

predefined installed on user PC to observe the behavior of end user and to make PC’s 

untrusted[5]. In this proposed thesis, we mainly demonstrate how careful visualization 

design can enhance not only the security but also the usability of authentication protocol. To 
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that end, we propose two main visual authentication protocols: One is a one-time-password 

protocol, and the other is a password-based authentication protocol[6].  

 

 
Figure 1. Represent the 2FA (Two  Factor Authentication) using Mobile One-Time 

Passwords 

From the above figure 1, we can get a clear idea that user while he need to get login 

into in this site, he need to substitute the code which is displayed either in mobile device or 

from any other sources like  email id and so on[7]. If the code is correctly substituted in the 

box given below then the page will be directed to the successful login, if not page will be 

directed to the error page. 

 

 
 

Figure 2.Represent the login Window with Username and Password for getting Login into the 

account.  

 

From the above figure 2, there is a window with two fields like username and 

password ,where if any user or admin want to enter into their account, he/she need to 

substitute both the fields properly in the appropriate fields and then try to login into the 

account. If the username and password is wrong the login attempt may be failed.If the both 

credentials are correct then only the user can able to login or enter into the account.This 

option has equal number of advantages as well as disadvantages in real time usage.Coming to 

this password based authentication system ,most of the account users try to adopt this facility 

for authenticating their account.But mostly this option is critical in the situations like more 

than one user account having save password or login credentials[8].This may lead to loose all 

the user accounts with similar login credentials. This motivated me to propose this current 

paper by concentrating more on Shadow attacks under password reuse[9]. 

 

2. RELATED WORK 
In this section we will find the related background work that was analyzed and studied 

in order to implement this current thesis. This section will describe the work that is related to 

shadow attacks. Now let us look about that in detail in this below section: 
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A) Main Motivation  

The main reason which is motivated me for the design of  this proposed model is 

password  corpora ,which is the only reason why we motivated to design this current paper.In 

the year 2K11,Dec 18
th

,there was a tremendous problem that occurred in china, where more 

than seventy million web accounts from four different famous websites  were accidentally 

leaked to the public. This current incident is termed as  “CSDN [1] Password Leakage 

Incident”, because the first victim website was CSDN, one of the largest web communities 

for IT professionals in China. The CSDN leakage contains over six million accounts. 

Immediately following the CSDN leakage, a significant number of accounts of Tianya [2], 

duduniu[3], and 7k7k[4]s were leaked to the public in a similar manner. 

 

The below four are the victim websites and their user base. 

 Initially if we take CSDN as main role ,this CSDN [1] ranks first among all Chinese 

IT professional and it is a website announcing and reporting technology events as well as a 

technical forum. CSDN has more than 18 million registered individual users. The majority of 

its user base is programmers and IT developers. It is currently ranked 453 in Alexa Top 

Global Sites (Sept 2015).  

Secondly we can consider Tianya [2] to be one of the largest Chinese online forums 

and blogs. Tianya has more than seventy million registered individuals and is known as one 

of the most influential Chinese forums. It is currently ranked 59 in Alexa Top Global Sites 

(Sept 2015).  

Thirdly we can consider Duduniu [3] as a company site who mainly sells management 

platforms to Internet cafes. The main tools that are involved with this system is billing 

software’s and online games. 

 Finally if we look at 7k7k [4] is a website collecting and sharing small flash games 

which is established in the year 2003 and has become one of the top 10 popular Chinese 

websites as of Oct, 2009.  

 

3. The Proposed Shadow Attacks under ISPR and  CSPR With No Password Re-use 

Technique 

In this section, we mainly describe the proposed shadow attacks under ISPR and 

CSPR with no password re-use technique for disallowing the OSN user not to maintain same 

password for multiple accounts. Now let us discuss about this proposed  algorithm in detail as 

follows: 

 

Problem Notations  

Here in order to compare the ISPR and CSPR with shadow attacks, we need to take 

the input as a set of password pairs in Dcsdp to perform the experiment, and diverse 

password pairs are distinct passwords of cross site accounts of the same users. Along with 

this we also consider the weaker passwords compared with stronger password ones ,in order 

to show the comparison with other. After a deep analysis ,we can find out how the users are 

adopted with weaker passwords for multiple accounts of them rather than using a strong 

password for their high end accounts. So this is a clear example for our current application to 

occur the shadow attacks[10]. 

 The proposed analysis is tested with following methods like: 

 

A) JtR default Case: Here we try to use a weaker passwords among the set of  

diverse password pairs  and try to guess which is strong password and which one is weak 

password with their initial or JtR default rules. 
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B) JtR uni Case: Here we try to use the weaker passwords which are available in the 

diverse password pairs  and try to guess the stronger passwords, with added unigram 

prefix/suffix rules. 

 

 C) JtR bi Case: In this stage,we try to use the weaker password from a diversed 

password pairs as a dictionary to guess the stronger passwords, with added unigram and 

bigram prefix/suffix rules.  

 

D) JtR tri Case: In this final stage ,we try to use the  weaker passwords in the diverse 

password pairs as a dictionary to guess the stronger passwords, with added unigram, bigram 

and trigram rules 

 

Password Re-Use Problem Architecture 

 
Figure 3.Represent the Password Re-Use Problem  

 

The Password Problem 

 From the above figure 3,we can clearly find out the password re-use problem in both 

the cases like intra site password re-use problem and cross site password re-use problem. The 

main idea behind this is passwords aren’t going anywhere. At least, they are here to stay for 

the moment. We all know the fact like passwords are essential for everyone as  just a gateway 

to hold the precious information. 

 Each and every individual sit relax manner behind the gateway despite of worrying a 

lot about their data. That’s not to mention multifactor authentication, but our digital selves are 

protected solely by what amounts to a little door. As we all know that in recent days, there 

was a great breach occurred for doors and gates. I can compare this current password problem 

as one of the age-old idea of hunting for buried treasure. Our personal, private, and/or 

corporate data is a treasure to the right thief, and therefore, they will dig through any amount 

of dirt and much to get at it.  

 

4. EXPERIMENTAL RESULTS 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of 

modules and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance of 

this proposed shadow attacks with no password re-use method.Here we use JSP,HTML as 

front end and My-Sql as back end database. Now let us look at the implementation screens in 

detail as follows: 
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1) User try to register with all his/her basic details 

 

 
In the above window user try to register into the account with all his/her basic details. 

If the details entered by the user is for the first time then the registration can be done 

successful. 

 

 
2) User Try to login into the account with his registered details under Facebook Account 

 

 
 

3) Now if he click on submit button if the same password is taken by some one in this 

facebook ,then we get following error message and it don’t allow the user to login into 

the account. 

 
 From the above window we can clearly find out an alert like someone who already 

registered in facebook is using the same password which is recently kept for account 
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registration.Hence this process is known as intra site shadow attack and this is eliminated in 

our current application with no password re-use concept.  

 

4) Now the User Malika Try to change a new password like “123” and try to login again 

into her facebook account. 

 
 

 From the above window we can clearly see that user”Mallika” is going to change her 

current password from “1234” to “123” and try to login again with this fresh password.If this 

new password is never used by anyone within the same account I.e Facebook or any other 

social media accounts then ,there will be no problem for her.If not again she will face a 

warning from the system. 

 
 From the above window,we can clearly see that same password is again used by some 

one from other site not from facebook.Hence this is known as Cross site password reuse and 

this is prompted by system and ask her to choose a new password which is not at all repeated 

by her or any one. 

 

5) Admin Find out the Similarity Graph between ISPR and CSPR 

 

 
 

From the above graph we can easily identify that there are totally 2 users who come 

under shadow attackers in which one is under intra site shadow attackers category and 

another under cross site shadow attackers category. 

 

5. CONCLUSION 

 In this paper, we for the first time have designed a novel approach to detect the 

shadow attacks  based on password reuse and try to optimize this shadow attacks by not using 

the same passwords for two or more accounts of same site or different sites. To the best of 

our knowledge, this is the first empirical study on web password reuses by analyzing a large 
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number of sample data. We obtained 2,671,443 distinct users each of whom has at least two 

accounts from the same site, and 2,306,055 distinct users each of whom had at least two 

accounts from different websites. We also obtained 350,849 distinct users who have at least 

two accounts on the same site and across sites simultaneously. We empirically studied the 

phenomenon of web password reuses (both ISPR and CSPR) utilizing the large password 

corpora and finally our experimental results clearly tell that our proposed approach is best in 

providing security against shadow attacks under no password reuse method. 
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