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ABSTRACT 

In current days online social networks (OSN) posses a major medium to share the 

current updates or events from one portion to other portion of the world. Although there were 

several social network sites for sharing user updates from various regions, there were a lot of 

limitations that takes place in all types of OSN‟s. One among the several limitations is not 

having the ability to control the abused words or abused messages on OSN wall. This is 

mainly occurred by targeting, threatening, or harassing a child or preteen or a teen by a other 

child using the internet with some rude messages, also known as “CYBERBULLYING”. 

Hence it is becoming a serious problem in the current OSN services by afflicting the children, 

young adults with these rude messages. In this current thesis we mainly try to construct a 

machine learning approach for automatically identifying the set of cyber bulled messages and 

try to construct a healthy and safe communication in OSN or social media environment. For 

this we developed a novel method like Semantic-Enhanced Marginalized Denoising Auto-

Encoder (smSDA) via semantic extension of the popular deep learning model stacked 

denoising auto-encoder.  

Key Words: Online Social Networks, Abused Words, Semantic, Auto Encoder, 

Marginalized Denoising, Cyber Bulled. 

 

 

 

1. INTRODUCTION 

 According to a well known article social media is defined in [1], as „‟a group of 

internet based applications that build on the ideological and technological foundations of 

Web 2.0, and that allow the creation and exchange of user-generated content. „‟ Via social 

media, people can enjoy enormous information, convenient communication experience and 

so on, which is clearly shown on figure 1. Even though it is more familiar for end users, this 

may still face a lot of limitations like cyber bullying. This cyber bullying mainly have 

negative impacts on the life of people, especially children and teenagers. The process of 

showing aggressive actions by an single or a community of people with respect to or via 

digital communication methods such as sending warning messages and posting abused 

comments against a victim is known as cyber bullying via social media. This type of 

bullying is very different from traditional bullying that usually occurs at school during 

person to person eye contact communication. In those days bullying can be performed only 
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limited time like person or student within the college, and once he/she come out they can‟t 

do this bullying process for the victim candidates. But by using this current bullying via 

social media, one can perform this bullying at any time round the clock. For victims, they 

are easily exposed to criticizing as all of us, especially youth, are constantly connected to 

internet or social media. In recent reports noted in [2], cyber bullying victimization rate is 

gradually increased from 7 % to 47 % with their vast social media accounts. Especially in 

the United States, approx 40 % of teenagers were ever bullied on social media [3]. Like 

primitive bullying, which has vulnerable situations for the victims, cyberbullying also has 

negative impacts on children [4]. This may lead to occurrence of suicides by the effected 

victim candidates. 

 

 
 

Figure 1.Represents the various advantages of using Social Media to Promote 

Business 

As we all know that in the text-based cyber bullying detection, the main crucial step is 

the numerical representation learning for text messages. In fact, representation learning of 

text is extensively studied in text mining, information retrieval and natural language 

processing (NLP). The Bag-of-words (BoW) model is one of the most primarily used model 

that is mainly depends on an index words like „term‟. Few more topic models are also 

analyzed for mining the text keywords like Latent Semantic Analysis (LSA) and so on. For 

these methods we try to map the text units into a variable length vectors and then further 

processed for language processing[5]. 

The useful representation of text should discover the meaning behind text units. In 

cyber bullying detection system, the numerical and text representation of messages should be 

robust and discriminate. As we know that messages on social media are often very short and 

contain a lot of informal language and misspellings, there is a need to remove the ambiguity 

of such short messages. As a result, the trained classifier may not generalize well on testing 

messages that contain no activated but discriminative features. The primary goal of this 

current work is to design an efficient protocol with all the benefits like classification of text 

messages and then identify the abused words from a set of keywords [6] that are classified 

from the initial message. Once the abused words are identified this should be blocked 

immediately by not displaying in the OSN wall of other user.  

 

2. RELATED WORK 
In this section we will find the related background work that was analyzed and studied 

in order to implement this current thesis. This section will describe the work that is related to 
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text mining and the procedure for mining the text messages. Now let us look about that in 

detail in this below section: 

 

 

A) Preliminary Knowledge 

Here we mainly discuss about the preliminary knowledge related to text mining and its 

various data processing methods. 

 

Text Mining 

The term text mining, is also referred to as text data mining, which refers to the 

process of deriving high-quality information from text data set. Generally from the most 

primitive pattern learning methods try to derive the patterns from the high quality of 

information[7]. The process of extracting the input text by classifying the most important 

features from the text message and identifying the ir-related data from that original message 

and finally prepare a document in a structured [11] way is known as text mining. The term 

high quality in this paper clearly states that combination of some relevance and 

interestingness for the topic that was available in that conversation file. In the primitive text 

mining ,there are a possibilities like to scan a set of documents written in a natural language 

and either model the document set for predictive classification purposes or populate a 

database or search index with the information extracted [6],[7] which is clearly shown in 

figure 2. 

 
 

Figure 2.Represents the Several Areas of Text Mining 

 

 From the above figure 2, we can clearly identify that initially for the process of text 

mining, the information is extracted by using IE method and once the information extraction 

is done, then it will be entered to NLP process. Once the natural language processing is done, 

it needs the support of some pre-defined data mining algorithms. So at this stage we try to 

apply data mining technique of the extracted data and once the data mining process is 

completed, then we apply the final step like information retrieval (IR).At this stage we can 

get the exact result for the input data. 

 

3. THE PROPOSED SEMSDAE ALGORITHM 

http://en.wikipedia.org/wiki/Data_mining
http://en.wikipedia.org/wiki/Information
http://en.wikipedia.org/wiki/Plain_text
http://en.wikipedia.org/wiki/Natural_language
http://en.wikipedia.org/wiki/Predictive_classification
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In this section, we mainly describe the proposed SEMSDAE algorithm for identifying 

the bullying messages over an OSN walls during communication. Now let us discuss about 

this proposed SEMSDAE Algorithm in detail as follows: 

 

Problem Notations  

We first introduce notations used in our paper.  

Let D ={w1; : : : ;wd} be the dictionary covering all the words existing in the text 

corpus.  

We represent each message using a BoW vector x €R
d
.  

Then, the whole corpus can be denoted as a matrix: 

 X = [x1; : : : ; xn] €R
d×n

,  

 

       Where n is the number of available posts.  

 

Finally we try to observe the marginalized stacked denoising auto-encoder [10] and 

try to represent the proposed Semantic Enhanced Marginalized Stacked Denoising Auto-

Encoder (SEMSDAE). 

 

MARGINALIZED STACKED DENOISING AUTO-ENCODER 

Mr.Chen ,a well known author proposed a modified version of Stacked Denoising 

Auto-encoder that employs a linear instead of a nonlinear projection so as to obtain a closed-

form solution for our proposed cyberbullying detection [7]. The basic idea behind denoising 

auto-encoder is to reconstruct the original input from a corrupted one ~x1; : : : ; ~xn with the 

goal of obtaining robust representation. In this model, denoising auto-encoder attempts to 

reconstruct original data using the corrupted data via a linear projection[8]-[10]. The 

projection matrix can be learned as: 

 
Where X˜ = [~x1; : : : ; ~xn] is the corrupted version of X. 

 

 It is easily shown that Equation. (2) is an ordinary least square problem having a 

closed-form solution: 

 
 

Where P = X X˜
T 

  and Q = X˜. X˜
T
.  

In fact, this corruption can be marginalized over the noise distribution [15]. The more 

corruptions we take in the denoising auto-encoder, the more robust transformation can be 

learned. Therefore, the best choice is using infinite versions of corrupted data. If the data 

corpus is corrupted infinite times, the matrix P and Q are converged to their corresponding 

expectation, and Equation.(3) can be formulated as: 
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Assuming the scatter matrix of the original data samples is denoted as S = XX
T
, the 

expected matrices can be computed as: 

 

 
 

Where i and j denotes the indices of features.  

 

It can be seen that it is very efficient to compute W by marginalizing dropout noise in 

denoising auto-encoder. After the mapping weights W are computed, a nonlinear squashing 

function, such as a hyperbolic tangent function, can be applied to derive the output of the 

marginalized denoising auto-encoder: 

 
 

 
 

Figure 3.Represents The Illustration of Motivations behind SMSDA.  

In Fig. 3(A), the cross symbol denotes that its corresponding feature is corrupted, I.e., Turned 

Off. 

 

4. EXPERIMENTAL RESULTS  
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of 

modules and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance 

this proposed SEMSDAE algorithm for identifying the abused messages on an OSN network 

and try to ignore those messages not to be displayed on the user OSN wall. Now let us look at 

the implementation screens in detail as follows: 

 

1) Admin Try to add a Set of Blocked Words into the Database 
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In the above window admin try to add a set of abused or offensive words that are 

offensive in nature. So once the admin add a set of words based on various categories like 

Violence, hate, sex, vulgar and offensive. These all are formed as a BoW in which each and 

every word should be repeated only once in the set of BoW. 

 

2) User Try to post a Comment on a Product in which a set of bullying words is 

identified 

 
 From the above window we can clearly identify that user try to post a comment on 

some product like car and he then found that message contains some abused words which are 

matched with some of the pre-defined words from various categories. Hence the message is 

identified as bullying message and this cannot be displayed on the other end OSN wall and it 

is stopped by the admin. 

 

3) Admin Try View the reputation graph of the products versus number of users who 

try to access those categories 

 From the below window we can clearly identify that x-axis is represented with a set of 

products like car, mobiles and pen drives and corresponding Y-axis is having the number of 

users who accessed those information. 

 

 
 

 5. CONCLUSION 

 

In this paper, we finally proposed a novel semantic-enhanced marginalized denoising 

auto encoder as one of the best learning model for bullying detection in online. We have 

launched BoW as a set of bag of words database for refining the bullying word lists that is 

initialized by domain knowledge. The proposed protocol is verified to be the best method to 

stop publishing abused messages on any user OSN wall. After conducting various 

experiments on our proposed protocol, we finally came to an conclusion that our proposed 
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approach is robust and easy to represent with word embedding technique.If this was applied 

in future for all types of OSN sites,we can tell that no OSN site will have any abused or 

vulgar contents in the communication and all the chat will be free from vulgar or offensive 

content. 
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