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ABSTRACT  

 

 Timely identification and remediation of network vulnerabilities is every organization's 

need. Remediation of network vulnerabilities before exploit enhances organization's security 

level. Proactive remediation establishes security by eliminating the exploitability of assets. 

The need to defend against network attacks such as distributed denial of service, worms, and 

viruses requires an improvement in the state of the art of experimental evaluation of network 

security mechanisms. 

This paper introduces the conception, design, and development of a testbed for network 

security studies by providing emulation of resources for security testing. The primary 

objective of work is to advance the field of network security experimentation and test, by 

providing new methods, tools, and technologies. The developed testbed educates the 

organization's staff and provides a platform for training of security personnel to analyze their 

actions and activities. 

  
Key words: network security; vulnerability analysis; exploit; experimental research; testbed; 

security evaluation 
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I. INTRODUCTION  

The incredible growth of the Internet has brought many great things: e-commerce, 

collaborative computing, e-mail, VoIP, e-learning and new avenues for advertising and 

information distribution. As with most of the technological advances, there is always a flip 

side of criminal hackers. Governments, Universities, companies and private citizens around 

the world are anxious to be part of this revolution; however, they are afraid that some hacker 

will break into their Web server and replace their web contents or steal their confidential 

information. Since the malicious attacks may bring a significant impact to the digital 

computing environment, therefore secure network computing environment becomes more and 

more necessary.  

The emerging trends affect the security level of organization which makes network security a 

top funding priority for government and industry. Network security researchers often face the 
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lack of a public experimental infrastructure for testing new theories and new technologies in 

realistic scenarios. It requires the development of security testbed for testing which is truly 

useful.  

This paper presents the design and development of a testbed for network security studies. The 

primary objective of the work is to design a network-security testbed to provide experimental 

infrastructure to support the demonstration and protection of present-day information security 

technologies. It will offer a medium-scale facility for safe, repeatable security-related 

experimentation, to validate theory and simulation. The proposed plan will typically go 

through the following process: 

i. Goal: Setting the objective of the security assessment. 

ii. Reconnaissance: It focuses on finding out as much as possible about the target 

organization and the systems being audited. This will happen both online and offline.  

iii. Discovery: Port or vulnerability scanning of the IP to learn more about the 

environment.  

iv. Exploitation: Using the knowledge of vulnerabilities and systems to exploit systems to 

gain access, either at the operating system or application level.  

v. Brute force: Testing all systems for weak passwords and gaining access if they do.  

vi. Social engineering: Exploiting people through phishing emails, malicious USB sticks, 

phone conversations and other methods to gain access to information and systems.  

vii. Taking Control: Accessing data on the machine, such as passwords, password hashes, 

screenshots, files, installing key loggers and taking over the screen control. Often this 

can open new doors to more exploitation, brute force, and social engineering. 

viii. Pivoting: Jumping to different network segments, providing the host has multiple 

network interfaces, such as some machines in the DMZ.  

ix. Gathering Evidence: Collecting screenshots, passwords hashes, files as proof that you 

got in.  

x. Reporting: Reporting involves generating a document about how the penetration 

tester was able to breach the network and the information they were able to access.  

xi. Remediation: Addressing the issues that enabled the penetration tester to enter the 

network. 

The developed testbed enhances the security mechanism in which network vulnerabilities are 

discovered, exploits are used to measure the implications of the vulnerability on network 

computing environment, identified problems are classified by criticality and similarities in 

type and effect, and finally, mitigations are developed and validated against the testbed. The 

testbed also enables development of control system security workforce through integration 

into the classroom of laboratory exercises, practical demonstrations, and research outcomes.  

 

II. RELATED WORK   
Security of an organizational network has become a significant concern for all organizations' 

operation. The best approach to study and analyze network security is to examine it in the real 

environment. The two major strategies for creating a testbed are: 

 

• First, developing laboratory-based control system with actual equipment, regulated by 

industrial control systems consist of custom or commercial devices, or  

• Second, implementing virtual testbeds comprised of simulated devices imitating the 

actual computing environment. 
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 Laboratory-based systems have many advantages as compared to virtual systems that 

simulating the real environment. The data will exhibit in a realistic setting that would result in 

an actual industrial system. Further, the system devices are independently vulnerable to 

numerous attacks that may not affect all system operations. These vulnerabilities may not be 

present in the blueprint of the system that the virtual testbed was intended to emulate. T. 

Morris [1] introduced a testbed with real devices; however, it is costly to build a large-scale 

real device network along with it is time-consuming to reconfigure the network.  

On the other hand, virtual systems along with comfortable design and development mainly 

have no maintenance costs [2]. As the cost is concerned, they only require development time; 

no purchase order of laboratory-based industrial control system is needed.  Further, virtual 

system can be widely distributed to many researchers because they only require little setup for 

an experimental simulation. While virtual simulation testbeds present many remarkable 

features and advantages, there are some drawbacks. The major problem is that the virtual 

systems may not correctly manifest the same behavior as a real industrial or laboratory control 

system [3]. Also, the attacks that probably rely on physical system implementation may not 

simulate in virtual environment. 

There is the lack of a public experimental infrastructure for testing new theories and new 

technologies in realistic scenarios in the field of network security. Although, there is available 

testbed offered by various vendors like Breaking Point [4], Cybergym [5] and DETER [6] that 

provides a generation of traffic in the computer network and introduction of malware for 

having security drills, etc. The available systems are very costly, and one need indigenous 

solutions for training purposes. 

One of the solutions may be a hybrid approach that integrates laboratory-based control system 

and virtual simulated system [7]. The primary purpose of our work is to build a hybrid testbed 

which can emulate the attack and protection of an organization's network and can also be used 

for the creation of indigenous network configuration for training security persons. Also, the 

emulation platform is capable of entrapping hackers and gathering their activity data. The key 

part of the proposed work is the assessment of vulnerabilities in a specific network 

configuration. 

Many organizations are investigating enhanced approaches to develop a testbed that provides 

hands-on learning and research environments in the field of network and information security. 

However, academic institutions like Universities and Higher education institutes are facing 

the tough challenge of providing lab infrastructures that meet the increasingly and continually 

growing needs of cyber security training [8, 9]. Therefore, it is crucial to building an adequate 

and robust testbed for cyber security experimentation. 

 

III. PROPOSED APPROACH 
We developed testbed that provides a three-layer research infrastructure that enables network 

security experts and engineers to analyze experimental tools and algorithms rigorously. The 

first layer of testbed offers a foundation for researchers to develop experiment and evaluate 

their algorithms and tools. The second layer is designed to improve realism and is used for 

modeling and simulating as a virtual enterprise that describes a real-world cyber-attacks 

scenario. The third layer is the interference layer that creates "noise" to emulate user's 

network and attacker's network communications patterns on the network.  

The primary target of the proposed testbed framework is to train and educate students in the 

field of detection of vulnerabilities of the network and computer systems. The first layer of 
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the developed testbed uses some of the prominent vulnerability scanners [10,11] for analyzing 

network setup and security algorithms. Nessus [12], NMap [13], Acunetix [14], Nexpose [15] 

and Metasploit [16] network and vulnerabilities scanning tools are used for the first layer of 

testbed design. The second layer implements an attack environment using Kali Linux with 

attack scripts written in Python. Along with Ubuntu Metasploitable Server which has many 

holes available for potential attackers, the attacker uses Kali Linux run on the virtual machine, 

which has many holes open for potential attackers. The third layer allows us to connect an 

external computer to the testbed network, and use it to measure the depth of security 

configuration as well as attacks environment.  

 Three categories of users emulate the developed testbed; the first one is the team of attackers 

who carries network-attacks, second, the defending team who protects itself and the network 

infrastructure from the attackers and the third analyzer team of that oversees these drills. Fig 1 

shows the infrastructure of developed network-security testbed. 

 

Fig1. Network security testbed infrastructure 

 

A. Technology Stack 

With the technological advancement, attacks have become more sophisticated and continued 

to evolve, static technologies can't keep up. The proposed testbed enhances the defense 

techniques by precision analysis and taking intelligent decisions to stop network-attacks and 

unknown threats. Table 1, represents the technologies required for proposed testbed 

implementation. 

 

Table 1. Technologies for network security testbed 

Technology Description 

Software Vulnerability Scanners Nessus, Nmap, Nexpose, Acunetix 

Penetration testing Metasploit 

Network Analyzer Wireshark 

Server A Server range machine 

Client Machines for Testbed I5 PCs with high-speed processor 

Connecting devices 
Router, Switches, Cables Interface for 

connectivity Leased Line or Wi-Fi connectivity 
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B. Experimental Setup  

 

 
Fig.2 Architecture of network security testbed 

 

Fig. 2 shows architecture of proposed network-security testbed. User Server and Control 

Server are two functionally-distinct server machines. The Control Server monitors and 

controls testbed operation. The User Server has login accounts and data storage for individual 

users. Each experimental node has Ethernet interfaces used for experimental links, among 

these interfaces one control interface is kept for accessing the node during the experiment, 

without perturbing the experimental traffic. The Control Server also uses the control 

interfaces to boot, configure and monitor tests. All the interfaces of all the nodes will wire to a 

switch.  

The Experimental Switch will establish the topology requested by the experimenter. The 

control interfaces are all connected to the control router through a subnet, which will run layer 

three packet filters to block improper accesses to the Users or Control Servers. 

The testbed enables a research process, in which network-security vulnerabilities are detected 

by scanning of the computing environment. Security administrator must not only recognize 

the existing loopholes of the organization but also be able to predict its future positions. The 

scanning process performed in two phases: 

• External Scan: The external scan is done through a router or firewall. 

• Internal Scan: The internal scan performed at the system plugged into a server that 

resides inside network. 

In Fig. 2, the placement of the red scanner is outside the firewall so that it can scan external 

vulnerabilities and the blue scanner is used for internal vulnerabilities scan. These internal and 

external vulnerability scans are used to collect data to assess the effectiveness of current 

security measures taken at the organization's network. The external scan is for defining the 

security stance by the sight of Internet users. The idea behind external scanning is to discover 
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what a hacker would see if he were trying to probe organization's network. This environment 

presents the possibility to perform remote network-security tests using vulnerability scanners 

on real equipment used for process control and monitoring. 

 

C. Use Case 

Before launching an attack, attackers must set up the necessary infrastructure to support their 

actions, identifies patterns in IP addresses, domain registrations, and attack correlation to 

identify these assets before they are used. The use case diagram in Fig. 3 represents the 

various malicious attacks performed by the attackers 

 

 
Fig. 3 Use case diagram of attacker 

 

Fig. 4 represents various activities conducted during network threat analysis through 

vulnerabilities assessment and risk analysis. 

 

 
Fig. 4 Use case diagram of threat analyst 

 

Defender protects the system against network threats by sensing the vulnerabilities in the 

system and mitigates them by implementing remediation plans by the results produced during 

the risk measurement activities. 

An approach to protecting the system against network threats sees the "weakest link" in 

network armor. Solutions help to enhance and strengthen organization’s employees’ know-

how and their responses when faced with genuine threats. 
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D. Dependencies 

Penetration testing is used for attacking own system or own clients' IT systems to identify 

security holes. A penetration test is a key requirement of the proposed plan. Network 

penetration testing revealed the real-world possibilities for hackers to be able to settle systems 

and networks in such a way that permits for unauthorized or illegal access to sensitive data or 

data. The developed framework uses Nessus and Nmap for network scan (host and port 

scanning), Nessus and Nexpose for the internal scan (for finding system dependent 

vulnerabilities), Acunetix for web vulnerability scans, Nexpose and Metasploit for the 

penetration test, Wireshark as a network analysis tool. 

The goal of attack simulation carried out by penetration testing using designed network-

security testbed primarily focuses on: 

 

• Identification of security flaws present in the environment. 

• Understand the level of risk for an organization. 

• Help to address and fix discovered network security flaws. 

 

As a result of penetration tests, an organization will be able to view their systems by the eyes 

of either a hacker or an experienced network security professional, to determine where they 

can enhance the security posture. Experiments will produce findings in written reports and 

provide a non-technical team with the guidance necessary to effectively remediate any issues. 

 

IV. TESTBED COMPONENTS 
Fig. 5 shows the testbed setup of attack scenario. The attacker uses Kali Linux run on virtual 

machine; Ubuntu Metasploitable Server is used for honeypot system which has many holes 

available for potential attackers; the web server run on windows platform. 

 
Fig.5 Experimental setup of the test-bed 
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In the developed virtual network architecture of testbed, packet enters in the network from 

outer network and initially goes through the Host1 where an external scanner is implemented 

before the firewall. The external scanner examines the network traffic and if it detects any 

malicious activity then alert will be generated. Snort sniffs the traffic pass through the firewall 

and performs filtering based on stored signature information, the traffic is either dropped or 

passed as it is malicious or not. The filtered traffic then logged by the honeypot. Honeypot 

only captures the information and doesn’t do any processing. The detection engine then 

analyses the log, identify malicious IPs and block them; every incoming packet from these IPs 

will be then forwarded to the Honeypot by Activating IP forwarding. 

The developed testbed emulates realization of basic three critical activities 

 

• Generating attacks scenario and Performing attacks 

• Defending attacks 

• Measuring depth of attacks and defending algorithms 

 

A. Generating Attacks Scenario 

The primary aim of our work is to develop methods to detect, predict and quantify the impact 

of security attacks on the educational institutions. An exhaustive analysis of all attacks is not 

feasible, but attacks graphs can be used to categorize different types of attacks. The developed 

testbed centers on specific attacks scenarios and corresponding countermeasures, prioritizing 

threats that have a stronger impact on the integrity and availability of the system [15, 16]. 

After evaluation to develop mitigation plans, attacks are assessed and categorized concerning 

the likelihood and impact of attacks onto the system.   

Some of the attack scenario that we analyzed are: 

 

Denial of service attacks: Denial of service attacks make the network resource 

unavailable to its intended users by disrupting services of a host connected to the Internet 

[17]. Denial of service is typically executed by flooding the targeted machine or resource 

requests in an attempt to overload systems and prevent some or all legitimate requests 

from being fulfilled. 

Phishing attacks:  These attacks allow the attacker to access to protected information 

[18]. To examine these attacks, we require providing the basic modeling foundations on 

which threats and mitigation strategies are based. The network traffic in educational 

system network environment is complex and heterogeneous; the resources are distributed 

dynamically so that any investigation scheme has to adapt to continuous changes to the 

network route patterns. 

SQL injection: SQL injection attacks reshape the SQL queries which change the nature of 

the program for the benefit of the hacker [19]. Server Side defense using Prepared 

Statement is the most efficient way to protect from SQL Injections because it ensures that 

intent of query is not changed. 

CSRF attacks: The CSRF vulnerabilities occur when applications acknowledge every 

valid session identifier request to be processed by the application business logic [20]. The 

main threat is regarded to the way the browser handles requests. A simple example is a 

web application uses the GET method in an HTTP request for transferring password 

information; the browser encodes form data into a URL while using GET. Since form 

data is in the URL, it is displayed in the browser's address bar, and information leakage 
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occurs. The simplest solution is the use of POST method while using the POST method, 

and form data appears within the message body of the HTTP request, not the URL. 

 

B. Performing Attacks 

An attacker intentionally performed the malicious activities to violate security constraint such 

as integrity and confidentiality of the networked system.  To perform attacks, the attacker 

exploits the system vulnerabilities by gaining unauthorized access to the system network. 

Vulnerability is a flaw launched during the system design or development or maybe during 

configuration of the system, which could be exploited to perform intrusions that can lead the 

system in the inconsistent state. If errors not recognized and detached, security breakdowns 

may occur, by violating one or more security characteristics of the system.  

We evaluate the security of the network system by generating attack scenario and 

consequently detecting system's security flaws. We modeled the attack techniques such as 

script generation and injection approach to demonstrate the system vulnerabilities and then 

generate attack scenarios. The attack scenarios are further defended by defending team who 

protects itself and the network infrastructure from the attackers and finally third analyzer team 

of analyses the depth these drills by penetration testing. 

The attacker performs the following activities to generate attack environment: 

 

Vulnerable Host Discovery 

The tool Nmap and Nexpose are used to find vulnerable hosts on the network. Nmap 

(Network Mapper), one of the most prominent network and vulnerability scanning tool 

which is free and open source utility for network discovery and security auditing. Basic 

tasks we performed with the Nmap are: Host discovery, Port scanning and OS 

fingerprinting. Nmap and Nexpose placed within contact range of University’s router, to 

find hosts and services on the network. TCP connect scan (-sT) is performed by Nmap to 

detect alive host. 

Vulnerable Port Identification 

After host identification, to gain information about the vulnerable port, port scanning is 

performed on each up host. Open port state indicates that attacker may gain access to the 

network by using these ports. An application is generally allowing TCP connections, 

SCTP associations or UDP datagrams on open port. Finding these is often the primary 

goal of port scanning. We performed –sT (TCP connect scan) for open port detection. 

Generally, –sT is performed when a user does not have raw packet privileges.  

Vulnerable Service Identification 

The port scan results in the entry points by which an attacker with details of loopholes can 

gain access to the network. To remediate the vulnerabilities present in the network, 

security persons should know these holes or vulnerabilities present in the system. Nmap 

and Nessus vulnerability scanners are used to identify information about network 

vulnerabilities found in a simulated attack environment. 

 

C. Defending Attacks 

Vulnerability removal is an essential task since it reduces the risk of successful attacks by 

diminishing the number of vulnerabilities. It involves the following functions: 
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Packet sniffing 

We use Wireshark sniffer to sniffs the network traffic in order to detect malicious packets 

having unexpected behavior. Wireshark sniffs essential characteristics of a packet in order 

to deny any behaviors that are not expected. It predicts the flow of network traffic. 

Trace route 

To capture intrusion propagation, it is crucial for defender to trace attack graph by 

capturing the network scenario. We are using Nmap to collect trace route information, 

with this information of captured network scenario, an attack graph can be easily drawn. 

Nodes of attach graph represent the hosts within network, while edges represent the 

favorable attack conditions. 

 

D. Measuring depth of attacks and defending algorithms 

This step defines the Attacker Capabilities, which are the strengths the attacker holds to 

perform the attacks. In that way, we can make sure the attack scenarios can be adequately 

carried out by the attacker. 

 

Penetration testing 

In testbed design, we are using Metasploit as a penetration testing tool for vulnerability 

assessment. In particular, the Metasploit framework is utilized as a source for attacks. Active 

efforts are undertaken to make the environment as realistic as possible. Acunetix, Nexpose 

and Metasploit are used for internal scanning of vulnerabilities. 

Fig. 6 shows the snapshot of Metasploit penetration testing result. It assesses the vulnerability 

is actually present in system, which can be exploited by the attacker. 

 
Fig. 6 Metasploit Penetration Testing Result 
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Generating Attack Scenario 

We performed experiments using specific attacks such as Denial of Service (DoS), scripting 

and injection attacks. The test results illustrate the strength of the attack scenario generation 

and then defending approach for detecting security vulnerabilities present in the network 

system. 

 

V. EXPERIMENTAL EVALUATION 

The testbed implements experimental attack scenarios that danger the integrity and 

availability of the network system. Fig. 5 represents the experimental setup of the testbed. The 

network is set up to examine the depth of both attacks and defending algorithm for external 

and internal attacks. The Host_1 connects to the Internet (external network) via the firewall 

which is configured to permits the direct connection to the Internet only to the specified 

Hosts. The internal network system is further partitioned into two subnets, Protected 

Detection Engine network is configured to measure the depth of the attacks, and the Host_3 is 

the internal server that allows traffic from the Host_1 to access the services necessary for the 

internal network.  

Attacker machine is placed outside the network runs on Kali Linux. Detection_Engine is 

placed inside the network within the contact range of firewall and subnet network. We 

implemented the heterogeneous network running different OS and services. Table 2 shows the 

Operating Systems and services running on hosts of developed testbed: 

 

Table 2: Operating systems and services running on hosts 

Host IP Operating systems Services 

Host 1 Windows Server 12 

Oracle Server 

DNS Server 

Remote Desktop Services Manager 

Microsoft Message Queuing (MSMQ) 

Internet Explorer 

Detection 

Engine 
Kali Linux 

Apache Tomcat 

Apache http server 

Host 2 Windows 10 

WebLogic server 12.1 

Internet Explorer 

MSMQ 

Host 3 Windows XP 
Internet Explorer 

MSMQ 

External 

Machine 
Kali Linux Apache Tomcat 
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We developed attacks scenarios targeted to vulnerable services executed by attacker who is 

located outside the network. Suppose one of the attack scenario, an external attacker who is 

located outside the network is intended to theft sensitive information by gaining unauthorized 

access on the database kept on Host_1 running on Oracle database server. We are using 

Oracle 11g database server that has CVE-2016-3609 vulnerability in the OJVM component, 

which allows a remote authenticated attacker to affect confidentiality, integrity, and 

availability of database. CVE-2016-3609 is the easily exploitable vulnerability that permits 

network access to an unauthorized or a low privileged attacker via multiple protocols such as 

Create Session, Create Procedure privilege, to compromise OJVM [21]. Successful attacks via 

CVE-2016-3609 result in a takeover of OJVM along with affecting the additional products. 

CVE-2016-3609 is a high severity vulnerability with CVSS score 8.5, and also, the patch is 

not provided for it by the vendor. While attack scenario is performed successful attacks, then 

the attacker can gain access to the host, and subsequently, attack the next host till the target 

host in the network is not reached. The key point is, the attacker by the port and service scans, 

performs the series of attacks to achieve target host instead of compromising the target host 

directly. 

 

Table 3: Vulnerabilities discovered on Host_1 

SNo CVE-ID Type 
Severity 

Score 

1 CVE-2013-3940 DoS Exec Code Overflow Mem. Corr 9.3 

2 CVE-2013-3918 DoS Exec Code Overflow Mem. Corr 9.3 

3 CVE-2014-1807 
Windows Shell File Association 

Vulnerability 
7.2 

4 CVE-2014-0255 
Remote Denial of Service 

Vulnerability 
8.9 

5 CVE-2014-1812 Information Loss Vulnerability 8.1 

6 CVE-2014-4971 
Arbitrary Write Privilege Escalation 

Vulnerability 
7.2 

7 CVE-2015-6125 
Windows DNS Use After Free 

Vulnerability 
9.3 

 

Our judgment is based on the data gathered from experiments. We consider a network with 

subnets; each host is connected to the other hosts. The attacker machine is placed outside the 

network, so attacks are external coming from the outside the network, and a target host is 

specified. We designed 80 attack scenarios for diverse networks, OS, database application and 

application programs. Detection engine assesses the risk factor of all host by using Hazard 
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Metric [15]. Hazard Metric is used to rank vulnerabilities based on the Maturity Level (ML), 

Frequency of Exploit (FE), exploitability impact (EI), amendment level (AL) and 

authentication level (AuL) by the formula: 

Hazard Metric= (FE* EI) / (AL + AuL) 

The final risk value of the vulnerability is measured by: 

Risks Level Measures= Minimum ((Hazard x Risk Level), 10) 

We simulate the variation of system security risk value in different scenario such as: after 

applying the patch, after installing new software or applications and after adding or removing 

a node in the network. Further, the best security solutions in specific given network state are 

determined. In summary, our work measures the security risks of the system and computes the 

best security solutions. Our work is mainly focused on minimizing the security risks and 

improving the security level in University computing environment. 

 

VI. CONCLUSION 

In this paper, design and development of a testbed for network security analysis and 

experiments are presented that analyzes the communication network system. The developed 

testbed provides a three-layer research infrastructure which enables cyber-security scientists 

and engineers to analyze experimental tools and algorithms rigorously. The first layer 

concerns with the design of infrastructure for providing an environment to researchers for 

exploratory analysis and evaluating their safety algorithms and tools. The second layer is 

designed to improve realism and is used for modeling and simulating as a virtual enterprise 

that represents a real-world software development organization. The third layer is the 

interference layer that creates "noise" to emulate real human and machine communications 

patterns on the network.  

The developed testbed simulated the real computing environment by integration of attack 

scenarios and defense algorithms. To analyze the effectiveness and usefulness of thee 

developed testbed, we performed external and internal attacks and further defend the 

computing environment by implementing security mechanism. The developed testbed 

educates the naive users (maybe students, nontechnical staff or innocent employees who are 

unaware of security threats and challenges) against a specific type of attacks may happen in 

particular network configuration. In this way, the developed testbed strengthens security 

administrator by emulating the security posture of a network and suggesting necessary 

countermeasures to remediate or mitigate vulnerabilities presents in the system. In summary, 

the proposed framework optimizes security performance and network resiliency by validating 

the stability, accuracy, and quality of networks and network devices. 
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