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Abstract—Wireless Sensor is combination of multiple sensor node works independently to 

complete a single task.  Sensors are lightweight, tiny placed in the environmental are to 

grab the information.  Sensor node is capable of sensing and transmitting information by 

using provided hardware and unrepeatable limited resources. Data aggregation helps to 

save the energy and to increase the life of sensor by minimizing data communication rate. 

WSN has many critical applications where security is important concern.  Applying a 

security to the data aggregation is the secure data aggregation. Security provided using 

encrypted keys and suitable to WSN because of restricted resources. Digital watermarking 

is adding a information about a digital file into a digital file to provide security and 

copyright of the data. 

Keywords— Wireless Sensor Network, Data aggregation, Secure Data Aggregation, Digital 

Watermarking.  

 

I. Introduction 

Sensors are individual unit of sensing, power, processing, communication consists of 

hardware and certain resources to perform a task.  Sensors are deployed in the surrounding to 

sense and communicate the information wirelessly. A set of nodes work for the common goal 

using wireless medium is the wireless sensor network. Many fields are dependent on the WSN 

for the changes going in another area without human action. Environmental monitoring, Military 

applications, Healthcare applications, Home intelligence etc. are the applications of the WSN.  

Limited energy capacity, limited hardware resources etc are the network challenges of the 

WSNs. Sensor nodes work with the limited amount of energy. Life of the WSN gets affected by 

the battery of the sensor node .Data aggregation helps to increase the lifetime by limiting data 

sending procedure from source node to sink node. Data  

Aggregation combines and summarize the data into a single document coming from the 

various sensor nodes and sends to the sink node. Data aggregation removes redundant and same 

data in energy efficient way for enhancing network’s lifetime. Neighboring Sensor nodes may 

collect the same amount data from the ranged area. To reduce the data transfer of same data 

again and again and to reduce energy required, data aggregation is used [1]. In hierarchical WSN 

data aggregation is more helpful.  WSN has its application in battlefield monitoring, military 

applications etc. where security is required. Transmission of aggregated data to base station 

securely is secure data aggregation. Sensor nodes works in critical area to get delicate 

information like military related information. Such a information is always vulnerable to attacks 

and stealing. Security provision is always needed. Data coming from source node to destination 



International Journal of Computer Application (2250-1797)  
                                    Volume 7– No.3, May – June 2017 

 

81 
 

should be confident and integrated. Security to the aggregated data can be provided by various 

ways. Security provided using encryption keys is the safe but it requires generation and storing 

of the keys. Sensor nodes are tiny and lightweight with required amount of resources. Security 

provided using cryptographic keys is not suitable to the WSN. Computation cost and energy 

required to generate the keys are more which increases the energy usage. Memory required to 

store the keys may exceeds the capacity of sensor node. For these concerns watermark is most 

suitable solution. Watermark is the data or pattern inserted into the data to indentify the origin of 

the data and copyright of the data [2]. 

 Digital Watermarking is the kind of signature used to implant into the digital files to 

provide the security and copyright of the data. Embedding a digital watermark insures the 

confidentiality, integrity of the data [3].  

 

II. SECURE DATA AGGREGATION 

A. Data Aggregation 

Process of mentioning the whole data into a form of combination and summary is called as 

data aggregation. Wireless sensor network is the set of sensor nodes bind to execute a process 

of a single program. These sensors are light weight and mini size place in the untouched area 

randomly for having information about movements. Sensors are formed of units to support 

the work of sensing, communication, processing and transferring with some certain availed 

resources. Life of the sensor is dependent on the resources. The provided resources to the 

sensor are unchangeable. [4]To save the energy data aggregation is used. Data aggregation 

enhance the lifetime by limiting the information transfer rate. Purpose of the data 

Aggregation is to remove the redundant data and reduces transmission of same data multiple 

times collected by the neighboring nodes.  Data aggregation process may be done by base 

station, aggregated node or cluster head  by collecting data from the multiple sensor nodes. 

Data aggregation helps to achieve data accuracy and increase the robustness. Neighboring 

sensors may collect certain amount of same data  so merging process is required to discard 

the same data. Data aggregation also minimizes traffic of data and reduces delay by saving 

energy. There are some aggregation techniques are used for aggregation purpose. Cluster 

based, multipath and tress based are three methods. 

1) Cluster Based Method:  WSN is used to observe large area so it is impossible for every 

sensor node to convey the data without intervening to the base station. To convey the data for 

a large distance require a large energy. To minimize the use of energy WSN is dividing into 

the number of clusters. Every cluster has cluster head with maximum energy, perform the 

aggregation of data coming from every cluster member and convey to sink node [4]. 

 

2) Tree Based Method: WSN is divided into the form of construction of tree. Source nodes 

are leaf nodes, aggregation nodes are intermediate node and root node works as base station. 

If the data packet is lost from the any level then data packet is completely lost from the that 

complete sub level is disadvantage of this method [4].  
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3) Multipath method:  Tree based method provides less robustness .Multipath method 

overcomes this disadvantage of tree based method. A sensor node sends sensed and partially 

aggregated data to the sink node using multiple paths. Every node is allowed to send data 

packets to many neighboring nodes and this intermediate nodes does aggregation of data 

every time. This method provides strong robustness but also increases overhead [4]. 

 

B. Secure Data Aggregation. 

Data aggregation removes redundancy and gives accuracy but there are chances of data 

alteration during data aggregation. If the data is compromised while performing aggregation 

operation then it threatens the use and semantics of the aggregated data[5]. Secure data is 

aggregation can be divided into two plain sensor data aggregation and encrypted sensor data 

aggregation. Methods of secure data aggregation using encryption techniques are based on 

the homomorphism algorithms.  Homomorphism algorithms are consists of   symmetric and 

asymmetric key algorithms. Data confidentiality, data integrity, availability, Data freshness, 

data authentication, non repudiation are the security requirements for the secure data 

aggregation. 

 Data confidentiality ensures that data should be accessed by authorized person and 

prevents unauthorized access. Data confidentiality in WSN ensures that node data collected 

by the node is not illegally accessed by the attacker. Data confidentiality is categorized as 

hop to hop and end to end basis. Hop to hop data aggregation provides encryption and 

decryption at every hop. Every hop decrypts the received data perform the aggregation 

operation. After performing aggregation again encrypts the data and send it to the next hop. 

Hop to hop requires extra computation of energy. End to end security data is encrypted by 

the source node only and decrypted by base station [5] [6].   

 Data integrity assures that message contained is not compromised while sending data. 

During the transmission of procedure attacker may add false data and try to change the 

message[6]. Data authentication mechanism provides identification of maliciously inserted 

packet to the sensor nodes and peer node. Authentication provides the access to data only 

authenticated user because compromised may insert fake data to data aggregator using 

various fake identities. Authentication is divides into data authentication and entity 

authentication. Data authentication ensures data integrity that is received data is same as 

generated one. Data received from the claimed sender only is ensured by entity 

authentication [5] [6]. Data availability provides availability of network and accessibility of 

data.  Attacker affects the part of a network where the attack is launched. This requires extra 

consumption of energy [6]. 

 

III. Digital Watermarking. 

Watermark is the piece of information added into the data to protect the original data 

from copying and modifying. Watermarking prevents unauthorized use of contents. 

Watermarks are divided on the basis of human perception, applications, information level 
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needed to detect embedded data, detection of watermark on the user’s authorization, 

knowledge of user about watermark.[7]  

Digital watermark is the process of insertion of stream of bits into the data packet 

invisibly and without changing the original contents for security and copyright to data. To 

provide security using encryption requires extra computation energy and storage to generate 

and store keys. Watermark does not need storage and extra computation for generation as 

new watermark is generated for data packet. Watermark process consists of watermark 

generation, insertion, and communication and detection process. In generation of watermark 

process binary stream and hash function are used over pseudorandom sequence and product 

function respectively. To detect the watermark static correlation is used[8].  

1. Human vision. 

The human vision categorized as visible and invisible. Visible watermarks are able to seen by 

eyes and identifies logo. Visible Watermarking changes original data. After addition of 

watermark there is a change in original data and algorithms used to embed are not complex 

computationally. 

 Invisible watermark cannot be seen by eyes. Original data remains the same after addition 

of watermark into the data. Compared to visible watermark invisible watermarks are more 

robust to the attacks. Invisible watermark can be used in many applications as the quality of 

content remains the with embedding of watermark [7]. 

2. Applications. 

On the basis of applications watermarks are categorized as robust, semi fragile and fragile 

watermark. Fragile watermarks gets break with the slight modifications as these are very 

sensitive. Semi fragile watermark provides data authentication and integrity. Semi fragile 

watermark gets break if the modifications exceed the set threshold. Robust watermark is used 

for the copyright as robust watermarks are not able to break easily by the attacks.  Robust 

watermark added into the data remains permanent and it damages the quality of content if 

tries to remove the watermark [7].  

3. Information level needed to detect embedded data. 

Watermarks are divided into the non blind, semi blind and blind watermarks on the basis of 

information needed for detection of embedded data. Blind watermarks are not robust to any 

attack on the signal. Blind watermarks Semi blind watermarks need some unique information 

to detect the embedded data in the signal. To detect the embedded information non blind 

watermark require the original information [7].  

4. Detection of watermark on user’s authorization 

This type is divided into the public and private watermarks. Public watermarks authorize the 

users to identify the watermark in the original information. Private watermarks don’t 

authorize the users to identify the watermark in the original information [7]. 

5. Knowledge of user about watermark. 

This type is consists of steganographic and steganographic watermarks. Steganography 

conceal the confidential information into the normal message and only destination extracts 
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the original data.  Steganographic watermark allows users to know about the presence of 

watermark and in non steganographic watermark users are not able to know about the 

presence of watermark [7] 

TABLE I:  Comparative Analysis on Secure Data Aggregation.

Paper Title Mechanism Advantages Disadvantages Simulati

on tool 

Measurements 

[9] 1.data is capsulated in 

news package having 

diverse data fields 

 

2. uses invalid data 

field to embed a 

watermark 

1.Detects data  

reliability 

Robustness of 

watermark is not 

high, 

Real 

World 

Embedded bit Vs 

sending package 

[10] 1.Watermarking is 

embedded into 

sensory data 

 

2.system restores 

original data 

completely 

1. Energy consumption 

is reduced 

 

2 Low energy required 

to authenticate data 

Fragile 

watermarking is 

used 

Testified 

in real 

networks 

Data values Vs time 

[11]  1.Use one way hash 

function to create 

watermarking 

 

2.Then embeds into 

redundant space of 

targeted bytes 

 

3.Base station extracts 

watermark 

1. No need of 

extra storage 

space 

2. Provide data 

integrity 

1.Not work when 

resolution of 

collected data is 

equal to size of 

data field 

 

2.Data lost is not 

detected 

Real 

world 

Transmission data vs 

Sensed data 

[12]  1.Locally fixed 

watermark       is used 

to integrate into data, 

transmitted to 

neighbors 

 

2. watermark is 

calculated on 

receiving packet 

,compared with 

locally fixed 

watermark 

1. Reduces Energy 

consumption 

 

2.Reduces network 

traffic 

Not works on real 

WSN 

Cup 

Carbon 

simulator 

1. Energy 

consumptio

n per node 

2. Accuracy of 

extracted 

watermark 

 [2] 1. Watermark s 

generated for each 

data segment; 

integrated into fixed 

space by source node  

 

 2. Receiver node 

checks the watermark. 

Embeds its own MAC 

address, generates 

1. Communication 

overhead is reduced. 

 

2.Provide secure 

channel  

 

 

Data aggregation is 

not delay tolerant.  

 

NS-2 Energy level 

comparisons of MH-

EESDA with 

existing data 

aggregation 

protocols.  

 

 

 



International Journal of Computer Application (2250-1797)  
                                    Volume 7– No.3, May – June 2017 

 

85 
 

watermark. Sends to 

neighbor node. 

 

[13] 1. Results are 

transformed 

embedding 

into sending 

data formed 

by 

watermark 

2. Watermark 

is verified to 

authenticate 

the received 

data. 

3. After 

verification 

of watermark 

receiving 

node sends 

data by 

adding its 

own 

watermark. 

1. Embedding process is 

simple and energy 

efficient. 

1. Hop by hop 

authentication is 

used which 

requires extra 

computation of 

energy. 

Matlab 1. Peak signal 

to noise 

ratio. 

 

2. Mean 

absolute 

deviation. 

      

IV. IDENTIDIED CHALLENGES. 

[9]Copyright protection method - Copyright protection mechanism is used to protect the data. 

Watermark is provided for the copyright. Robustness of the watermark is not high against attack. 

Less robust watermark gets easily break. Size of the collected data does not fit the size of data 

field. MSRB bits are used to complete the data field. [10]Fragile watermarking - Reversible 

watermarking scheme is used to restore the original data completely. Fragile watermarking type 

is used which gives information about attack by getting broken easily. But this type of watermark 

is less robust and data is able to change easily.[11] Non destructive algorithm - One way hash 

function is used to generate the watermark but data is not detected if the size of the collected data 

gets equal to data field. It does not detect the complete data lost. This algorithm does not get 

adapt when the data fields and collected data are of same size. [12] Semi blind watermarking - 

This reduces the energy consumption and network traffic but the work is not applicable to the 

real wireless sensor networks. [2] Fragile watermarking - Secure data aggregation provides 

secure channel by using verification process but the aggregated data is not delay tolerant. Fragile 

watermarking helps to know that data is threatened by getting break easily but data gets altered 

easily [13] Multilevel Authentication - Watermark embedding process is lightweight. To make 

data more secure hop by hop data authentication is used. To authenticate data and watermark at 

every hop   requires extra computation and energy. Usage of energy is more. 

 

 

 



International Journal of Computer Application (2250-1797)  
                                    Volume 7– No.3, May – June 2017 

 

86 
 

V. CONCLUSION 

This paper shows the secure data aggregation using digital watermarking techniques. First it 

gives the idea of secured data aggregation. Then it gives the notion of digital watermarking. Data 

aggregation summarizes data and minimizes redundant data transfer over communication 

channel. Security is important concern with minimum resource requirements. Digital 

watermarking helps to provide security over an encryption using keys by minimizing 

computation energy and storage required to store keys. Watermark provides the data 

confidentiality and data integrity along with the copyright. Use of watermark informs about false 

data is insertion while conveying data. Watermark is created from the sensed data and inserted 

into data packet. Watermark helps to enhance the network lifetime by enhancing the life of 

sensor network along with the data confidentiality and data integrity.     
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