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ABSTRACT  

 

In recent days there were a tremendous increase in number of attacks that occur in the 

field of information technology during data transmission from one place to other. One among 

them is spoofing attack, which comes in different ways based on their attack type. As we all 

know that all the sensitive data will be transferred from one location to other location through 

network with an unique IP address and a port numbers, their exist an attack in the network 

known as IPSpoofing, which is the process of creating a internet protocol (IP) packets with a 

fake or wrong source IP address and sends to another system with a wrong sender identities. It 

is also defined as a technique that is used to gain unauthorized access to computers, whereby 

the attacker sends messages to a computer with an IP address indicating that the message is 

coming from a trusted or valid host. Initially the hacker must find out the valid IPAddress of 

the server in order to create an attack on the network. In this current thesis, we mainly discuss 

about the passive mode of spoofing attack rather than the active mode, because the active node 

of spoofing attack can be stopped or prevented at the starting stage of data sending or data entry 

inside the network. Normally the PIT method triggers ICMP (Internet Control Message 

Protocol) also known as error messages or path backscatter, which is mainly identified by the 

spoofed traffic, and tracks the spoofers information based on the pre-defined topology. In this 

proposed thesis, PIT can able to identify the behavior and presence of spoofers very efficiently. 

By conducting various experiments on our proposed PIT model, we finally came to a 

conclusion that PIT is very efficient in capturing the location of spoofers based on path 

backscatter data set and this paper will evaluate the causes and collection of spoofing problems. 

As an extension for this proposed PIT model, we analyzed many more spoofing attacks like 

bandwidth spoofing, Malicious Spoofing, Router Spoofing. 

 

Key Words: Router Spoofing, Back Scatter, Malicious Spoofing, Passive Mode, Spoofed 

Traffic Prevention, Bandwidth Spoofing, Attackers.  
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I. INTRODUCTION 
 

In current days security plays a vital role in each and every domain including hospitals, 

shopping malls.restaurents, IT Companies, Buisness Organizations and so on. As security plays a 

major role, there were a lot of attackers in the network who try to send a valid application 

requests as input, and try to create attacks during data transmission in the network. In this paper, 

we mainly concentrate our analysis work on backscatter traffic inferred that there were several 

hundreds of DDoS attacks with always spoofing affected per day. There was another major 

popular.IP Spoofing is one of the non physical attack which has the best practical methods of 

attacking a node inside a network in order to gain unauthorized access over the network [1]. The 

spoofing attack is mainly based on the fact that internet communication between several 

computers is always handled by core routers, which is used to find out the best paths between 

source node address and destination node address, but generally ignore the origination address. 

The origination source address is only used by the destination machine in the time of responding 

back to the source as a reply from the source. For performing an IP Spoofing attack, the intruder 

always sends messages to a computer indicating that the message has come from a trusted 

system. To pretend that he/she is successful, the intruder node must first determine the IP address 

of a trusted system, and then he/she should modify the packet headers to that it appears that the 

packets are coming from the trusted system. In order to identify whether there is any attack takes 

place inside a network during communication especially the spoofing attack, there are various 

primitive methods that are available in literature based on IPaddress, Hop count, based on router 

information, based on router IP-address, based on message authentication code and many more. 

All these methods are meant for identifying whether there is any attack that occurs within the 

network or not [2]. 

 

 

 
 

FIGURE. 1. SHOWS THE ARCHITECTURE OF AN ATTACKER CREATING 

IP-SPOOFING ATTACK IN THE NETWORK 
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From the above figure 1, we can clearly identify the procedure for creating IP-Spoofing 

attack over network during data communication. If u look at the figure 1,u can find out the 

IPAddress of attacker as 2.2.2.2 ,where the real ip address of source node is 1.1.1.1 and the 

router ip address is 3.3.3.3.Here the attacker will change the real ip address of source node into 

different ipaddress and he will send the data through the network. Then the receiver who receives 

the data from that source node will think that he got the data from 3.3.3.3  IP address rather than 

from 1.1.1.1.This clearly tells that IPAddress is spoofed and it is been showing as a trusted host 

inside the network.In this thesis we for the first time have implemented a new mechanism called 

as Passive IP trace back with an advanced tracing capability of spoofing attacks, with this we can 

able to find out the attacks that occur both from router side and end-to-end node side with very 

less effort [3]. Sometimes the routers may fail in forwarding the IP Spoofing packets due to 

various reasons like time to live or many others like exceeding the minimum time that was 

specified for each and every transaction. At this point only the router will try to invoke ICMP 

protocol to generate the ICMP error message and try to send that error message to the entire all 

nodes in the network[4]. As this error messages are send for all the nodes which are nearer to the 

spoofed node or far from the spoofed nodes they will try to give some information for all other 

nodes in terms of saving their data from hacked nodes. As the whole network can find the 

spoofed node presence so they can take a privilege of saving their data and take counter measure 

on several attacks. In this paper for the first time we have implemented a new concept like path 

back scatter in which the ICMP messages will be send either in forward direction as well as for 

the backward direction for all the other nodes that are available within the network, this is termed 

as path back scattering [5]-[7]. 

 

 

 
 

FIGURE 2. REPRESENTS THE  PROCEDURE  FOR IDENTIFING THE SPOOFER 

ATTACK IN A NETWORK 
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From the figure 2, we can clearly get an idea that spoofing is done in a way that source 

and destination cant able to easily recognize the presence of attack during transmission until a 

clear observance is required for identification of attack. As we can see there are two users or 

nodes like X and Y ,where ‘X’ is nothing but source and ‘Y’ is assumed as destination node. 

Now there are several intermediate nodes available in between these two nodes like A, B, C, D, 

E and so on. Initially  source node ‘X’ try to choose a file and send that to node ‘Y’ in a shortest 

path with the help of several intermediate nodes, now we apply any one of minimum  shortest 

path algorithm to find out the shortest path between source and destination. As from the above 

figure we clearly found that shortest path for sending data from node ‘X’ to node ‘Y’ is 

XAY. While we are sending the data in this path, their exists an intermediate node like 

‘H’,also known as Spoofer or Attacker in which the spoofer enter within the communication and 

he try to change the IP Address of node ‘X’ as ‘D’ without knowing that to either of the two 

nodes like ‘X’ and ‘Y’ during communication. Now the data will be transferred to the destination 

node in the path of XDY.In this process if there is no techniques or mechanisms that were 

available to identify the spoofing, no users can identify the spoofing of packets during 

communication. So in this paper we are using PIT like Passive IP Traceback technique to 

identify the spoofing of packets and this can back scatter to another path until it reaches the 

packets to destination node in a secure manner.As we all know that it is very hard to find out the 

origin of the Spoofing attack and the presence of spoofer within the network as this gives a great 

importance for this paper, where we can able to find out the attack and also the presence of 

attacker. In order to stop these spoofing attacks, the administrator who operates the network 

should able to know the exact location of the spoofer, so that if that was known we can able to 

try to deterred from launching the same type of attacks in future. In this paper we try to find out 

the presence of spoofing attacks and also the spoofer within the network so that, our proposed 

system builds a great reputation in this area [3]-[5]. 

 

In this paper we for the first time have implemented a new mechanism called as Passive 

IP trace back with an advanced tracing capability of spoofing attacks, with this we can able to 

find out the attacks that occur both from router side and end-to-end node side with very less 

effort. Sometimes the routers may fail in forwarding the IP Spoofing packets due to various 

reasons like time to live or many others like exceeding the minimum time that was specified for 

each and every transaction. At this point only the router will try to invoke ICMP protocol to 

generate the ICMP error message and try to send that error message to the entire all nodes in the 

network. As this error messages are send for all the nodes which are nearer to the spoofed node 

or far from the spoofed nodes they will try to give some information for all other nodes in terms 

of saving their data from hacked nodes[6]. As the whole network can find the spoofed node 

presence so they can take a privilege of saving their data and take counter measure on several 

attacks. In this paper for the first time we have implemented a new concept like path back scatter 

in which the ICMP messages will be send either in forward direction as well as for the backward 

direction for all the other nodes that are available within the network, this is termed as path back 

scattering[7] .Also in this paper we have implemented a new concept like different types of 

spoofing attacks that occur due to various reasons. One among them is bandwidth spoofing in 

which spoofed traffic can be easily identified if any change in its original bandwidth during data 

transmission[8].  
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II. RELATED  KNOWLEDGE 

 

In this section we will mainly discuss about the main concepts that were used in this 

proposed paper like: Initially about the spoofing of data inside the local area network and next 

we will find out the impact of spoofing over the network. 

 

MOTIVATION 

 
As we know that, there were many approaches available in the literature to handle these 

IP spoofing attacks during various levels that occur in network, or to identify the original sources 

of spoofed traffic. In these primitive studies, we mainly focus only on approaches that work in a 

generic in nature, single-step, and packet-filter manner [9]. There are many approaches in 

literature which associate each IP address with some parameter (e.g., a best path (or) route to the 

filter, a secret mark, A MAC identification key and a lot more.) via a parameter table which we 

initially take. When a packet arrives from a distinct source node, the chosen parameter’s value is 

inferred from that parameter table, and compared to the value in the parameter table, while doing 

this mismatching packets are considered as spoofed packets which is clearly shown in figure 2. 

  

 

 
 

FIGURE 3. REPRESENTS THE PROCESS OF FILTERING THE SPOOFED PACKETS 

DURING DATA TRANSMISSION WITHIN A NETWORK 

 

From the above figure 3, we can clearly see BGP (Border Gateway Protocol) as the back-

bone for identifying the best path for sending the data from source to destination node. For any 

network initially topology should be created and once the topology is done then immediately we 

we need to choose one node as source node and other node as destination node. In the above 

figure we can find some sort of defense present in the network which can able to filter the traffic 
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of each and every successful packets. If there are any packets found as spoofed then it is 

identified at the defense level and immediately it is discarded. But if the same packets found 

original and if they don’t have any changes in the packet headers or data, then it is recognized as 

genuine packets from the valid sender and this will be carried to the destination node. So all the 

existing approaches are succeed in finding only the spoofed traffic, but there is no 

countermeasure for the packets failed at the network level. 

 

III. A NOVEL PIT APPROACH FOR IDENTIFYING SPOOFED 

ATTACKS IN PASSIVE MODE 

 

In this section we will find out the proposed path back scattering technique that was used 

in current PIT algorithm in order to find out the spoofer identity and also provide an alternate 

solution from that spoofing attacks. Now let us look about them in detail: 

 

PRELIMINARY KNOWLEDGE 

 

The preliminary information what we should have before analyzing this proposed 

algorithm is during data transfer in a network , we can’t expect that all the packets can reach the 

destination at all times. But only some packets may reach successfully and some may not reach 

successfully for the specified location. There may be various reasons behind this failure of 

packets in the network. Normally the failures will occur due to various reasons and once if any 

attack occur in the network, the path back scattering technique comes into an active role like 

sending an ICMP error message from the source node to all the nodes that are available within 

the network to indicate that some packets are lost during transmission. The main advantage of 

path back scattering is to sent the source IP address the original packet if the IP address is not 

changed [10] ,if the same IP address is changed by an spoofer or attacker then the message will 

be send to the IP address which is owned by the spoofer.  

 

 
 

FIGURE 4. REPRESENTS THE SCENARIO OF PATH  BACKSCATTERING 

GENERATION AND COLLECTION 
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In the above figure 4, we can clearly find out the path backscattering generation and 

collection of the spoofed traffic at router level. Here in the above figure we can see clearly that 

attacker try to send the spoofed traffic over the network. Here from the above diagram we can 

clearly see that even if any attack is occurred in the network, the attacker will try to send the 

spoofed traffic over the network to the destination or receiver node, where the spoofed traffic is 

send over the routers. Now if the traffic is found as spoofed then immediately it should path 

backscatter the spoofed origin to the original source node and it should tell the exact origin of 

that spoofed packets [11]. 

 

 
 

As we all know that path backscatter messages can be triggered at various situations. 

Based on RFC792, there can be totally 5 types of path backscatter messages, as listed in the 

following sections. If a path backscattering message is invoked, it can be identified by various 

number of codes associated with each type as shown in table 1. To decide the ICMP message, it 

handles the combination of a type and code, both combine to identify the root cause of the ICMP 

message. A class is termed as combination of type name and code name in a tabular manner. 

Generally in the table 1, we can see different class names that are represented for identification 

of path back scatter messages.  

 

IV. PROPOSED SYSTEM ARCHITECTURE 

 
The system architecture clearly represents the conceptual model  that defines the  basic 

structure, behavior, and more views of a system. An architecture diagram is a formal description 

and representation of a system, organized in a way that supports reasoning about 

the structures and behaviors of the system. The proposed system architecture has the following 

facilities like detailed flow of all the user activities. 

 

https://en.wikipedia.org/wiki/Conceptual_model
https://en.wikipedia.org/wiki/Structure
https://en.wikipedia.org/wiki/Behavior
https://en.wikipedia.org/wiki/View_model
https://en.wikipedia.org/wiki/System
https://en.wikipedia.org/wiki/Structure
https://en.wikipedia.org/wiki/Behavior
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FIGURE 5. REPRESENTS THE  SYSTEM ARCHITECTIURE OF PROPOSED NOVEL 

PIT  APPROACH 

 

We can clearly find out the architecture of our proposed PIT path back scatter process 

with extended spoofing attacks along with primitive attack like IP Spoofing in the above figure. 

If we look at the architecture in clear we can find a sender who will always try to choose the data 

file and encrypt the data using AES algorithm and upload into the network so that the data 

request will be initially send to the routers that are available within the network and the routers 

will check if there is any attack occurred within the network between the intermediate nodes. If 

there is any attack found the router will immediately send the status to the service provider and 

to all other nodes  that are available within the network. The attacks may be like IP Spoofing 

attack which occurs if the intruder tries to change the source or destination IP during 

transmission of data, such an attacks are nothing but source IP Spoofer or Dest IP Spoofer. 

Sometimes the intruders try to create a traffic during data transmission so that data will be 

delayed in sending to the destination, such an attacks are nothing but DOS attacks.Also there is 

another type of spoofing attack called as Bandwidth or Energy attack, where if there is any 

change in original bandwidth then such a attack is known as Energy attack. 
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V. CONCLUSION 
 

In this paper, we finally implemented a new protocol for tracing ip spoofing attacks in 

passive mode and then provide a counter measure for those attacked packets from that attacked 

position. This approach is implemented by appending ICMP Error Messages and public available 

information for the current application. In this current thesis we try to find out the cause, 

collection and results by using the path back scattered method. In this proposed thesis we applied 

two levels of algorithms, one is IPTraceback for identifying the spoofed traffic during data 

communication and other approach is path back scatter which is mainly used for sending the 

injected or attacked packets to a valid destination despite of its attacked position. Along with this 

we also implemented other types of spoofing attacks like bandwidth spoofing ,if there was any 

change in bandwidth it is identified as bandwidth spoofing and also if there is any change in 

signature key ,it is identified as malicious or packet spoofing and if the same packets need to be 

send through the router and if the router IP is changed then it is treated as router spoofing. After 

a deep analysis and experiments, our simulation results clearly justifies that this proposed novel 

PIT is best in providing security for the data which is communicated over networks with attacked 

filtered packets. 
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