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Abstract 

For the last two decades we have heart a word 
virtual Cyber war & terrorism. experts and 
government officials have warned of cyber-
terrorism as a looming threat to national security. 
However, if we define cyber-terror as an attack or 
series of attacks that is carried out by terrorists, 
that instills fear by effects that are destructive or 
disruptive, and that has a political, religious, or 
ideological motivation. Every one use internet 
individuals, organizations, and nations incredible 
new power, based on constantly developing 
networking technology. 
For everyone – students, soldiers, spies, 
propagandists, hackers, and terrorists– information 
gathering, communications, fund-raising, and 
public relations have been digitized and 
revolutionized. As a consequence ,the use and 
abuse of computers, databases, and the networks 
that connect them to achieve political and military 
objectives now have a cyber dimension, the size 
and impact of which are difficult to predict, and 
difficult to retaliate as well. A cyber attack is not 
an end in itself, but a powerful means to a wide 
variety of ends, from propaganda to espionage, 
from denial of service to the destruction of critical 
infrastructure. The nature of a national security 
threat has not changed, but the Internet has 
provided a new delivery mechanism that can 
increase the speed, scale, and power of an attack. 
However, the question arise here is that, can a 
cyber attack pose a serious threat to national 
security? Decision makers are still unsure. With 
this background this paper will try to understand 
cyber-terrorism and threat it poses to Indian 
national security. 
 
Keywords: Cyber war, Virtual war, Cyber  crime, 
malware, virtual cyber war & terrorism in India, 
virtual war. 
  

 

 

Introduction 

 

Firstly we can understand the word "Cyber crime". 
This word combines with the two terms "crime" 
and “cyber" from the word "cybernetic", from the 
Greek, which means to lead or govern. The 
"cyber" environment includes all forms of digital 
activities, regardless of whether they are 
conducted through internet, networks and without 
borders. This extends the previous term "computer 
crime" to encompass crimes committed using the 
Internet, all digital crimes, and crimes involving 
telecommunications networks. This more recent 
terminology covers a wide variety of facets, 
leading to different approaches, depending on the 
dominant culture. Crime is a social and economic 
phenomenon and is as old as the human society. 
Crime is a legal concept and has the sanction of 
the law. Crime or an offence is “a legal wrong that 
can be followed by criminal proceedings which 
may result into punishment.”  However in 2016, 
everything from internet to kitchen instruments or 
elections to electricity bill, even banks are 
computerized and connected to the Internet, the 
terrestrial distance between adversaries can be 
irrelevant because everyone is a next-door 
neighbour in cyberspace. National security, public 
safety and economic challenges can become a 
double-edge sword. Cyber attacks can not only 
quickly harm data and computing networks, but 
also damage computer-controlled critical 
infrastructure, such as electric power, 
telecommunications, bank (money) transfer, air 
traffic, and first-responder communications. 
This shows that the very technology that empower 
us to lead and create also empower individual 
criminal hackers, organized criminal groups, 
terrorist networks and other advanced nations to 
disrupt the critical infrastructure that is vital to our 
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economy, commerce, public safety, and military 
security. 
 
 

 

History 
 

 The first recorded (cyber) crime took place in the 
year 1820 which is not surprising considering the  
fact that the abacus, which is thought to be the 
earliest form of a computer, has been around since 
3500 B.C. in India, Japan and China. The era of 
modern computers, however, began with the 
analytical engine of Charles Babbage. In 1820, 
Joseph-Marie Jacquard, a textile manufacturer in 
France, produced the loom. This device allowed 
the repetition of a series of steps in the weaving of 
special fabrics. This resulted in a fear amongst 
Jacquard's employees that their traditional 
employment and livelihood were being threatened. 
They committed acts of sabotage to discourage 
Jacquard from further use of the new technology. 
This was the first recorded cyber crime. 
Today computers have come a long way, with 
neural networks and nano-computing promising to 
millions of calculation within the seconds. 
Computers /Internet is growing rapidly in the 
india. Its has given or create new opportunities  in 
every field like-entertainment (Smart Television), 
business (e-commerce ), Travelling(GPS),Kitchen 
(Oven), education sector(E-learning/Digital 
Schools/Cloud campus).There are two sides of 
everything so that internet has also two side its 
disadvantages as well as advantages. One of the 
major disadvantages is Cybercrime –illegal 
activity committed on the internet. The internet, 
along with its advantages, has also exposed us to 
connecting with a large network. Internet being 
misused for illegal activities like spam, credit 
card/ debit card fraud, software piracy.  
"The modern thief can steal more with a computer 

than with a gun. Tomorrow's terrorist maybe able 

to do more damage with a keyboard than with a 

bomb"   

Definition of Cyber-crime  

 

 Cybercrime is defined as a crime, in which a 
computer is the object of the crime (hacking, 
Phishing, spamming) or is used as a tool to 
commit an offense (child pornography, hate 
crimes). Cybercriminals may use computer 
technology to access personal information, 
business trade secrets, or use the internet for 
exploitive or malicious purposes. Criminals can 
also use computers for communication and 

document or data storage. Criminals who perform 
these illegal activities are often referred to as 
hackers. “Cyber terrorism is the convergence of 
terrorism and cyber space. It is generally 
understood to mean unlawful attacks and threats 
of attacks against computers, networks, and 
information stored therein when done to 
intimidate or coerce a government or its people in 
furtherance of political or social objectives, 
Further, to qualify as cyber terrorism, an attack 
should result in violence against persons or 
property or at asset cause enough harm to generate 
fear, Attacks that lead to death or bodily injury, 
explosions, plane crashes, water contamination or 
severe economic loss would be examples. Serious 
attacks against critical infrastructures could be 
acts of cyber terrorism depending upon their 
impact. Cyber terrorism encompasses attacks 
against life and electronic infrastructure which are 
directed against national security establishments 
and critical infrastructure. The aim of the attacks 
is to cause a state of terror and panic in the general 
public. 
 
Indian Websites Defacements 

 
The number of pro-Pakistan defacements of 
Indian web sites has risen markedly over the past 
one decades: 45 in 1999, 133 in 2000, and 275 by  
the end of August 200,154 in 2014 Indian sites 
defaced by Pakistani hacker groups including G-
Force and Doctor Nuker have been either political, 
highly visible, or involved in information 
dissemination (for example, the Indian Parliament, 
the TV network Zee, the Asian Age newspaper, 
the Indian Institute of Science, and the Bhabha 
Atomic Research Center.) In the case of the 
Bhabha Atomic Research Center, five megabytesii 
of possibly sensitive nuclear research or other 
information was reportedly downloaded. 
 
Insider threat vs. inside threat: Defining the 

term 

 

The traditional meaning of an insider threat is 
when a current employee or contractor with 
authorized access to a secure network 
intentionally or accidently misuses it to carry out a 
malicious activity. This type of activity can 
include sabotage, theft, espionage, fraud, 
mishandling of data or physical devices, as well as 
using information to gain a competitive 
advantage.An infamous example of this was in 
2008 when a city employee changed 
administrative passwords to gain exclusive access 
to most of the city’s municipal data.  
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Insider vs. inside threat 

 

Coining an attack as “insider threat” makes the 
assumption that if something is happening inside 
the network then it must be an insider. The reality 
is that a breached network is typically not an 
actual employee, but rather an outsider disguised 
as an insider. 
In this day and age, the term insider threat is often 
misused. The correct term should be “inside 
threat,” as that addresses user credentials and 
system compromises by an outside entity. And, I 
say “entity” because it’s only a matter of time 
before we see attacks attributed to artificial 
intelligence applications, not just attackers 
running scripts or sitting in front of their chair. 
 

Protecting against inside threats 

 
The first step in protecting against inside threats is 
having situational awareness and being able to 
acknowledge and recognize abnormal or 
inappropriate activity by systems, services, and 
people on your network. These are often the early 
signs that an attack is in progress. The subtlety 
here is that an attack can occur but the attacker is 
unsuccessful in gaining access to the crown 
jewels. This means keeping track of who has 
administrative privileges and having full control 
of the network that is connected to company 
resources, including endpoints. 

 Cyber Crimes against Persons: 

There are certain offences which affect the 
personality of individuals can be defined as: 

 Harassment via E-Mails: It is very 
common type of harassment through 
sending letters, attachments of files & 
folders i.e. via e-mails. At present 
harassment is common as usage of social 
sites i.e. Facebook, Twitter etc. increasing 
day by day. 

 Cyber-Stalking: It means expressed or 
implied a physical threat that creates fear 
through the use to computer technology 
such as internet, e-mail, phones, text 
messages, webcam, websites or videos. 

 Dissemination of Obscene Material: It 
includes Indecent exposure/ Pornography 

(basically child pornography), hosting of 
web site containing these prohibited 
materials. These obscene matters may 
cause harm to the mind of the adolescent 
and tend to deprave or corrupt their mind. 

 Defamation: It is an act of imputing any 
person with intent to lower down the 
dignity of the person by hacking his mail 
account and sending some mails with 
using vulgar language to unknown persons 
mail account. 

 Hacking: It means unauthorized 
control/access over computer system and 
act of hacking completely destroys the 
whole data as well as computer 
programmes. Hackers usually hacks 
telecommunication and mobile network. 

 Cracking: It is amongst the gravest cyber 
crimes known till date. It is a dreadful 
feeling to know that a stranger has broken 
into your computer systems without your 
knowledge and consent and has tampered 
with precious confidential data and 
information. 

 E-Mail Spoofing: A spoofed e-mail may 
be said to be one, which misrepresents its 
origin. It shows it’s origin to be different 
from which actually it originates. 

 SMS Spoofing: Spoofing is a blocking 
through spam which means the unwanted 
uninvited messages. Here a offender steals 
identity of another in the form of mobile 
phone number and sending SMS via 
internet and receiver gets the SMS from 
the mobile phone number of the victim. It 
is very serious cyber crime against any 
individual. 

 Carding: It means false ATM cards i.e. 
Debit and Credit cards used by criminals 
for their monetary benefits through 
withdrawing money from the victim’s 
bank account mala-fidely. There is always 
unauthorized use of ATM cards in this 
type of cyber crimes. 

 Cheating & Fraud: It means the person 
who is doing the act of cyber crime i.e. 
stealing password and data storage has 
done it with having guilty mind which 
leads to fraud and cheating. 

 Child Pornography: It involves the use of 
computer networks to create, distribute, or 
access materials that sexually exploit 
underage children. 

 Assault by Threat: refers to threatening a 
person with fear for their lives or lives of 
their families through the use of a 
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computer network i.e. E-mail, videos or 
phones. 

 

 

 Crimes Against Persons Property: 

As there is rapid growth in the international trade 
where businesses and consumers are increasingly 
using computers to create, transmit and to store 
information in the electronic form instead of 
traditional paper documents. There are certain 
offences which affects person’s property which is 
as follows: 

  Intellectual Property Crimes: Intellectual 
property consists of a bundle of rights. 
Any unlawful act by which the owner is 
deprived completely or partially of his 
rights is an offence. The common form of 
IPR violation may be said to be software 
piracy, infringement of copyright, 
trademark, patents, designs and service 
mark violation, theft of computer source 
code, etc. 

 Cyber Squatting: It means where two 
persons claim for the same Domain Name 
either by claiming that they had registered 
the name first on by right of using it before 
the other or using something similar to that 
previously. For example two similar names 
i.e. www.yahoo.com 
and www.yaahoo.com. 

 Cyber Vandalism: Vandalism means 
deliberately destroying or damaging 
property of another. Thus cyber vandalism 
means destroying or damaging the data 
when a network service is stopped or 
disrupted. It may include within its 
purview any kind of physical harm done to 
the computer of any person. These acts 
may take the form of the theft of a 
computer, some part of a computer or a 
peripheral attached to the computer. 

 Hacking Computer System: Hacktivism 
attacks those included Famous Twitter, 
blogging platform by unauthorized 
access/control over the computer. Due to 
the hacking activity there will be loss of 
data as well as computer. Also research 
especially indicates that those attacks were 
not mainly intended for financial gain too 
and to diminish the reputation of particular 
person or company. 

 Transmitting Virus: Viruses are programs 
that attach themselves to a computer or a 

file and then circulate themselves to other 
files and to other computers on a network. 
They usually affect the data on a computer, 
either by altering or deleting it. Worm 
attacks plays major role in affecting the 
computerize system of the individuals. 

 Cyber Trespass: It means to access 
someone’s computer without the right 
authorization of the owner and does not 
disturb, alter, misuse, or damage data or 
system by using wireless internet 
connection. 

 Internet Time Thefts: Basically, Internet 
time theft comes under hacking. It is the 
use by an unauthorised person, of the 
Internet hours paid for by another person. 
The person who gets access to someone 
else’s ISP user ID and password, either by 
hacking or by gaining access to it by 
illegal means, uses it to access the Internet 
without the other person’s knowledge. You 
can identify time theft if your Internet time 
has to be recharged often, despite 
infrequent usage. 

 Cybercrimes Against Government: 

There are certain offences done by group of 
persons intending to threaten the international 
governments by using internet facilities. It 
includes: 

  Cyber Terrorism: Cyber terrorism is a 
major burning issue in the domestic as well 
as global concern. The common form of 
these terrorist attacks on the Internet is by 
distributed denial of service attacks, hate 
websites and hate e-mails, attacks on 
sensitive computer networks etc. Cyber 
terrorism activities endanger the 
sovereignty and integrity of the nation. 

 Cyber Warfare: It refers to politically 
motivated hacking to conduct sabotage and 
espionage. It is a form of information 
warfare sometimes seen as analogous to 
conventional warfare although this analogy 
is controversial for both its accuracy and 
its political motivation. 

 Distribution of pirated software: It means 
distributing pirated software from one 
computer to another intending to destroy 
the data and official records of the 
government. 

 Possession of Unauthorized Information: It 
is very easy to access any information by 
the terrorists with the aid of internet and to 
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possess that information for political, 
religious, social, ideological objectives. 

 

 

 

 Cybercrimes Against Society at large: 

An unlawful act done with the intention of causing 
harm to the cyberspace will affect large number of 
persons. These offences include: 

  Child Pornography: It involves the use of 
computer networks to create, distribute, or 
access materials that sexually exploit 
underage children. It also includes 
activities concerning indecent exposure 
and obscenity. 

 Cyber Trafficking: It may be trafficking in 
drugs, human beings, arms weapons etc. 
which affects large number of persons. 
Trafficking in the cyberspace is also a 
gravest crime. 

 Online Gambling: Online fraud and 
cheating is one of the most lucrative 
businesses that are growing today in the 
cyber space. There are many cases that 
have come to light are those pertaining to 
credit card crimes, contractual crimes, 
offering jobs, etc. 

 Financial Crimes: This type of offence is 
common as there is rapid growth in the 
users of networking sites and phone 
networking where culprit will try to attack 
by sending bogus mails or messages 
through internet. Ex: Using credit cards by 
obtaining password illegally. 

 Forgery: It means to deceive large number 
of persons by sending threatening mails as 
online business transactions are becoming 
the habitual need of today’s life style. 

Affects To Whom:  

Cyber Crimes always affects the companies of any 
size because almost all the companies gain an 
online presence and take advantage of the rapid 
gains in the technology but greater attention to be 
given to its security risks. In the modern cyber 
world cyber crimes is the major issue which is 
affecting individual as well as society at large too. 

 

Infrastructure Attacks 

 

Serious cyber attacks against infrastructures, 
through unauthorized intrusions, DDoS attacks, 
worms, or Trojan horse programs, or malicious 
insiders. The spectre of an unanticipated and 
massive attack on critical infrastructures that 
disables core functions such as 
telecommunications , electrical power systems, 
gas and oil, banking and finance, transportation, 
water supply systems, government services, and 
emergency services Information systems 
associated with these critical infrastructures must 
be considered a likely target for terrorists, nation-
states, in the age of asymmetrical warfare. Some 
examples: 

 Banking and financial institutions utilize 
infrastructures that are vulnerable to cyber 
attack due to their dependence on networks. 
However, this sector still operates largely 
private networks and intranets with very 
limited external access, thus affording it some 
protection from external cyber attack. 
 

 Voice communication systems are vulnerable 
to proprietary software attacks from insiders 
familiar with the technical details of the 
system. This includes 911 and emergency 
services telephone exchanges. 
 

 Electrical infrastructures have sensors that 
assist engineers in shutting down components 
of the national grid in times of natural disaster, 
which could become vulnerable to cyber 
manipulation, potentially resulting in power 

      outages. 
 

 Water resources and the management of water    
 levels are often controlled by sensors and 
remote means. Physical security, in addition to 
heightened cyber security awareness, must be 
followed during the impending conflict. 
 

 Oil and gas infrastructures widely rely on the 
use of computerized Supervisory Control and 
Data Acquisition (SCADA) and Energy 
Management Systems (EMS). These systems 
could be vulnerable to cyber attack with the      
potential of affecting numerous economic     
sectors, such as manufacturing and      
transportation. 

  
Malicious insiders are the greatest threat to our 
critical national infrastructures. Insiders armed 
with specialized knowledge of systems and 
privileged access are capable of doing great harm. 
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Professions Giving Birth To Cyber Crimes 

 

 There are three kinds of professionals in the 
cyberspace:  
 

1. IT or Technology Professionals Since 
Cyber Crime is all about computers and 
Networks (Internet), many types of IT & 
Technology professionals are quite 
prominently active in the same, which 
include but are not restricted to:  
 
• Network Engineers  
• Cyber Security Software Professionals 
• Cyber Forensic Experts  
• IT Governance Professionals  
• Certified Internet Security Auditors 
• Ethical Hackers  
 

2. Cyber Law Experts Cyber Law has 
become a multidisciplinary approach and 
hence specialization in handling cyber 
crimes is required. Cyber law experts 
handle:  
 

 Patent and Patent Infringements or other 
business Cyber crimes. 

 Cyber Security for Identity thefts and 
Credit Cards and other financial 
transactions.  

  General Cyber Law. 

  Online Payment Frauds. 

 Copyright Infringement of software, music 
and video.  
 

3. Cyber Law Implementation Professionals 
Many agencies play a role in cyber law 
implementation, which include the e-
Governance agencies, law and 
enforcement agencies, cybercrime research 
cells and cyber forensic labs. Each of these 
would have a different category of 
professionals. 

 
 

PREVENTIVE MEASURES TO AVOID CYBER CRIMES   

 

 Cyber Forensics can be used to detect 
cyber Evidence. 

 To make necessary amendments in Indian 
laws to control on Cyber Crimes.  

 There is strong need to harmonize some 
sections of IT act 2000 to curb cyber 
crimes and Individuals to prevent cyber  

            stalking avoid disclosing any information      

            pertaining to one. This is as good as               
            disclosing your identity to strangers in  

public place.  

  Always avoid sending any photograph 
online particularly to strangers and chat 
friends as there have been incidents of 
misuse of the photographs.  

  Always use latest and update antivirus 
software to guard against virus attacks.   

 Always keep back up volumes so that one 
may not suffer data loss in case of virus 
contamination   

 Never send your credit card number to any 
site that is not secured, to guard against 
frauds.  

  Always keep a watch on the sites that your 
children are accessing to prevent any kind 
of harassment or depravation in children.   

 It is better to use a security programme 
that gives control over the cookies and 
send information back to the site as leaving 
the cookies unguarded might prove fatal.   

 Web site owners should watch traffic and 
check any irregularity on the site. Putting 
host-based intrusion detection devices on 
servers may do this.  

  web servers running public sites must be 
physically separate protected from internal 
corporate network 

 
 
Follow Standard .Best Practices. for Computer 

and Physical Security 

 

Prevention of cyber attacks in the near future will 
be no different than in the past. Best practices for 
maintaining systems should be followed as a tenet 
of any organization. standard operating 
procedures: 
 

 Operating systems and software should be 
updated regularly. 

 Strong password policies should be 
enforced. 

 Systems should be .locked down. 

 All unnecessary services should be 
disabled. 

 Anti-virus software should be installed and 
kept up to date. 

 High fidelity intrusion detection systems 
(IDS) and firewalls should be employed 

 
Security measures, which were previously 
considered excessive, should now be considered a  
minimum effort. System administrators must 
recognize that this new war on terrorism will 
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require increased vigilance from everyone, 
particularly those who are entrusted with 
maintaining critical information assets. These 
basic steps will go a long way toward preventing 
cyber attacks. 
 
 

 

Conclusion 

Since users of computer system and internet are 
increasing worldwide, where it is easy to access 
any information easily within a few seconds by 
using internet which is the medium for huge 
information and a large base of communications 
around the world. Certain precautionary measures 
should be taken by citizen or government  while 
using the internet which will assist in challenging 
this major threat Cyber Crime. we need to prepare 
a universal law in IT sectors so that no one can we 
run after crime in IT sector. The bottom –line is 
that the law should be made flexible so that it can 
easily adjust to the needs of the society and the 
technological development. 20 Cyber cell of the 
law enforcement agencies have started operating 
in metropolitan cities like Pune, Mumbai, 
Hyderabad, Chennai, Bangalore etc. 
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