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ABSTRACT  
 

Cloud Computing is one in each of the follow of using a group of remote servers hosted 

on internet to store, retrieve and access the information from the remote systems not from the 

local machines. As all the data is going to be stored on remote server, whenever any user who 

want to access the data, he will retrieve the data from that remote server. As cloud is used to 

store a valuable and sensitive data into the remote server, it has a facility to share that data 

among various group members in the cloud with a very low maintenance cost. In current day‟s 

cloud computing has become one of the fascinating domains which are used by almost all MNC 

and IT companies. Till now there was no mechanism available to store the data in a encrypted 

manner in all public clouds and even private clouds. So in this paper we have implemented a new 

concept called as encrypting the data at client side before storing that in the cloud locations. In 

this paper, we present a novel secure multi-keyword ranked search scheme over encrypted cloud 

data, which simultaneously supports the multiple operations dynamically like deletion, 

modification and insertion of documents. For this dynamic nature we are using the vector space 

model like TF_IDF model for the index construction and query generation. Also for the ranking 

of files, we are using a novel tree-based index structure and propose a “NGDFS” (I.e. Novel 

Greedy Depth First Search algorithm to provide efficient multi-keyword ranked search. As an 

extension we have used DRIVEHQ as the live cloud service provider in order to store and 

retrieve the file access remotely in an encrypted manner. By conducting various experiments on 

our proposed model, our simulation results clearly tells that this is the first time to implement 

this type of model to give more level of security for accessing the data to and from remote cloud 

server. 
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I. INTRODUCTION 
 

Cloud Computing is one in every of the fascinating domain in recent analysis 

area where all the data is usually processed remotely in unknown machines those users do 

not own or operate. As cloud computing has raised user attention in storing their 

valuable data but limits in allocating resources dynamically. The Cloud computing presents a 

replacement due to supplement the current consumption and delivery model for IT services 

supported the web, by providing for dynamically scalable and typically virtualized resources as a 

service over World Wide Web. In recent days there was a spread of notable business and 

individual cloud computing services, along with Yahoo, Silicon House.net, Amazon, Google, 

Microsoft, and sales force. Moreover, users won't acknowledge the machines that actually 

methodology and host their data [1]. Whereas enjoying the convenience brought by this new 

technology, users to boot begin worrying relating to losing management of their own data [2]. 

 

 
 

FIGURE 1. REPRESENTS THE BEST IT CLOUD SERVICE PROVIDERS IN REAL 

TIME INFORMATION TECHNOLOGY ENVIROMENT. 
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In the figure 1, we can clearly find out some of the best cloud service providers in the 

field of IT and Medical and so on. All these service providers provide are having a major facility 

to store the user data based on their request and also provide a wide range of storage options 

based on the user request. We all know that now a day‟s all the users are showing their 

maximum interest over cloud but still there is a problem like data is stored in the normal way or 

in the form of plain text without any encrypted manner. So as the data which is uploaded in the 

cloud is not stored in our own PC rather than it will be stored in a remote PC, there is no level of 

achieving data integrity in the current cloud service providers. So in order to resolve this current 

limitation in the present cloud service providers we have implemented a new facility like 

encryption of data before it is stored into the cloud server, and for this project we have used 

DRIVEHQ service provider as a backend storage cloud for storing the encrypted data into the 

cloud with this application. Also in this paper we are mainly concentrating on a text documents 

which contain some useful information about the IT domain, where each and every text 

document is assigned with a filename along with keyword. So if any user who wants to access 

the file or download the documents, he/she can enter either the filename or keyword and then 

find the file from the cloud server and then they can substitute the valid file credentials for 

downloading the information in a plain text manner. 

 

As we all know that in almost all cloud service providers, also there was no facility like 

multi keyword search over an encrypted cloud data. Now a day‟s almost all cloud servers utilize 

single keyword search or searching the required file and the search process is also almost in plain 

manner as the data is not stored in an encrypted manner. Here if the user who wishes to 

download any file from the cloud server or from cloud owner, he needs to give the exact name of 

the file correctly in the search bar, then only he can be able to search that file. If the user forget 

that file name during his search process he can‟t able to download the exact file from the owner 

until he substitutes that file name correctly by re-collecting that file information. So this is a one 

of the major problem in almost all cloud service providers [3]. So in this paper we have 

implemented a new keyword search like multi keyword search, in which the data owner while 

uploading the data in the current cloud enters a file name along with a sub-item like keyword and 

then he browse the file from the desired location. So in this way he is giving multi inputs while 

he uploads the sensitive data. So if the user who wishes to download the file from the cloud, 

he/she can either enter file name or keyword whatever they feel better during search.  

 

For example: Data Owner try to upload a file which contains information about the 

student name”SUGUNA”, who is pursuing M.Tech in Computer Science and Technology at 

BABA Engineering College, Visakhapatnam.So the owner gave the filename as Suguna.txt and 

he gave the keyword as Baba College and he browsed the file which contains the information 

from „C‟ drive .Actually the file which he browsed from „C‟ drive is named with a.txt, which is 

quite a different name when compared with the student information. But even though the system 

can retrieve the file based on filename or keyword. So when a data user who wish to download 

that file, he can either give the search input as filename or either keyword or both [4]. So in this 

way multi keyword will give enhance facility for searching and retrieving the files from the 

cloud servers. 
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FIGURE 2.REPRESENTS THE FILE INSERTION INTO THE CLOUD SERVER IN A 

MULTI KEYWORD SEARCH MANNER 

 

From the above figure 2, we can clearly get an idea that multi keyword search consists of 

multiple attributes like filename, keyword and browse option to choose a file. Here we choose a 

filename as Suguna.txt and we gave the keyword name as Baba College  and finally the data 

owner browse the file from C Drive and uploaded in the cloud. So if the data user who wish to 

download the data can either enter filename or keyword name or both for retrieving the file from 

the encrypted cloud storage area. The above figure clearly justifies that multi keyword gives a 

better level of data retrieval for the end users. 

 

II.  BACKGROUND KNOWLEDGE 

 

In this section we will mainly discuss about the assumption and system models that was 

used in our proposed application. Now let us look at them in details: 

 

MOTIVATION 

 

In this section we will find out the system model and assumptions that were used in the 

current paper. Now let us look about them in detail: 
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SYSTEM MODEL 

Consider for any cloud service provider or for any  cloud data hosting service, they contain  

three main entities like:  

1. Data Owner,  

 

2. Cloud Server  and  

 

3. Data User/Search User.  

The data owner is the first person who may be an individual or sometimes an enterprise, 

who wishes to outsource a collection of documents D = (D1, D2, . . . , Dn) in encrypted form C = 

(C1, C2, . . . , Cn) to the cloud server and still preserve the search functionality on outsourced 

data. Here we assume that documents are labeled with D and if there are many documents to be 

out sourced they are represented as D1, D2 and so on. Here the documents what we take in our 

current paper consists of a text documents which contains useful information about the IT sector 

or about the person or place and they need to be stored in a secure manner inside a cloud server. 

Here once the text files are encrypted and then ready to store inside the cloud server, they are 

termed as C1, C2 and so as they were encrypted by the data owner at his level before out 

sourcing into the cloud server. 

Here the cloud server is an important entity among all the three as this is the only entity 

which has the capability to store the encrypted documents into its storage area. Once the cloud 

owner encrypts the text documents and it is uploaded [10],[11],[12], then immediately they will 

be received by the cloud server and it will then store in its storage area securely. When a search 

user  try to download any file, he will send the input as either filename or file keyword so that 

immediately the file request will be identified by the data base records and if the input keyword 

is matched the file will be downloaded and if that was not matched it will be identified as data 

not found. During this process if any intruder try to access illegally the data by substituting the 

others identies, he will be identified as a trapdoor user and file can‟t be downloaded. 

 

 A search user is the third entity who wishes to download the files from the cloud server by 

giving valid inputs for searching the files and then download those files in a secure manner. The 

search user has following three steps to be performed for downloading the Encrypted text 

documents from the cloud server, they are as follows:  

 

1. First, the search user initially after registration, he will be getting a secret key from 

the data owner.  

 

2. The search user will substitute that secret key for login and with that secret key only 

he can enter into his account. 

 

3. Second, according to the search keywords, the search user uses the same secret key 

along with any of the search parameter to generate a decryption key and sends it to 

the cloud server.  
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4. Once if the input parameters along with secret key are matched with server records, 

then the search user receives the matching document collection from the cloud 

server and decrypts them with the symmetric key which is dynamically sent to the 

search user mail id at the time of downloading the file.  

 

5. If the user substitutes valid decryption key can only download the file in a plain 

manner or else the file will be in encrypted manner. 

 

 

III. PROPOSED ARCHITECTUREOF RANKED SEARCH OVER 

ENCRYPTED CLOUD DATA 

 

In this section we will mainly discuss about the proposed architecture of a ranked search 

over encrypted cloud data. Now let us discuss about this architecture in detail as follows: 

 

 

FIGURE 3. REPRESENTS AN ARCHITECTURE OF THE RANKED  SEARCH OVER 

ENCRYPTED CLOUD DATA 

From the above figure 3, we can clearly represent the proposed architecture flow diagram 

of our current paper, where it contains totally three roles like Data owner, Semi Trusted Cloud 

Server and Data users[13]. Here each and every one has individual roles and all the access in this 

current model is in form of De-Centralized manner. In the primitive or existing cloud servers, the 

data access will be obviously in a centralized manner, where the data which is uploaded by 
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owner will be stored inside the cloud server and in turn the access will be in the hands of server 

itself, But there was no single access control for the owner or user in the current cloud service 

providers. So in this paper we for the first time implemented architecture like De-Centralized 

access by giving individual rights for each and every individual. The data which is uploaded by 

the data owner is having a right to give access or deny the access of his uploaded file at the time 

of user search request[14]. Here the owner will receive all the search requests done by various 

data users or search users within the cloud and once if the data owner really wish to give access 

to user then only he will click on allow button so that access will be granted and symmetric key 

as a decryption key will be send for the requested search user , if not access will be restricted by 

the owner and he will be treated him as a trapdoor user. Here the Cloud server has a capability to 

receive all the user requests and in turn send that request to the appropriate data owners who 

uploaded the data into the cloud. Here the data which is uploaded is in form of encrypted manner 

and the records are almost the text documents which contain the useful information and they are 

stored in a secure manner onto the cloud storage area. 

ASSUMPTIONS FOR GREEDY DEPTH FIRST SEARCH ALGORITHM 

Let  D = (D1, D2,  . , Dn) be a set of documents and 

K = (k1, k2, . . . , km) be the dictionary consisting of unique keywords in all 

documents in   

           D, where ∀  i ∈ [1,m]  ki ∈ {0, 1} ∗.       

 C = {C1, C2, . . . , Cn} is an encrypted document collection stored in the cloud 

server.  

 Ii is a searchable index associated with the corresponding encrypted document Ci. 

 If A is an algorithm then a ← A (. . .) represents the result of applying the 

algorithm A to   

     given arguments.  

Let R be an operational ring, we write vectors in bold, e.g. v ∈ R. 

The notation v[i] refers to the i-th coefficient of v. 

We denote the dot product of u, v ∈ R as  

             u ⊗ v = Pi=1 u[i] · v[i] ∈ R.  

We use |x| to indicate rounding x to the nearest integer, and |x|, |x| (for x > 0) to 

indicate rounding down or up. 
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Here in the current application we denote the function Ci = ES[Di] is the encrypted 

version of the document Di  , which is mainly computed  by using a semantically secure 

encryption scheme E with a secret key S. To enable multi-keyword ranked search capability, the 

data owner always constructs a searchable index termed as “I” that is built on “m “distinct 

keywords         K = (k1, k2, . . . , km) extracted from the original dataset D. Both I and C are 

outsourced to the cloud server. To securely search the document collection for one or more 

keywords K¯ ∈ K, the authorized data user uses search trapdoor (distributed by the data owner) 

that generates the search request to the cloud server [15] . Once the cloud server receives such 

request, it performs a search based on the stored index I and returns a ranked list of encrypted 

documents L ⊆ C to the data user. The data user then uses the secret key S, securely obtained 

from the data owner, to decrypt received documents L to original view.  

In this proposed architecture we try to assume that cloud server is like an honest-but-

curious model. It means that the cloud server is always honest, in terms like being available for 

the entire data user for whole time and correctly following the instructions that was given by the 

data user and provide all the services for those users in a stipulated time period. At some times 

the cloud server is somewhat curious to perform some additional analysis to breach the 

confidentiality of the stored data. In the rest of the paper, the cloud server and the adversary are 

the same entity. That way, the adversary has access to the same set of information as the cloud 

server.  

 

IV. RELEVANCE SCORE FOR RANKING THE DOCUMENTS 
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In this section we will find the notations and an equation to find the ranking for the 

documents which was uploaded into the cloud by the data owner. This is done with the help of 

relevance score principle in which each and every file which is uploaded initially by the cloud 

owner will be of rank “0” Zero. As there will be done user requested the file at that initial level. 

So once the file which was uploaded is viewed and searched by various users, then the 

probability of that document say F will be incremented one by one based on the number of users 

requested. The file will be incremented rank value by 1 as a rating once it gets approved by the 

owner for user download. 

 
The relevance score between a keyword (W) and a document (F) represents the frequency 

or count in which that the keyword appears in the document. It can be used in searchable 

encryption for returning ranked results. A prevalent metric for evaluating the relevance score is 

TF × IDF, where TF (term frequency) represents the frequency of a given keyword in a 

document and  IDF (inverse document frequency) represents the importance of keyword within 

the whole document collection. Without loss of generality, we select a widely used expression in 

[22] to evaluate the relevance score as 
 

 
   

 Where  

                  F j;w   denotes the TF of keyword w in document Fj ;  

 

                  Fw    denotes the number of documents contain keyword w;  

 

                  N     denotes the number of documents in the collection; and 

 

                  |Fj | denotes the length of Fj , obtained by counting the number of indexed keywords. 
 

 

V. IMPLEMENTATION AND ITS METHODOLOGY 
 

Implementation is the stage where the theoretical design is converted into 

programmatically manner.In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

proposed multi keyword ranked based search over encrypted cloud data. The front end of the 

application takes JSP, HTML and  Java Beans and as a  Back-End Data base we took My SQL 

data base along  with a Real Cloud Service provider called as DRIVEHQ Cloud Service 

provider. This cloud service provider will provide a space up to 1 GB for storing the files which 

is used by the application. The application is divided mainly into following 3modules. They are 

as follows: 
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1. Data Owner Module 

2. Semi trusted Cloud Server Module 

3. Data User Module 

 

1. DATA OWNER MODULE 

 

The data owner outsources her data to the cloud for convenient and reliable data access to 

the corresponding search users. To protect the data privacy, the data owner encrypts the original 

data through symmetric encryption. To improve the search efficiency, the data owner generates 

some keywords for each outsourced document. The corresponding index is then created 

according to the keywords and a secret key. After that, the data owner sends the encrypted 

documents and the corresponding indexes to the cloud, and sends the symmetric key and secret 

key to search users.  

 

2.  SEMI TRUSTED CLOUD SERVER MODULE  

 

The semi trusted cloud server is an intermediate entity which stores the encrypted 

documents and corresponding indexes that are received from the data owner, and provides data 

access and search services to search users. When a search user sends a keyword trapdoor to the 

cloud server, it would return a collection of matching documents based on certain operations. 

 

3. DATA USER /SEARCH USER MODULE  

 

A search user/data user queries the outsourced documents from the cloud server with 

following three steps. First, the search user receives both the secret key and symmetric key from 

the data owner. Second, according to the search keywords, the search user uses the secret key to 

generate trapdoor and sends it to the cloud server. Last, she receives the matching document 

collection from the cloud server and decrypts them with the symmetric key. 

 

VI. CONCLUSION 
 

In this paper, we for the first time implemented a secure, efficient and dynamic search 

scheme is proposed, which supports not only the accurate multi-keyword ranked search but also 

the dynamic deletion and insertion of documents. We construct a special keyword balanced 

binary tree as the index, and propose a “Novel Greedy Depth-first Search” algorithm to obtain 

better efficiency than linear search. In addition, the parallel search process can be carried out to 

further reduce the time cost. The security of the scheme is protected against two threat models by 

using the secure kNN algorithm. Experimental results demonstrate the efficiency of our proposed 

scheme.Also as an extension we have implemented the proposed model on real cloud like 

“DRIVEHQ” in order to store the data and retrieve the data to and from the server. By 

implementing this real cloud the data which is uploaded through our application will be directly 
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saved into the drivehq cloud server in the specified user account. By conducting various 

experiments on our proposed paper by taking various text documents related to IT knowledge 

into consideration ,we finally came to an conclusion that our proposed model is best for storing 

valuable data inside the cloud in a secure manner as well as provide a filtered results based on 

the rank wise. 
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