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ABSTRACT  

 

As we all know that wireless sensor networks are achieving a lot of user‘s attention 

towards its usage in terms of efficiency, accuracy and quick response time. Recently hybrid 

wireless networks is also becoming more familiar by combining  the advantages of  both mobile 

ad-hoc networks (MANETs)  and infrastructure wireless networks because of their ultra-high 

performance .For this hybrid wireless networks we must try to adopt an efficient routing protocol 

for data transfer with  high network capacity and scalability. However, till now almost various 

routing protocols try to combine the ad-hoc transmission mode with the advanced or modern 

cellular transmission mode, by inheriting the limitations that are available in the ad-hoc data 

transmission. In this paper for the first time we have designed and developed a Novel Distributed 

Three-hop Routing protocol (NDTR) for hybrid wireless networks. In order to show the 

performance of our proposed NDTR protocol, we try to divide the message initially into 

segments and once the message is converted totally into segments, then we try to send those 

segments in a distributed manner. By using this current technique, we can increase the 

throughput and can make full use of widespread base stations. Along with this our proposed 

NDTR can significantly reduces overhead  occurred by very short path lengths .Here we used a 

congestion control algorithm to avoid overloading at the base stations. As an extension for our 

proposed NDTR we implemented a new concept like graphical or pictorial representation of the 

data flow within the network and also we implemented an energy attack on the proposed network 

during data transmission and have observed that even there was any attack occurred, the data will 

not be lost at any instance. 

 

Key Words:   

 

Three Hop Routing Protocol, Mobile Ad hoc Network, Data Scalability ,Segments, 
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I. INTRODUCTION 
 

A hybrid wireless network synergistically combines an infrastructure wireless network 

and a mobile adhoc network to leverage their advantages and overcome their shortcomings, and 

finally increases the throughput capacity of a wide-area wireless network. A routing protocol is a 

critical component that affects the throughput capacity of a wireless network in data 

transmission. Most current routing protocols in hybrid wireless networks [1], [2][5],[6],[12] 

simply combine the cellular transmission mode (i.e. BS transmission mode) in infrastructure 

wireless networks and the ad-hoc transmission mode in mobile ad-hoc networks [8], [9], [7]. 

That is, as shown in Figure 1 (a), the protocols use the multi-hop routing to forward a message to 

the mobile gateway nodes that are closest to the BSes or have the highest bandwidth to the BSes. 

The bandwidth of a channel is the maximum throughput (i.e., transmission rate in bits/s) that can 

be achieved. The mobile gateway nodes then forward the messages to the BSes, functioning as 

bridges to connect the ad-hoc network and the infrastructure network. 
 

 
 

FIGURE.1. REPRESENTS THE TYPICAL DIFFERENCE BETWEEN THE 

TRADITIONAL AND PROPOSED ROUTING ALGORITHMS ON THE UPLINK 

DIRECTION. 

 

From the above figure 1, we can clearly find out the routing process on the uplink 

direction for both tradition approach and for our proposed routing algorithm. In the existing or 

traditional routing approach, there will be a source node which will select a data file from its 

origin and choose a set of intermediate nodes which are having shortest distance to reach to the 

destination node. Here the data will be transferred with the help of various mobile nodes that are 

available in the network, which is almost controlled by one or more base stations. Here the data 

packets are send one by one from the source node to destination rather than all at one time from 

various directions. Hence the traditional or primitive approach is almost time taken process and 

if we see at the proposed routing algorithm we can find multiple paths come under action for 
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sending data from valid source node to destination in different directions. This is done mainly 

because all the data is divided into segments and then each segment is sent in various directions. 

 

However, direct combination of the two transmission modes inherits the following 

problems that are rooted in the ad-hoc transmission mode. 

 

HIGH OVERHEAD  
 

Route discovery and maintenance incur high overhead. The wireless random access 

medium access control (MAC) required in mobile ad-hoc networks, which utilizes control 

handshaking and a backoff mechanism, further increases overhead. 

 

HOT SPOTS   
 

The mobile gateway nodes can easily become hot spots. The RTS-CTS random access, in 

which most traffic goes through the same gateway, and the flooding employed in mobile ad-hoc 

routing to discover routes may exacerbate the hot spot problem. In addition, mobile nodes only 

use the channel resources in their route direction, which may generate hot spots while leave 

resources in other directions under-utilized. Hot spots lead to low transmission rates, severe 

network congestion, and high data dropping rates. 

 

LOW RELIABILITY  
 

Dynamic and long routing paths lead to unreliable routing. Noise interference and 

neighbor interference during the multi-hop transmission process cause a high data drop rate. 

Long routing paths increase the probability of the occurrence of path breakdown due to the 

highly dynamic nature of wireless ad-hoc networks. 

 

These problems become an obstacle in achieving high throughput capacity and scalability 

in hybrid wireless networks. Considering the widespread BSes, the mobile nodes have a high 

probability of encountering a BS while moving. Taking advantage of this feature, we propose a 

Novel Distributed Three-hop Data Routing protocol (NDTR). In NDTR, as shown in Figure 1 

(b), a source node divides a message stream into a number of segments. Each segment is sent to a 

neighbor mobile node. Based on the QoS requirement, these mobile relay nodes choose between 

direct transmission or relay transmission to the BS. In relay transmission, a segment is forwarded 

to another mobile node with higher capacity to a BS than the current node. In direct transmission, 

a segment is directly forwarded to a BS. In the infrastructure, the segments are rearranged in 

their original order and sent to the destination. The number of routing hops in NDTR is confined 

to three, including at most two hops in the ad-hoc transmission mode and one hop in the cellular 

transmission mode. To overcome the aforementioned shortcomings, NDTR tries to limit the 

number of hops. The first hop forwarding distributes the segments of a message in different 

directions to fully utilize the resources, and the possible second hop forwarding ensures the high 

capacity of the forwarder. NDTR also has a congestion control algorithm to balance the traffic 

load between the nearby BSes in order to avoid traffic congestion at BSes. 
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II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed NDTR  protocol for data transfer in hybrid wireless 

sensor networks. Here in this section we mainly discuss about the work on message 

authentication and privacy issues that are related to message authentication. Now let us discuss 

about that in detail. 
 

ABOUT CRYPTOGRAPHY TECHNIQUE’S 

Cryptography or cryptology is the process of providing security for the data from the 

adversary nodes during communication over network. It takes two functions into practice: one is 

encryption and other is decryption. Encryption is the process of converting plain text into cipher 

text which can‘t be readable by any un-authorized user and the process of converting cipher text 

into plain text is known as decryption in which data can be viewed by the valid receiver who 

substitutes the identity. Cryptography have came into existence from  past many years with a lot 

of computation, modern cryptography is heavily based on mathematical theory and computer 

science practice; making such algorithms hard to break in practice by any adversary. It is 

theoretically possible to break such a system, but it is infeasible to do so by any known practical 

means. These schemes are therefore termed computationally secure; theoretical advances, e.g., 

improvements in factorization algorithms, and faster computing technology require these 

solutions to be continually adapted. There exist information-theoretically secure schemes that 

provably cannot be broken even with unlimited computing power—an example is the one-time 

pad—but these schemes are more difficult to implement than the best theoretically breakable but 

computationally secure mechanisms [13]. 

HASH BASED MESSAGE AUTHENTICATION CODES 

 

In  cryptography, one among the best methods is a keyed-hash message authentication 

code (HMAC) .This is a specific construction for calculating a message authentication 

code (MAC) which involves a cryptographic hash function in combination with a 

secret cryptographic key. This HMAC is used to verify the message integrity and also the 

authentication of the message. Generally for calculating the HMAC function we can use any of 

the two cryptographic hash functions like MD5 or SHA-1.If MD5 algorithm is used for 

generating the MAC we termed it as HMAC-MD5, and if the hash function is generated by 

SHA1 then it is termed as HMAC-SHA1 accordingly. Generally the strength of any 

cryptographic algorithm like HMAC depends upon the cryptographic strength of the underlying 

hash function, the size of its hash output, and on the size and quality of the key[14]. An iterative 

hash function breaks up a message into blocks of a fixed size and iterates over them with 

a compression function. Generally if we consider an example to differentiate the block size of 

HMAC, they generally operate on 512-bit blocks. The size of the output of HMAC is the same as 

that of the underlying hash function (128 or 160 bits in the case of MD5 or SHA-1, respectively), 

although it can be truncated if desired. 

 

https://en.wikipedia.org/wiki/Information_theoretic_security
https://en.wikipedia.org/wiki/One-time_pad
https://en.wikipedia.org/wiki/One-time_pad
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Message_authentication_code
https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Cryptographic_key
https://en.wikipedia.org/wiki/MD5
https://en.wikipedia.org/wiki/SHA-1
https://en.wikipedia.org/wiki/Cryptographic_strength
https://en.wikipedia.org/wiki/One-way_compression_function
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FIGURE 2.REPRESENTS THE HMAC GENERATION BY USING SHA1 HASH 

ALGORITHM 

 

From the above figure 2, we can clearly get an idea of how the hash function is generated 

for the message which is transmitted between sender and receiver. Generally SHA1 takes input 

parameter as data and it will generate a hexa decimal code at the sender side. Once the message 

has been transmitted through the network to the receiver side, the message will be in a encrypted 

manner and it is authentic. So if user wants to decrypt the data he should substitute his identity so 

that then the data will be decrypted. 
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III. PROPOSED NOVEL DISTRIBUTED THREE-HOP 

ROUTING (NDTR) PROTOCOL 
 

In this section we will find out the proposed NDTR protocol that was used in current 

application in order to increase the capacity of a hybrid wireless sensor networks. 

  

MAIN MOTIVATION 

 

Since BSes (Base Stations) are connected with a wired backbone, we assume that there 

are no bandwidth and power constraints on transmissions between BSes. We use intermediate 

nodes to denote relay nodes that function as gateways connecting an infrastructure wireless 

network and a mobile ad-hoc network. We assume every mobile node is dual-mode; that is, it has 

ad-hoc network interface such as a WLAN radio interface and infrastructure network interface 

such as a 3G cellular interface. 

 

DTR aims to shift the routing burden from the adhoc network to the infrastructure 

network by taking advantage of widespread base stations in a hybrid wireless network. Rather 

than using one multi-hop path to forward   a message to one BS, DTR uses at most two hops to 

relay the segments of a message to different BSes in a distributed manner, and relies on BSes to 

combine the segments. Figure 3 demonstrates the process of DTR in hybrid wireless network. 

We simplify the routings in the infrastructure network for clarity. As shown in the figure, when a 

source node wants to transmit a message stream to a destination node, it divides the message 

stream into a number of partial streams called segments and transmits each segment to a 

neighbor node. Upon receiving a segment from the source node, a neighbour node locally 

decides between direct transmission and relay transmission based on the QoS requirement of the 

application. The neighbor nodes forward these segments in a distributed manner to nearby BSes. 

Relying on the infrastructure network routing, the BSes further transmit the segments to the BS 

where the destination node resides. The final BS rearranges the segments into the original order 

and forwards the segments to the destination. It uses the cellular IP transmission method [15] to 

send segments to the destination if the destination moves to another BS during segment 

transmission. 

 

Our DTR algorithm avoids the shortcomings of adhoc transmission in the previous 

routing algorithms that directly combine an ad-hoc transmission mode and a cellular 

transmission mode. Rather than using the multihop ad-hoc transmission, DTR uses two hop 

forwarding by relying on node movement and widespread base stations. All other aspects remain 

the same as those in the previous routing algorithms (including the interaction with the TCP 

layer). DTR works on the Internet layer. It receives packets from the TCP layer and routes it to 

the destination node, where DTR forwards the packet to the TCP layer. 
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FIGURE. 3: REPRESENTS THE FLOW OF DATA TRANSMISSION IN THE DTR 

PROTOCOL 

 

The data routing process in DTR can be divided into two steps: uplink from a source 

node to the first BS and downlink from the final BS to the data‘s destination. Critical problems 

that need to be solved include how a source node or relay node chooses nodes for efficient 

segment forwarding, and how to ensure that the final BS sends segments in the right order so that 

a destination node receives the correct data. Also, since traffic is not evenly distributed in the 

network, how to avoid overloading BSes is another problem. 

 

When a source node sends out message segments, it chooses the neighbors that have 

enough space for storing a segment, and then chooses neighbors that have the highest capacity. 

In order to find higher capacity forwarders in a larger neighbourhood around the source, each 

segment receiver further forwards its received segment to its neighbor with the highest capacity. 

That is, after a neighbor node mi receives a segment from the source, it uses either direct 

transmission or relay transmission. If the capacity of each of its neighbors is no greater than 

itself, relay node mi uses direct transmission. Otherwise, it uses relay transmission. In direct 

transmission, the relay node sends the segment to a BS if it is in a BS‘s region. Otherwise, it 
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stores the segment while moving until it enters a BS‘s region. In relay transmission, relay node 

mi chooses its highest-capacity neighbor as the second relay node based on the QoS requirement. 

The second relay node will use direct transmission to forward the segment directly to a BS. As a 

result, the number of transmission hops in the ad-hoc network component is confined to no more 

than two. The small number of hops help to increase the capacity of the network and reduce 

channel contention in ad-hoc transmission. 

 

ALGORITHM 1 SHOWS THE PSEUDO-CODE FOR NEIGHBOUR NODE 

SELECTION AND MESSAGE FORWARDING IN DTR. 
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FIGURE 4 SHOWS EXAMPLES OF NEIGHBOR SELECTION IN DTR, IN WHICH 

THE SOURCE NODE IS IN THE TRANSMISSION RANGE OF A BS. 

 
 

In the  above figure 4, the value in the node represents its capacity. In scenario (a), there 

exist nodes that have higher capacity than the source node within the source‘s two-hop 

neighborhood. If a routing algorithm directly let a source node transmit a message to its BS, the 

high routing performance cannot be guaranteed since the source node may have very low 

capacity. In DTR, the source node sends segments to its neighbors, which further forward the 

segments to nodes with higher capacities.In scenario (b), the source node has the highest capacity 
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among the nodes in its two-hop neighborhood. After receiving segments from the source node, 

some neighbors forward the segments back to the source node, which sends the message to its 

BS. Thus, DTR always arranges data to be forwarded by nodes with high capacity to their BSes. 

DTR achieves higher throughput and faster data forwarding speed by taking into account node 

capacity in data forwarding. 
 

 

IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JSE as the chosen language in order to show the performance this 

proposed NDTR protocol. The front end of the application takes Java Swings, AWT and Socket 

Programming and as a Back-End Data base we took MY-SQL server data base. The application 

can be executed either on a single PC or it can be executed on multiple PC‘s all connected over a 

LAN. The application is divided mainly into following 5 modules. They are as follows: 

 

1. Service Provider Module 

2. Router  Module 

3. IDS Manager Module 

4. Receiver Module 

5. Attacker Module 

 
1. SERVICE PROVIDER MODULE 

 In this module, service provider browse the file, initialize the MAC address select the 

destination and sends to the router. In service provider while uploading the file, encrypt and then 

uploads the file. File content will be initialized to all the nodes. 

 

2. ROUTER MODULE 

In this module, router consists of four clusters, each cluster contains specific nodes. 

When service provider sends the file initially it comes to the cluster1 and passes through the 

cluster1 nodes, if any congestion found in the cluster1 node,  It automatically selects the another 

node an moves to cluster2 and cluster 3 and cluster4 and reaches the destination. The energy size 

also be modified, view the cluster details. In router the routing path and time delay can be 

viewed. 

 

3. IDS MANAGER MODULE 

 

In this module, IDS MANAGER views the attacker details by checking the energy details 

and find attackers. Here the IDS manager acts like an auditor and examines all the attacker 

details. If any node is attacked due to some external un-authorized users then immediately it is 

identified by the IDS manager and their details like filename, date time and so on will be noted 

on the IDS log module. 
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4. RECEIVER /END USER MODULE 

 

In this module, Receiver request for file name and secret key and receives the content 

from the router. Time delay will be calculated by sending the file from source to destination and 

time taken to reach the destination. 

 

5. ATTACKER MODULE 

 

In this module, attacker selects the cluster and any one or more nodes inside that 

cluster.He will initially finds the original energy of that node and try to modify the original 

energy with some different energy and try to create an attack inside the cluster. 

 
 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the final window that clearly represents the source or service provider who has 

the facility to upload the file into the server and in turn the source node needs to initialize all the 

set of nodes that are available on router. For this process he need to substitute the ip address in 

the pop up box that prompt him to enter the ip address. 
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From the above window we can clearly find out that before the data is uploaded into the 

server with the help of a router with a set of nodes, the sender  is asked with a alert box in which 

it is asked for router ip address along with file name along with destination is chosen by the 

source node.  
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From the above window we can clearly find out of any nodes in the router got attacked 

this can be identified clearly in the router node with some red color and those nodes which are 

not attacked will be in green color. From the above window we can tell that no nodes are 

attacked in any cluster, so out of all nodes that are available in the router. Our proposed NDTR 

protocol choosed some nodes as the best nodes and transmitted data along the best path. 

 

 
 

From the above window we can clearly find out that node 3 is attacked by some attacker 

who reside in the cluster 1, but even our proposed protocol is capable of sending data to the valid 

destination with some other best nodes that are available in the cluster. 
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Finally the data is send successfully to the receiver location with the help of an best path 

that is choosen from a set of nodes that are available on the router.We can clearly see the file 

which was send from the source window is successfully received at the Destination A window. 

 

 
 

VI. CONCLUSION 
 

In this paper, we for the first time designed and evaluated the performance of Novel 

Distributed Three-hop Data Routing protocol (NDTR) for improving the performance of hybrid 

wireless sensor networks. In DTR, a source node divides a message stream into segments and 

transmits them to its mobile neighbors, which further forward the segments to their destination 

through an infrastructure network. DTR limits the routing path length to three, and always 

arranges for high-capacity nodes to forward data. Unlike most existing routing protocols, DTR 

produces significantly lower overhead by eliminating route discovery and maintenance. In 

addition, its distinguishing characteristics of short path length, short-distance transmission, and 

balanced load distribution provide high routing reliability and efficiency. DTR also has a 

congestion control algorithm to avoid load congestion in BSes in the case of unbalanced traffic 

distributions in networks.. By conducting various experiments on our proposed NMDR approach 

on a local area network, we finally came to a conclusion that this approach is best suited for 

sending data from a dedicated source to the valid destination node with no data loss. 
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