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ABSTRACT  

 

Since from many years, e-commerce is growing faster than predicted as it is up over 400% 

compared in the past. As customers have the ease to buy things without spending much time 

there are also some criminals who try to do fraud and get profit in illegal ways. As people are 

enjoying the advantages from online trading, traitors are also taking advantages to accomplish 

betrayal activities against candid parties to obtain dishonest profit. So one among the best way to 

create a fraud is by hacking the credit and debit card data, which is almost one of the forms of 

cybercrime. Till now, it is one of the most common practices to attack the customer valuable 

information. In order to create such an attack ,the un-authorized users  often aim at stealing the 

customer valuable information by targeting the Point of Sale (for short, PoS) system.The  PoS is 

one where the attacker or intruder try to acquire the retail information of the customer when he 

purchase any product. As we all know that recent PoS systems are very powerful PCs equipped 

with a advanced card reader and a various individual softwares.By using these advanced PoS 

systems, an attacker details can be easily identified if he try to steal any information illegally 

during the transaction process. Now a days there was no security for the online payments as the 

customer and vendor are persistently being disconnected from the network very frequently. So in 

this thesis for the first time we have proposed a novel concept like FRoDO, a secure off-line 

micro-payment solution that is resilient to PoS data breaches. This novel FRoDO can improve 

the performance of micro payments systems in terms of data security and accuracy .By 

conducting various experiments on our proposed approach; we finally came to a conclusion that 

FRoDO is the first solution that can give complete security for the off-line payments while being 

resilient to all currently known PoS breaches.  
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I. INTRODUCTION 
 

A data breach is the intentional or unintentional release of secure or private/confidential 

information to an untrusted environment. Other terms for this phenomenon include unintentional 

information disclosure, data leak and also data spill. Incidents range from concerted attack 

by black hats associated with organized crime, political activist or national governments to 

careless disposal of used computer equipment or data storage media. A data breach is a security 

incident in which sensitive, protected or confidential data is copied, transmitted, viewed, stolen 

or used by an individual unauthorized to do so[1]. Data breaches may involve financial 

information such as credit card or bank details, personal health information (PHI), Personally 

identifiable information (PII), trade secrets of corporations or intellectual property. Most data 

breaches involve overexposed and vulnerable unstructured data – files, documents, and sensitive 

information[2].  

According to the nonprofit consumer organization Privacy Rights Clearinghouse, a total 

of 227,052,199 individual records containing sensitive personal information were involved in 

security breaches in the United States between January 2005 and May 2008, excluding incidents 

where sensitive data was apparently not actually exposed[3].Many jurisdictions have passed data 

breach notification laws, requiring a company that has been subject to a data breach to inform 

customers and take other steps to remediate possible injuries. 

 

From a group of market analyst’s survey, they have predicted that mobile payments will 

overtake the traditional marketplace, thus providing greater convenience to consumers and new 

sources of revenue to many companies [4]. This scenario produces a shift in purchase methods 

from classic credit cards to new approaches such as mobile-based payments, giving new market 

entrants novel business chances. Widely supported by recent hardware, mobile payment 

technology is still at its early stages of evolution but it is expected to rise in the near future as 

demonstrated by the growing interest in crypto-currencies. The first pioneering micro-payment 

scheme, was proposed by Rivest (see Payword [5]) back in 1996. Nowadays, crypto-currencies 

and decentralized payment systems (e.g., Bitcoin [6]) are increasingly popular, fostering a shift 

from physical to digital currencies. However, such payment techniques are not yet 

commonplace, due to several unresolved issues, including a lack of widely-accepted standards, 

limited interoperability among systems and, most importantly, security. 

 

Since from many years, several retail organizations have been victims of information 

security breaches and payment data theft targeting consumer payment card data and personally 

identifiable information (PII) [7], [8]. Although PoS breaches are declining [4], they still remain 

an extremely lucrative endeavor for criminals [9]. Customer data can be used by cybercriminals 

for fraudulent operations, and this led the payment card industry security standards council to 

establish data security standards for all those organizations that handle credit, debit, and ATM 

cardholder information. Regardless of the structure of the electronic payment system, PoS 

systems always handle critical information and, oftentimes, they also require remote 

management [10]. 
 

 

https://en.wikipedia.org/wiki/Secure_information
https://en.wikipedia.org/wiki/Black_hat_hacking
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https://en.wikipedia.org/wiki/Political_activist
https://en.wikipedia.org/wiki/Central_government
https://en.wikipedia.org/wiki/Personal_health_information
https://en.wikipedia.org/wiki/Personally_identifiable_information
https://en.wikipedia.org/wiki/Personally_identifiable_information
https://en.wikipedia.org/wiki/Personally_identifiable_information
https://en.wikipedia.org/wiki/Trade_secrets
https://en.wikipedia.org/wiki/Intellectual_property
https://en.wikipedia.org/wiki/Nonprofit
https://en.wikipedia.org/wiki/Consumer_organization
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FIGURE.1. REPRESENTS THE LIFE CYCLE /STAGES OF PAYMENT 

AUTHORIZATION 

 

From the above figure 1,we can clearly tell that for any type of servers ,PoS systems act 

as gateways and require some sort of network connection in order to contact external credit card 

processors. This is mandatory to validate the main transactions that take place in that server. 

However, larger businesses that wish to tie their PoSes with other back-end systems may connect 

the former to their own internal networks. In addition, to reduce cost and simplify administration 
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and maintenance, PoS devices may be remotely managed over these internal networks. However, 

a network connection might not be available due to either a temporary network service disruption 

or due to a permanent lack of network coverage. Last, but not least, such on-line solutions are not 

very efficient since remote communication can introduce delays in the payment process. 

II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed novel FRoDO mechanism for a secure offline micro 

payment solution which provides an alternate way from various attackers or intruders. 
 

ABOUT POINT- OF – SALE  MALWARE  TECHNIQUE’S 

Point-of-sale malware (POS malware) is one type of malicious software (malware) that 

is used by cybercriminals to target point of sale (POS) terminals with the intent to obtain credit 

card and debit card information by reading the device memory from the retail checkout point of 

sale system. POS malware is released by hackers to process and steal thousands of transaction 

payment data[11]. The card information which is usually encrypted and sent to the payment 

authorization is not encrypted by POS malware but sent to the cybercriminal. 

 

 

FIGURE 2.REPRESENTS THE SAMPLE POINT-OF-SCALE CARD TERMINAL 

https://en.wikipedia.org/wiki/Malware
https://en.wikipedia.org/wiki/Point_of_sale
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Debit_card
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LIST OF POS RAM SCRAPER MALWARE VARIANTS 

 

Now in this section we can see various list of POS RAM Scraper Malware Variants in 

detail. They are as follows: 

 

RDASRV 

It was discovered in 2011, and installs itself into the Windows computer as a service 

called rdasrv.exe [12]. It scans for track 1 and track 2 credit card data using Perl compatible 

regular expressions which includes the customer card holder’s name, account number, expiry 

date, CVV code and other discretionary information. Once the information gets scraped it is 

stored into data.txt or currentblock.txt and sent to the hacker. 

 

ALINA 

It was discovered in October 2012 and gets installed into the PC automatically. It gets 

embedded into the Auto It script and loads the malware into the memory. Then it scrapes credit 

card (CC) data from POS software[13].  

 

VSKIMMER 

Vskimmer scrapes the information from the Windows system by detecting the card 

readers attached to the reader and then sends the captured data to the cyber criminal or control 

server[14].  

 

DEXTER 

It was discovered in December 2012 to steal system information along with the track 1 

and track 2 card details with the help of keylogger installed onto the computer. 

 

BLACKPOS 

It is a spyware, created to steal credit and debit card information from the POS system. 

BlackPOS gets into the PC with stealth-based methods and steals information to send it to some 

external server[15].  

 

BACKOFF 

This memory-scraping malware tracks Track 2 data to access the card magnetic stripe 

with the help of magnetic stripe readers and sends data to hacker to clone fake credit cards. 

 

FASTPOS 

FastPOS Malware is a POS malware that was discovered by Trend Micro researchers. 

This strikes the point of sale system very fast and snatches the credit and debit card information 

https://en.wikipedia.org/wiki/Credit_card
https://en.wikipedia.org/wiki/Alina_malware
https://en.wikipedia.org/wiki/Cybercrime
https://en.wikipedia.org/wiki/Dexter_(malware)
https://en.wikipedia.org/wiki/Keystroke_logging
https://en.wikipedia.org/wiki/BlackPOS_Malware
https://en.wikipedia.org/wiki/Spyware
https://en.wikipedia.org/wiki/Debit_card
https://en.wikipedia.org/wiki/Backoff
https://en.wikipedia.org/wiki/Memory-scraping_malware
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and sends the data to the cyber criminal instantly. The malware has the capability to exfiltrate the 

track data using two techniques such as key logger and memory scraper[16],[17],[18].  

 

PUNKEYPOS MALWARE 

PandaLabs discovered this malware and it infects the point of sale system to breach credit 

and debit card details[19]. PunkeyPOS Malware uses two functions such as keylogger and RAM 

Scraper to steal information at Point of Sale Terminal[20]. Once the information is stolen, it is 

encrypted and sent to cybercriminal’s Control and Command Server (C&C)[21].  

 

MULTIGRAIN MALWARE 

This new variant of pos malware or point of sale malware was discovered by 

FireEye[22]. It follows new advanced technique to steal retail customer’s card information with 

the help of Lunh Algorithm[23]. To exfiltrate the stolen information it first block http and ftp 

traffic that monitors the data exfiltration. It belongs to the family of NewPosThings malware[24]. 

  

CENTER POS MALWARE 

CenterPOS is a POS (Point of Sale) Malware that been found in the year 2015 of 

September along with the other malicious malwares such as BlackPOS, NewPOSThings and 

Alina Malware by Fire Eye Experts[25]. It scrapes the stolen credit and debit card and sends the 

data HTTP POST request with the help of Triple DES encryption. 

 

MALUMPOS MALWARE 

MalumPOS is a point of sale malware that records point of sale’s data which is running in 

an Oracle MICROS payment system and has breached 333,000 data's all over the world. It 

uses Delphi programming language for stealing the credit and debit card details. The stolen data 

is then sent to the cyber criminal or sold in the black market. 

 

III. PROPOSED NOVEL FRoDO MODEL FOR OFFLINE 

SECURE MICRO PAYMENTS 

 

In this section we will find out the proposed FRoDO model that was used in current 

application in order to increase the security the offline micro payments. 

  

MAIN MOTIVATION 

 

The solution proposed in this work, FRoDO, is based on strong physical unclonable 

functions but does not require any pre-computed challenge-response pair.Physical unclonable 

functions (for short, PUFs) were introduced by Ravikanth in 2001. He showed that, due to 

manufacturing process variations, every transistor in an integrated circuit has slightly different 

https://en.wikipedia.org/wiki/PunkeyPOS_Malware
https://en.wikipedia.org/wiki/MultigrainMalware
https://en.wikipedia.org/wiki/CenterPOS_Malware
https://en.wikipedia.org/wiki/Triple_DES
https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Malumpos_Malware
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https://en.wikipedia.org/wiki/Delphi_(programming_language)
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physical properties that lead to measurable differences in terms of electronic properties. Since 

these process variations are not controllable during manufacturing, the physical properties of a 

device cannot be copied or cloned. As such, they are unique to that device and can be used for 

authentication purposes. FRoDO is the first solution that neither requires trusted third parties, nor 

bank accounts, nor trusted devices to provide resiliency against frauds based on data breaches in 

a fully off-line electronic payment systems. Furthermore, by allowing FRoDO customers to be 

free from having a bank account, makes it also particularly interesting as regards to privacy. In 

fact, digital coins used in FRoDO are just a digital version of real cash and, as such, they are not 

linked to anybody else than the holder of both the identity and the 

coin element. 

 

Differently from other payment solutions based on tamper-proof hardware, FRoDO 

assumes that only the chips built upon PUFs can take advantage from the tamper evidence 

feature. As a consequence, our assumptions are much less restrictive than other approaches. As 

depicted in Figure.3, FRoDO can be applied to any scenario composed of a payer/customer 

device and a payee/vendor device. All involved devices can be tweaked by an attacker and are 

considered untrusted except from a storage device, that we assume is kept physically secure by 

the vendor. 

 

 

FIGURE.3. REPRESENTS THE SAMPLE FRoDO MODEL 

 

FRoDO does not require any special hardware component apart from the identity and the 

coin element that can be either plugged into the customer device or directly embedded into the 

device. Similarly to secure elements, both the identity and the coin element can be considered 

tamperproof devices with a secure storage and execution environment for sensitive data. Thus, as 

defined in the ISO7816-4 standard, both of them can be accessed via some APIs while 
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maintaining the desired security and privacy level. Such software components (i.e., APIs) are not 

central to the security of our solution and can be easily and constantly updated. This renders 

infrastructure maintenance easier 

 

FRoDO ARCHITECTURE 

 

As depicted in Figure. 4, the architecture of FRoDO is composed of two main elements: 

an identity element and a coin element. The coin element, depicted in Figure .4, can be any 

hardware built upon a physical unclonable function (such as an SD card or a USB drive) and it is 

used to read digital coins in a trusted way. The identity element has to be embedded into the 

customer device (such as a secure element) and it is used to tie a specific coin element to a 

specific device. 

This new design provides a two factor authentication to the customer. In fact, the 

relationship between a coin element and an identity element prevents an attacker from stealing 

coin elements that belong to other users. A specific coin element can be read only by a specific 

identity element (i.e., by a specific device). Furthermore, this approach still provides anonymous 

transactions as each identity element is tied to a device and not to a user. The whole FRoDO 

architecture can be decomposed as follows: 

 

 

FIGURE.4. REPRESENTS THE MAIN ARCHITECTURE OF FRoDO 

 

IDENTITY ELEMENT 
 

  Key Generator: used to compute on-the-fly the private key of the identity element; 
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CRYPTOGRAPHIC ELEMENT:  

 
This is used for symmetric and asymmetric cryptographic algorithms applied to data 

received in input and sent as output by the identity element; 

 

COIN ELEMENT: 

 
The main functions that are available in the coin element is 

 
KEY GENERATOR: used to compute on-the-fly the private key of the coin element; 
 
CRYPTOGRAPHIC ELEMENT: used for symmetric and asymmetric cryptographic 

algorithms applied to data received in input and send as output by the coin element. 

 
COIN SELECTOR: is responsible for the selection of the right registers used together with the 

output value computed by the coin element PUF in order to obtain the final coin value; 

 

COIN REGISTERS: used to store both PUF input and output values required to reconstruct 

original coin values. Coin registers contain coin seed and coin helper data. Coin seeds are used as 

input to the PUF whilst coin helpers are used in order to reconstruct stable coin values when the 

PUF is challenged; 

 

ERASABLE  PUF: is a read-once PUF. After the first challenge, even if the same input is used, 

the output will be random. 

 
COIN RECONSTRUCTOR: responsible to use the output coming from the PUF together with 

a coin helper in order to reconstruct the original value of the coin. The re-constructor uses helper 

data stored into coin registers to extract the original output from the PUF. 

 
Both the identity element and the coin element are built upon physically unclonable 

functions. As such, both of them inherits the following features: 

 
CLONE RESILIENCY  

 

 It must be extremely hard to physically clone a strong PUF, i.e., to build another system 

which has the same challenge-response behavior as the original PUF. This restriction must hold 

even for the original manufacturer of the PUF; 

 
EMULATION  RESILIENCY 

 

 Due to the very large number of  possible challenges and the PUF’s finite read-out rate, a 

complete measurement of all challenge response pairs (for short, CRPs) within a limited time 

frame must be extremely hard to achieve; 
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UNPREDICTABILITY 

 
 It must be difficult to numerically predict the response of a strong PUF to a randomly 

selected challenge even if many other challenge response pairs are known. 
 

KEY GENERATOR 
 

As depicted in Figure.4, the key generator element is used both within the identity 

element and within the coin element. The main responsibility of such an element is to compute 

on-the fly the private key. Such keys are used by the cryptographic elements to decrypt the 

requests and encrypt the replies.PUFs have been used in FRoDO to implement strong challenge-

response authentication. In particular, multiple physical unclonable functions are used to 

authenticate both the identity element and the coin element and last, but not least, to allow them 

to interact in a secure way. In order to compute each private key, a publicly known ID 

(respectively the identity element ID and the coin element ID) is used as input to the PUF. Thus, 

both the identity and the coin element are shipped with such a hard-coded ID signed by the 

element issuer in order to avoid forgery attacks. This allows the customer to broadcast the public 

key of both the identity and the coin element to vendors that are not required to know all the 

public keys of all the active identity/coin elements in the world. Furthermore, vendors can 

encrypt payment requests with public keys of the customer’s device identity element, thus 

ensuring that such requests will be read only by that customer. 

 

However, given a fixed input, PUFs can produce a response that is unique to the 

manufacturing instance of the PUF circuit but that is not bitwise-identical when reiterated 

multiple times. As such, in order to use PUFs in algorithms where stable values are required, an 

intermediate step is needed. This problem is usually faced in cryptographic algorithms (known as 

“secret key extraction”) . It can be solved using a two-steps algorithm. In the first step the PUF is 

challenged, thus producing an output together with some additional information called helper 

data. In the second step, the helper data is used to extract the same output as in the first step thus 

making the PUF able to build stable values. It is also possible to construct a two-steps algorithm 

guaranteeing that the computed value is perfectly secret, even if the helper data is publicly 

known. Practical instances of such kind of algorithm have been proposed in and the cost of 

actual implementations thereof is assessed in. 

 

IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

proposed FRoDO protocol. The front end of the application takes HTML,JSP and as a Back-End 

Data Base we took MY-SQL server data base. The application is divided mainly into following 4 

modules. They are as follows: 

 

1. System Construction Module 

2. Identity Element  Module 

3. Coin Element  Module 
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4. Attack Mitigation  Module 

 

1. SYSTEM  CONSTRUCTION  MODULE 

 In the first module, we develop the System Construction module with the various entities: 

Vendor, User, FRoDO, PUF, Attacker. This process is developed completely on Offline 

Transaction process. We develop the system with user entity initially. The options are 

available for a new user to register first and then login for authentication process. Then we 

develop the option of making the Vendor Registration, such that, the new vendor should 

register first and then login the system for authentication process.FRoDO is the first solution 

that neither requires trusted third parties, nor bank accounts, nor trusted devices to provide 

resiliency against frauds based on data breaches in a fully off-line electronic payment 

systems. Furthermore, by allowing FRoDO customers to be free from having a bank account, 

makes it also particularly interesting as regards to privacy. In fact, digital coins used in 

FRoDO are just a digital version of real cash and, as such, they are not linked to anybody else 

than the holder of both the identity and the coin element. Differently from other payment 

solutions based on tamper-proof hardware, FRoDO assumes that only the chips built upon 

PUFs can take advantage from the tamper evidence feature. As a consequence, our 

assumptions are much less restrictive than other approaches. 

 

2. IDENTITY ELEMENT MODULE 

In this module, we develop the Identity Element module functionalities. FRoDO does not 

require any special hardware component apart from the identity and the coin element that can be 

either plugged into the customer device or directly embedded into the device. Similarly to secure 

elements, both the identity and the coin element can be considered tamperproof devices with a 

secure storage and execution environment for sensitive data. Thus, as defined in the ISO7816-4 

standard, both of them can be accessed via some APIs while maintaining the desired security and 

privacy level. Such software components (i.e., APIs) are not central to the security of our 

solution and can be easily and constantly updated. This renders infrastructure maintenance 

easier. 

 

3. COIN ELEMENT MODULE 

 

In this module, we develop Coin Element. In this coin Element we develop Key 

Generator and Cryptographic Element. The Key Generator is used to compute on-the-fly the 

private key of the coin element. The Cryptographic Element used for symmetric and asymmetric 

cryptographic algorithms applied to data received in input and send as output by the coin 

element. The Coin Selector is responsible for the selection of the right registers used together 

with the output value computed by the coin element PUF in order to obtain the final coin value. 

The Coin Registers used to store both PUF input and output values required to reconstruct 

original coin values. Coin registers contain coin seed and coin helper data. Coin seeds are used as 

input to the PUF whilst coin helpers are used in order to reconstruct stable coin values when the 

PUF is challenged. 
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4. ATTACK MITIGATION MODULE 

 

In this module we develop the Attack Mitigation process. The read-once property of the 

erasable PUF used in this solution prevents an attacker from computing the same coin twice. 

Even if a malicious customer creates a fake vendor device and reads all the coins, it will not be 

able to spend any of these coins due to the inability to decrypt the request of other vendors. The 

private keys of both the identity and coin elements are needed to decrypt the request of the 

vendor and can be computed only within the customer device. The fake vendor could then try to 

forge a new emulated identity/coin element with private/ public key pair. However, identity/coin 

element public keys are valid only if signed by the bank. As such, any message received by an 

unconfirmed identity/coin element will be immediately rejected. Each coin is encrypted by either 

the bank or the coin element issuer and thus it is not possible for an attacker to forge new coins. 
 

 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the main window that clearly represents all the main functions that are available 

in the application . 
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From the above window  we can clearly find out the transaction process of deposit 

verification. 

 
 

 

From the above window we clearly represents the transaction process of withdraw verification 

done by the users. 
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VI. CONCLUSION 
 

In this paper, we for the first time designed and evaluated the performance of   Novel 

FRoDO protocol that was designed in order to give security for the  offline micro payments. The 

security analysis shows that FRoDO does not impose trustworthiness assumptions. Further, 

FRoDO is also the first solution in the literature where no customer device data attacks can be 

exploited to compromise the system. This has been achieved mainly by leveraging a novel 

erasable PUF architecture and a novel protocol design. Furthermore, our proposal has been 

thoroughly discussed and compared against the state of the art. Our analysis shows that FRoDO 

is the only proposal that enjoys all the properties required to a secure micro-payment solution, 

while also introducing flexibility when considering the payment medium (types of digital coins). 

Finally, some open issues have been identified that are left as future work. In particular, we are 

investigating the possibility to allow digital change to be spent over multiple off-line transactions 

while maintaining the same level of security and usability. 
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