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ABSTRACT  

 

Networking is a process of connecting one or many systems together for communicating 

between each other. The performance of any network primarily enthusiastic about topology what 

we've chosen at the time of network deployment. Usually within the real time surroundings 

virtually mesh is employed for his or her digital communication. Generally in the mesh networks 

there will be a lot of problems occur frequently due to improper assignment of nodes to the 

routers. Generally each and every router will have maximum and minimum levels for handling 

the users; whenever we deploy a network we must check the node allocation properly. Another 

important reason is while deploying the network all the systems may not be homogenous in 

nature, so by specifying static bandwidth rules for data resource allocation and sharing it will 

lead to packet loss. Another major feature that was not available in the current network is 

ssecuring data and communications with most suitable encryption key protocols. In this paper, 

we for the first time proposed a Unique certificate less-effective key management (UCL-EKM) 

protocol for a secure communication in both a dynamic WSNs characterized by node mobility. 

Generally in a WSN ,node may be keep on moving from one location to other with frequent 

intervals of time and it is very difficult to assign a lot of individual keys for that node at the time 

of node join or node removal from one cluster to another cluster. Our proposed UCLEKM 

protocol is very efficient in key revocation also at the time of node compromised state. By 

conducting various experiments on our proposed protocol by taking a set of nodes under LAN 

network, our simulation and experimental results clearly tells that our proposed protocol is very 

efficient in maintaining a set of keys which are generated on a dynamic networks. 

 

Key Words:  Key-Revocation, Secure Communication, Encryption Protocol, Homogeneous 

Network, Mesh Network. 
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I. INTRODUCTION 
 

Network is an interconnection of various systems in order to transfer the data from one 

system to other. Generally networks are classified into various types based on the usage and 

configured. Client-Server network is one among the various types of networks, where a client 

will always sends a request and server will always generates a response. Interactivity is the major 

performance factor for any type of network including client-server architecture. Here the client 

will have a facility to connect to the server from any location to interact with each other for data 

transfer. 
 

 
 

FIGURE. 1. REPRESENTS THE ARCHITECTURE OF AN ADHOC NETWORK. 
 

Now a day’s, Adhoc networks plays a very important role in small and large scale 

organizations, especially it carries with it wireless devices (called nodes hereafter) which will 

communicate with one another while not the help of a set infrastructure. As such, they're well 

matched to create radio property at anytime and anyplace. Adhoc networks are employed in 

several applications. Among those applications, military or emergency operations might demand 
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quality-of-service (QoS) support for effective communication. Therefore, flows in circumstantial 

networks are usually classified into 2 types:  

 

1. QoS flow and 

2. Best Effort (BE) flow. 

 

For QoS flows, the traffic is delivered to the destination in a timely manner by QoS 

routing. For BE flows, however, there is no guarantee regarding whether or not and once a 

packet can be delivered. Though there exist several QoS routing metrics, such as those delineate 

in [1], this paper considers information measure as the QoS routing metric as a result of a 

information measure guarantee is generally one in every of the foremost vital needs for effective 

communication. 

 

The ability of a QoS routing protocol to supply QoS support is heavily obsessed with 

however well channel resources are managed by a medium-access-control (MAC) protocol. 

MAC protocols can be classified into 2 completely different classes according to the 

programming of their transmissions. The primary class includes contention-based Mac protocols, 

which permit nodes to contend for transmission. Corrupted transmissions (collisions) are 

potential during this class, and also the IEEE 802.11 customary [2] is a well-known example. 

Though the 802.11 Mac protocols is wide used, its contention-based nature makes it tough to 

reserve information measure, that is commonly fascinating for period of time multimedia system 

traffic like streamed voice or video. In [3], the IEEE 802.11 Task cluster E (802.11e) has 

outlined enhancements to the original 802.11 Mac protocol [2] to supply QoS support. However, 

it had been not designed for multihop networks that are addressed during this paper. The second 

class includes schedule based MAC protocols, wherever every node contains a sure set of slots in 

which it's allowed to transmit. Researchers have developed many schedule-based Mac protocols 

for circumstantial networks [4].  In contrast to contention-based Mac protocols, schedule based 

MAC protocols are probably higher suited to fulfil QoS requirements by reserving information 

measure and by following the resulting transmission schedule [5], [6]. 

 

Schedule-based Mac protocols may be classified into 2 categories: topology-dependent 

planning (TDS) and topology-transparent planning (TTS) [7]. TDS concentrates on finding 

conflict-free planning and maximising system performance victimisation constellation info. This 

type of protocol has been adopted in IEEE 802.16 Mesh mode: coordinated distributed planning 

(CDS) [8], [9] and the enhanced CDS, i.e., collision-free CDS (CF-CDS) [10]. Although these 

TDS algorithms will acquire sensible performance, their obvious deficiency is that, once the 

constellation changes, the previous transmission schedules expire, and new schedules should be 

generated. In distinction, TTS doesn't need any topology info to perform transmission planning 

and can guarantee every node has a minimum of one collision-free transmission slot for any 

(one-hop) neighbour in each schedule (i.e., single-hop QoS support) while not the overhead as a 

result of the recomputation of transmission schedules. Motivated by the benefits of TTS, this 

paper styles a QoS routing protocol victimisation TTS because the underlying Mac protocol for 

unintended networks. To the simplest of our information, this paper is that the initial to style a 

QoS routing protocol victimisation TTS because the underlying Mac protocol. 
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II. RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in order 

to prove the performance of our proposed unique certificate less effective key management 

(UCL-EKM) protocol. 

 

MAIN MOTIVATION 
 

Although the Topology Transparent Scheduling does not require  the complete 

information about the topology which was been in use, it requires a very important information 

like the maximum number of transmission nodes or intermediate nodes that are available in the 

network between source and destination. As we all know that if we use a single hop routing for 

transmission of data from source to destination, there may occur some failures during 

transmission at the intermediate level, so this in turn leads to data loss. So this was one of the 

main reasons while multihop routing is mandatory for sending data from source to destination. 

 

 
 

FIGURE 2. REPRESENTS THE EXAMPLE OF AN  MULTI HOP ROUTING OR 

MULTIHOP NETWORK 

 

And one more important factor that supports the multihop routing is during the 

transmission of data from source to destination, the maximum number of interference nodes will 

be keep on changing due to its inherent mobility of  nature. So if there was any node changes its 

position during data transfer it can be replaced with the other node which is readily available 

within the transmission range. That is the reason why we have opted or motivated mainly for 
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using multi hop routing in wireless sensor or adhoc networks. In the above figure 2, we can 

clearly find out the adhoc network without multihop and with multihop. By that example we can 

clearly get an idea that multihop gives best result while routing. 

 

As we all know that Symmetric Key Schemes are not used for mobile sensor nodes and 

thus past approaches have mainly focused only on static WSNs. A few approaches have been 

proposed based on Public Key Cryptography to support dynamic WSNs. Thus, in this section, 

we review previous PKC-based key management schemes for dynamic WSNs and analyze their 

security weaknesses or disadvantages. A well known author like Chuang et al. [10] and 

K.K.Agwal et al. [11] have proposed a two-layered key management scheme and a dynamic key 

update protocol in dynamic WSNs based on the Diffie-Hellman (DH), respectively. However, 

both schemes [10], [118] are not suited for sensors with limited resources and are unable to 

perform expensive computations with large key sizes (e.g. at least 1024 bit). Since ECC is 

computationally more efficient and has a short key length (e.g. 160 bit), several approaches with 

certificate [12], [13], [14], [15] have been proposed based on ECC. However, since each node 

must exchange the certificate to establish the pairwise key and verify each other’s certificate 

before use, the communication and computation overhead increase dramatically. Also, the BS 

suffers from the overhead of certificate management. Moreover, existing schemes [12], [14], 

[15], [15] are not secure. Alagheband et al. [12] proposed a key management scheme by using 

ECC-based signcryption, but this scheme is insecure against message forgery attacks .Huang et 

al. proposed an ECC-based key establishment scheme for self-organizing WSNs. 

 

FIGURE 3. REPRESENTS THE DETAILED EXPLANATION ABOUT THE ELLIPTIC 

CURVE-BASED SIGNCRYPTION SCHEME 

From the above figure 3, we can clearly find out the signcryption and Unsigncryption of 

two users like Alice and Bob. Here Alice is the sender who will perform signcryption on the data 

before it is send to the destination node and here the bob acts like a destination node that will 

perform the Unsigncryption on the given data to view the original content in a secure manner. 

Now let us discuss about these two processes in detail as follows: 
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SIGNCRYPTION: Alice generates the signcrypted text (R, C, s) by following the below steps: 

Step 1: Checks the validity of CertB and uses it for verifying WB. 

Step 2: Randomly selects an integer rεR[1, n-1]. 

Step 3: Computes R = rG = (xR, yR). 

Step 4: Computes  where,  in which f = 

log2 n +1 is the bit length of n, .  denotes the floor and .  Indicates the ceiling. 

If K = O, she goes back to step 2. Otherwise, she drives the session key of 

encryption as k = H(xK||IDA||yK||IDB) in which H generates the required number of 

bits as the secret key of deployed symmetric encryption. 

Step 5: Computes the ciphertext as C = Ek(M). 

Step 6: Computes the digital signature as s = twA-r (mod n) in which t = HMACk (M 

||xR||IDA||yR||IDB) where HMAC is the Hash Message Authentication Code. 

Step 7: Sends the signcrypted text (R, C, s) to Bob. 

UNSIGNCRYPTION: Bob who received the signcrypted text (R, C, s), follows the below steps 

to extract the plaintext and verify the signature: 

Step 1: Checks the validity of CertA and uses it for verifying WA. 

Step 2: Computes  and derives the session key as k = H 

(xK||IDA||yK||IDB). 

Step 3: Decrypts the received ciphertext as M = Dk(C). 

Step 4: Computes t = HMACk (M||xR||IDA||yR||IDB). 

Step 5: Verifies the Alice’s signature by verifying sG + R = tWA. If this condition is 

satisfied, Bob accepts M as the correct plaintext of Alice. Otherwise, he rejects M. 

III. PROPOSED UNIQUE CERTIFICATE LESS EFFECTIVE KEY 

MANAGEMENT (UCL-EKM) TECHNIQUE 

 

In this section we will find out the proposed novel unique certificate less effective key 

management (UCL-EKM) technique that was used in current application in order to effective 

key management in a dynamic wireless sensor networks. 

  

PRELIMINARY KNOWLEDGE 

 

In this paper, we propose a Certificateless Key Management scheme (CL-EKM) that 

supports the establishment of four types of keys, namely: a certificate less public/private key 

pair, an individual key, a pairwise key, and a cluster key. This scheme also utilizes the main 

algorithms of the CL-HSC scheme [16] in deriving certificate less public/private keys and 

pairwise keys. We briefly describe the major notations used in the paper (See Table I), the 

purpose of these keys and how they are setup. 

 

http://www.scialert.net/asci/result.php?searchin=Keywords&cat=&ascicat=ALL&Submit=Search&keyword=digital+signature
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CERTIFICATELESS PUBLIC/PRIVATE KEY:  
 

Before a node is deployed, the KGC at the BS generates a unique certificateless 

private/public key pair and installs the keys in the node. This key pair is used to generate a 

mutually authenticated pairwise key. 

 

INDIVIDUAL NODE KEY: 

 

 Each node shares a unique individual key with BS. For example, a L-sensor can use the 

individual key to encrypt an alert message sent to the BS, or if it fails to communicate with the 

H-sensor. An H-sensor can use its individual key to encrypt the message corresponding to 

changes in the cluster. The BS can also use this key to encrypt any sensitive data, such as 

compromised node information or commands.Before a node is deployed, the BS assigns the node 

the individual key. 

 

PAIRWISE KEY: 

 

 Each node shares a different pairwise key with each of its neighboring nodes for secure 

communications and authentication of these nodes. For example, in order to join a cluster, a L-

sensor should share a pairwise key with the H-sensor. Then, the H-sensor can securely encrypt 

and distribute its cluster key to the L-sensor by using the pairwise key. In an aggregation 

supportive WSN, the L-sensor can use its pairwise key to securely transmit the sensed data to the 

H-sensor. Each node can dynamically establish the pairwise key between itself and another node 

using their respective certificateless public/private key pairs. 
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CLUSTER KEY: 

 

 All nodes in a cluster share a key, named as cluster key. The cluster key is mainly used 

for securing broadcast messages in a cluster, e.g., sensitive commands or the change of member 

status in a cluster. Only the cluster head can update the cluster key when a L-sensor leaves or 

joins the cluster.  
 

 
 

PAIR WISE KEY GENERATION ALGORITHM 
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IV. IMPLEMENTATION  PHASE 

 
Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JSE as the chosen language in order to show the performance this 

proposed novel passive ip Traceback model on a spoofed network. The front end of the 

application takes Java Swings, AWT and Socket Programming and as a Back-End Data base we 

took My SQL data base. The application can be executed either on a single PC or it can be 

executed on multiple PC’s all connected over a LAN. The application is divided mainly into 

following 5 modules. They are as follows: 

 

1. Service Provider Module 

2. Router  Module 

3. Cluster Formation Module 

4. Receiver Module 

5. Attacker Module 

 
1. SERVICE PROVIDER MODULE 

In this module, the service provider will browse the data file and then send to the 

particular receivers. Service provider will send their data file to router and router will connect to 

clusters, in a cluster highest energy sensor node will be activated and send to particular receiver 

(A, B, C…). And if any attacker will change the energy of the particular sensor node, then 

service provider will reassign the energy for sensor node. 

 

2. ROUTER MODULE 

The Router manages a multiple clusters (cluster1, cluster2, cluster3, and cluster4) to 

provide data storage service. In cluster n-number of nodes (n1, n2, n3, n4…) are present, and in a 

cluster the sensor node which have more energy considered as a cluster head and it will 

communicate first. In a router service provider can view the node details, view routing path, view 

time delay and view attackers. Router will accept the file from the service provider, the cluster 

head will select first and it size will reduced according to the file size, then next time when we 

send the file, the other node will be cluster head. Similarly, the cluster head will select different 

node based on highest energy. The time delay will be calculated based on the routing delay. 

 

3. CLUSTER FORMATION MODULE 

 

In cluster n-number nodes are present and the clusters are communicates with every 

clusters (cluster1, cluster2, cluster3 and cluster4).In a cluster the sensor node which have more 

energy considered as a cluster head. The service provider will assign the energy for each & every 

node. The service provider will upload the data file to the router; in a router clusters are activated 

and the cluster-based networks, to select the highest energy sensor nodes, and send to particular 

receivers. 
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4. RECEIVER MODULE 

 

In this module, the receiver can receive the data file from the service provider via router. 

The receivers receive the file by without changing the File Contents. Users may receive 

particular data files within the network only.  

 

5. ATTACKER MODULE 

 

Attacker is one who is injecting the fake energy to the corresponding sensor nodes. The attacker 

decries the energy to the particular sensor node. After attacking the nodes, energy will be 

changed in a router. 

 

V. RESULT ANALYSIS 

 
In this section we mainly describe about the result analysis at the end of our application. 

Here we can see the final window that clearly represents the status of  ATTACKED  nodes and 

also it will show the effectiveness of our current application in terms of key management at the 

time of node compromised attacks. The below window clearly represents that data owner has the 

facility to upload the file into the server and in turn the owner will generate the Message 

Authentication Code(MAC) before it is uploaded into the server. Once the MAC is generated 

now the data is encrypted and then send it into the database. 
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From the above window we can clearly find out that before the data is uploaded into the 

server with the help of a router with a set of nodes, the data owner is asked with a alert box in 

which it is asked for router ip address. At that point the data owner need to enter a valid IP-

Address of the router so that once the ip-address is entered correctly then only the data will be 

uploaded into the server with the help of a centralized router. 

 

 
 

From the above  two windows we can clearly find out the router has chosen some best 

nodes as cluster head and from that cluster head it can able to identify best nodes which have 

shortest path to send data from valid source node to destination node. 

 

 
 

Finally the data is send successfully to the server location with the help of an best path 

that is choosen from a set of nodes that are available on the router. 
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VI. CONCLUSION 
 

In this paper, we for the first time designed and evaluated the performance of  unique 

certificateless effective key management protocol (UCL-EKM) for secure communication in 

dynamic WSNs. UCL-EKM supports efficient communication for key updates and management 

when a node leaves or joins a cluster and hence ensures forward and backward key secrecy. Our 

scheme is resilient against node compromise, cloning and impersonation attacks and protects the 

data confidentiality and integrity. The experimental results demonstrate the efficiency of CL-

EKM in resource constrained WSNs. Also as an extension for this paper we have implemented 

the malicious attack module on this current application in order to create some malicious attack 

on the nodes and then verify the performance of our current application even after attacking a set 

of nodes that are available inside a network. After a deep analysis of our proposed UCL-EKM 

protocol  along with various types of attacks, we finally came to a conclusion that this proposed 

approach gives high level of security for the data which is transmitted over networks under 

dynamic WSN. 
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