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ABSTRACT  

 

In current day’s cloud computing has become one of the fascinating domains which were 

used by almost all small and large scale MNC companies including IT, BPO, Medical, and 

Software. As we all know that cloud has attracted a lot of user’s attention towards it, but it still 

has some limitations in terms of storage and retrieval. One among the several limitations is all 

the data which is stored on the cloud server is stored in the normal manner or in plain text so that 

it can be viewed, accessed, download and modified by anyone within the group. As the data can 

be uploaded by multiple owners at a time to the centralized location, so any one within the same 

group or other group can access that uploaded content without facing any problem. Another 

major limitation in the current cloud service providers is there is no facility like asking for a 

secret key or secret ID for data owner or data user at the time of login into their accounts after 

registration. Finally the main limitation in the current cloud service providers is always we need 

to search the data by following a single keyword for search, that is either filename or file folder 

name, but there is no feature like multi keyword search in the current cloud servers, so this leads 

a great difficulty for the data user, if he/she forget the file name what they gave for that stored 

file at the time of uploading. So in this paper our main goal is to provide some fine grained 

security by providing encryption of data before it is stored into the database and also providing a 

new security function like dynamic generation of ID for both data owners and data users at the 

time of first time activation after registration. This identity keys will be send to the registered 

mail id so that the user with that secret key can only participate in login, if not login not possible. 

In this proposed thesis, we will take DRIVEHQ service as live cloud service for storing and 

accessing the file to and from the application in a secure manner. As an extension we have 

implemented monitoring of log information by the cloud server, which will try to record all the 

information of owner and users for future authentication.By conducting various experiments on 

our proposed model, our simulation results clearly tells that this is the first time to implement 

this type of model to give more level of security for accessing the data to and from remote cloud 

server. 

Key Words: Cloud Service Provider, Multi Keyword, Data Owner, Data User, Data 

Encryption, Fine Grained Access, Data Authorization. 
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I. INTRODUCTION 
 

Now a day’s cloud computing have occupied a major role in each and every part of the 

information processing and information storage centres. Although the cloud has became a 

valuable resource for all parts of information processing centres, there are some limitations with 

the cloud servers as all the data which is uploaded by cloud users  will be automatically stored on 

the remote systems not on their local hardware, and can be  accessed remotely via internet by 

connecting various intermediate servers. As the data is stored from our local hardware to remote 

hardware located at client location, the data user need to retrieve the data from the remote server, 

whenever he/she want any data from that remote hardware[1]. If we look at any of the various 

cloud service providers that are available in real time environment, all the CSP try to store the 

sensitive data in plain text manner in their storage area, either for public cloud users or private 

cloud users. So this will lead to no security for accessing the data in the current cloud servers for 

storing their valuable and sensitive information into its memory locations.  

 

 
 

FIGURE.1. REPRESENTS SOME OF THE REAL-TIME CLOUD SERVICE 

PROVIDERS AVAILABLE IN THE REAL TIME ENVIRONMENT 

 

As we all know that cloud domain has attained or attracted a lot of user attention in 

storing their valuable or sensitive information however limits in allocating resources 

dynamically. As we know that cloud has received more and more user’s attention towards data 

storage, it still has some restrictions in size constraints. Now a day’s almost all companies are 

moving their existing applications and their existing application databases into the cloud and 

start to enjoy many novel advantages that were provided by the cloud computing domain, such as 

on-demand computing resource configuration, easy and flexible access, saving a lot of software 

installation space , etc. For each and every upload, the cloud users are more concentrated with 

one feature like privacy of their data. So in this paper we mainly concentrate on a new principle 

like encryption-before-outsourcing ,which has become a major fundamental attribute for giving 
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privacy for the data which is uploaded by the various cloud owners into the cloud server (CS) 

[2], [3], [4], [5]. However, how the encrypted data can be effectively utilized then becomes 

another new challenge. Significant attention has been given and much effort has been made to 

address this issue, from secure search over encrypted data [6], secure function evaluation [7], to 

fully homomorphic encryption systems [8] that provide generic solution to the problem in theory 

but are still too far from being practical due to the extremely high complexity. 

 

From the above figure 1, we can clearly find out various types of real time cloud service 

providers that are available for storing the valuable data in the real time environment. In our 

proposed thesis we use DRIVEHQ as the storage service for storing and accessing the files from 

application .As we use DRIVEHQ as storage medium ,it is also known as hybrid cloud because it 

will provide both public access and private access for the registered users.Initailly if any user 

registered into this drivehq server,he/she will get 1 GB of space for storage as a public access 

and once the data user crosses his usage more than 1 GB ,then immediately the current account 

will charge the corresponding user based on his excess storage.The storage cost depends on the 

current usage of the enduser.Hence this DRIVEHQ provides a public account till 1 GB and it 

becomes a private account after 1 GB.hence combine we termed this drivehq as hybrid cloud. 

 

In this proposed thesis we have implemented a new keyword search like multi keyword 

search, in which initially after activation the data  owner try to login into his account with all his 

basic details like username and password, along with a owner-id that was generated by the cloud 

server admin or auditor. Once he login into his account then the owner try to upload the data  in 

the current cloud service with the following fields like a file name along with a sub-item like 

keyword and then he browse the file from the desired location. In this way the data owner tries to 

provide multiple inputs for the file at the time of uploading into the cloud. So if any data user 

user who wishes to search the file from the cloud server,he/she can enter either  file name or 

keyword whatever they feel better during search criteria. For example: Data Owner wants to 

upload a file like Sample which contains some Sample java program. He will give the file name 

like Sample.txt and he then give the keyword as Java, whatever he feel better. So once he 

uploads the file in the above manner, the file will be uploaded at the end. So when a data user 

who wish to download that file, he can either give the search input as filename or either keyword 

or both [9] along with his password and mail id as a security credentials at the time of 

downloading the file. So in this way multi keyword will give enhance facility for searching and 

retrieving the files from the cloud servers. 

            
FIGURE 2.REPRESENTS SAMPLE IMAGE OF MULTI KEYWORD SEARCH OVER 

ENCRYPTED CLOUD 
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From the Figure 2, we can clearly get an idea that multi keyword search consists of 

multiple attributes like filename, keyword and browse option to choose a file. Here we choose a 

filename as Sample.txt and we gave the keyword name as Java and finally the data owner browse 

the file from C Drive and uploaded in the cloud. So if the data user who wish to download the 

data can either enter filename or keyword name or both for retrieving the file from the encrypted 

cloud storage area. The above figure clearly justifies that multi keyword gives a better level of 

data retrieval for the end users. 

II.  RELATED WORK 

 

In this section we will mainly discuss about the related work that was carried out in 

developing this proposed model. In this section we mainly discuss about various types of like: 

IaaS, PaaS, SaaS, and DaaS. 

 

From the below figure 3, we can clearly find out that there are four different services 

available and one among them is DaaS which is the main service that what we are using now for 

providing security for the current application that and prove that this service also gives the best 

security for the data which is stored inside the cloud memory locations [10], [11]. Now let us 

discuss about each and every service in detail as follows: 

 

A. IaaS (Infrastructure as a Service) 

B. PaaS(Platform as a Service) 

C. SaaS(Software as a Service) 

D. DaaS (Data /Data Base as a Service) 

 

A. IaaS (Infrastructure as a Service) 
 

This is the first service out of various services that are available in the cloud. This service 

mainly deals with application level and it is basically used to set the infra-structure for the 

users. This service is mainly used to create infrastructure for the set of  PCs that are linked in an 

area. The persons  who come under this service is IT Professionals, this is clearly shown in the 

figure 3. 

 

B. PaaS (Platform as a Service) 
 

The second important service in the cloud computing is Platform as a Service, where this 

is mainly used for customization of cloud server. Here in this service we try to set the platform 

for the users, where the developer comes under this service. Here the cloud server customizes 

which type of platforms is needed for their company usage is seen in this service. 

 

C. SaaS (Software as a Service) 
 

The third service one among the best services in cloud computing is Software as a 

Service, where this is mainly used for a consumer to use the cloud service provider’s applications 

running on a cloud IaaS. Generally business end-users come under this service where all the 

software’s that are required for running the cloud are processed in this service. 
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FIGURE.3. REPRESENTS THE VARIOUS CLOUD SERVICES THAT ARE 

AVAILABLE IN REAL TIME CLOUD  

 

D. DaaS (Data/Database as a Service) 
 

This is the last one among the set of cloud services  that was launched and included in 

various cloud client services is DaaS, which is clearly seen in  above figure 3.This DaaS service 

is used mainly for storing the data in the form of encrypted manner [12]. As this is having 

various advantages compared with other cloud client services, it has a small limitation like the 

data which is stored in this DaaS is not stored in the encrypted manner which is stored in the 

plain manner. So in this proposed thesis we try to encrypt the data before it is uploaded into the 

cloud using DaaS service. 

 

In this proposed thesis we mainly try to use this DaaS service in a secure manner for 

storing the valuable data inside the cloud.In this proposed thesis, we mainly address the open 

issues and present an authorized keyword search scheme over encrypted cloud data with efficient 

user revocation in the multi-user multi-data-contributor scenario. We deploy  a fine grained 

owner-enforced search authorization by exploiting ciphertext policy attribute-based encryption 

(CP-ABE) technique. Specifically, the data owner encrypts the index of each file with an access 

policy created by him, which defines what type of users can search this index. The data user 

generates the trapdoor independently without relying on an always online trusted authority (TA). 

The cloud server can search over the encrypted indexes with the trapdoor on a user’s behalf, and 

then returns matching result if and only if the user’s attributes associated with the trapdoor 

satisfy the access policies embedded in the encrypted indexes. We differentiate attributes and 

keywords in our design. Keywords are actual content of the files while attributes refer to the 

properties of users. The system only maintains a limited number of attributes for search 

authorization purpose. Data owners create the index consisting of all keywords in the file but 

encrypt the index with an access structure only based on the attributes of authorized users, which 

makes the proposed scheme more scalable and suitable for the large scale file sharing system. In 
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order to further release the data owner from the burdensome user membership management, we 

use proxy re-encryption [13] and lazy re-encryption [14] techniques to shift the workload as 

much as possible to the CS, by which our proposed scheme enjoys efficient user revocation. 

Formal security analysis shows that the proposed scheme is provably secure and meets various 

search privacy requirements. Furthermore, we design a search result verification scheme and 

make the entire search process verifiable. Performance evaluation demonstrates the efficiency 

and practicality of the ABKS-UR.  

 

Our contributions can be summarized as follows: 

 

1) We design a novel and scalable authorized keyword search over encrypted data scheme 

supporting multiple data users and multiple data contributors. Compared with existing 

works, our scheme supports fine-grained owner-enforced search authorization at the file 

level with better scalability for large scale system in that the search complexity is linear 

to the number of attributes in the system, instead of the number of authorized users. 

 

2) Data owner can delegate most of computationally intensive tasks to the CS, which makes 

the user revocation process efficient and is more suitable for cloud outsourcing model. 

 

3) We formally prove our proposed scheme selectively secure against chosen-keyword 

attack. 

 

4) We propose a scheme to enable authenticity check over the returned search result in the 

multi-user multi-data-contributor search scenario. 

 

III. PROPOSED SYSTEM MODEL & PRELIMINARY 

 

In this section we will find out the system model and assumptions that were used in the 

current thesis. Now let us look about them in detail: 

 

SYSTEM MODEL 

In this proposed system model, we mainly discuss about the various primitives that were 

used in our current thesis. For any cloud service provider, it contains four main entities like:  

1. Data Owner,  

2. Data User/Search User.  

3. Cloud Server  and 

4. Data Auditor  

Initially the data owner is the person who may be an individual or sometimes an enterprise, 

who wishes to outsource a collection of documents D = (D1, D2, . . . , Dn) in encrypted form     

C = (C1, C2, . . . , Cn) to the cloud server and still preserve the search functionality on 

outsourced data. Here we assume that documents are labeled with D and if there are many 

documents to be out sourced they are represented as D1, D2 and so on. Here the documents what 
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we take in our current paper consists of  a general documents or text files and need to be stored 

in a secure manner inside a cloud server. Here the sensitive data is initially encrypted and then 

ready to store inside the cloud server, they are termed as C1, C2 and so as they were encrypted 

by the data owner at his level before out sourcing into the cloud server. 

In this proposed system model the cloud server is one of the most important attribute 

among all the four attributes that are available in our proposed architecture. Once the data owner 

encrypts the input file or sensitive data and it is uploaded [15], then immediately they will be 

received by the cloud server and it will then store in its storage area securely. When a search user  

try to download any file, he will send the input as either filename or file keyword so that 

immediately the file request will be identified by the data base records and if the input keyword 

is matched the file will be downloaded and if that was not matched it will be identified as data 

not found. During this process if any intruder try to access illegally the data by substituting the 

others identies, he will be identified as a trapdoor user and file can’t be downloaded at that case. 

 

 
 

FIGURE.4. REPRESENTS THE PROPOSED SYSTEM ARCHITECTURE 

 

As shown in above figure 4, the data user or search user entity is one who wishes to 

download the files from the cloud server by giving valid inputs for searching the files and then 

download those files in a secure manner. He needs to follow the certain steps for downloading 

the data: Initailly he needs to be activated by the cloud auditor and then he has a facility to search 

for the file. If he need any file, he need to enter either filename or file keyword as a search input 

and then try to retrieve the file. Once after entering any of the search keyword he will get the file 

if available from the cloud server with requesting for download access. If the user click on 

request file button, then the request will be send to the cloud auditor, in turn the auditor will send 

a secret key for the search user mail id.Once the secret key is substituted correctly ,then cloud 

user can able to access the file in a plain text manner. 



International Journal of Computer Application (2250-1797)  

Volume 7– No.4, July-August  2017 

171 

 

The last entity in our proposed system model is cloud auditor, where he has the facility to 

activating the data owner and data user and also he has the facility to receive the entire users 

request and in turn provide secret keys as a response for the end users. The data auditor  

 

IV. THE PROPOSED NOVEL AUTHORIZED KEYWORD SEARCH  

 
In this section we will mainly describe about the proposed authorized keyword search 

over encrypted cloud data. We can discuss about that in detail by following assumptions. 

 

ASSUMPTIONS  

Let  D = (D1, D2,  . , Dn) be a set of documents which are to be uploaded into the cloud and 

K = (k1, k2, . . . , km) be the dictionary consisting of unique keywords in all documents in   

           D, where ∀  i ∈ [1,m]  ki ∈ {0, 1} ∗.       

 C = {C1, C2, . . . , Cn} is an encrypted document collection stored in the cloud server.  

 Ii is a searchable index associated with the corresponding encrypted document Ci. 

 If A is an algorithm then a ← A (. . .) represents the result of applying the algorithm A to   

     given arguments.  

Let R be an operational ring, we write vectors in bold, e.g. v ∈ R. 

The notation v[i] refers to the i-th coefficient of v. 

We denote the dot product of u, v ∈ R as  

             u ⊗ v = Pi=1 u[i] · v[i] ∈ R.  

We use |x| to indicate rounding x to the nearest integer, and |x|, |x| (for x > 0) to indicate rounding 

down or up. 

Here in the current application we denote the function Ci = ES[Di] is the encrypted 

version of the document Di  , which is mainly computed  by using a semantically secure 

encryption scheme E with a secret key S. To enable multi-keyword search capability, the data 

owner always constructs a searchable index termed as “I” that is built on “m “distinct keywords         

K = (k1, k2, . . . , km) extracted from the original dataset D. Both I and C are outsourced to the 

cloud server. To securely search the document collection for one or more keywords K¯ ∈ K, the 

authorized data user uses search trapdoor (distributed by the data owner) that generates the 

search request to the cloud server. Once the cloud server receives such request, it performs a 

search based on the stored index I and returns a ranked list of encrypted documents L ⊆ C to the 

data user. The data user then uses the secret key S, securely obtained from the data owner, to 

decrypt received documents L to original view.  
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In this proposed architecture we try to assume that cloud server is like an honest-but-

curious model. It means that the cloud server is always honest, in terms like being available for 

the entire data user for whole time and correctly following the instructions that was given by the 

data user and provide all the services for those users in a stipulated time period. At some times 

the cloud server is somewhat curious to perform some additional analysis to breach the 

confidentiality of the stored data. In the rest of the paper, the cloud server and the adversary are 

the same entity. That way, the adversary has access to the same set of information as the cloud 

server. 

 

V. IMPLEMENTATION AND ITS METHODOLOGY 
 

Implementation is the stage where the theoretical design is converted into 

programmatically manner.In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

proposed novel multi keyword based search over encrypted cloud data. The front end of the 

application takes JSP, HTML and  Java Beans and as a  Back-End Data base we took My SQL 

data base along  with a Real Cloud Service provider called as DRIVEHQ Cloud Service 

provider. This cloud service provider will provide a space up to 1 GB for storing the files which 

is used by the application. The application is divided mainly into following 4 modules. They are 

as follows: 

 

1. Authorized Keyword Search Module 

2. Efficient User Revocation Module 

3. Trapdoor Unlink Ability Module 

4. Authenticated  Search Result Module 

1. AUTHORIZED KEYWORD SEARCH MODULE 

 

The CP-ABE technique to achieve scalable fine-grained authorized keyword search over 

encrypted cloud data supporting multiple data owners and data users. Specifically, for each file, 

the data owner generates an access-policy-protected secure index, where the access structure is 

expressed as a series of AND gates. The secure search system should enable data-owner-

enforced search authorization, i.e., only users that meet the owner-defined access policy 

can obtain the valid search result. Besides achieving fine grained authorization, another 

challenge is to make the scheme scalable for dynamic cloud environment. 

 

2. EFFICIENT USER REVOCATION MODULE 

The design goal of this proposed model is to efficiently revoke users from the current 

system while minimizing the impact on the remaining legitimate users. The server can efficiently 

eliminate the revoked user’s identity information from the corresponding user lists. If any user is 

not willing to reside within the cloud ,then he can be revocated from the group and the same 

memory can be used for an alternate user who will come and join as new user in the group. 
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3. TRAPDOOR UNLINK ABILITY MODULE 

This security property makes the CS unable to visually distinguish two or more trapdoors 

even containing the same keyword. Note that the attacker may 

launch dictionary attack by using public key to generate arbitrary number of indexes with 

keyword of his choice, and then search these indexes with a particular trapdoor to deduce the 

underlying keyword in the trapdoor, which is  

referred   to as predicate privacy and it cannot be protected inherently in the PKC-based search 

scenario. To generate a trapdoor, the data user chooses a different random number u to obfuscate 

the trapdoor such that the CS is visually unable to differentiate two or more trapdoors even 

produced with the same keyword. Thus, the ABKS-UR can provide trapdoor unlink ability 

property. 

 

4. AUTHENTICATED SEARCH RESULT MODULE 
 

Data users may desire the authenticated search result to boost their confidence in the 

entire ABKS-UR search process, especially when the result contains errors that may come from 

the possible storage corruption, software malfunction, and intention to save computational 

resources by the server, etc. we are able to assure data user of the authenticity of the returned 

search result by checking its correctness (the returned search result indeed exist in the dataset 

and remain intact), completeness (no qualified files are omitted from the search result), and 

freshness (the returned result is obtained from the latest version of 

the dataset). The main idea of the verification scheme is to allow the CS to return the auxiliary 

information containing the authenticated data structure other than the final search result, upon 

which the data user is capable of doing result authenticity check. 

 

 

VI. CONCLUSION 
 

In this paper, we for the first time developed a novel protocol like verifiable attribute-

based keyword search scheme in the cloud environment, which enables scalable and fine-grained 

owner-enforced encrypted data search supporting multiple data owners and data users. Also for 

the first time we have implemented a multi-keyword search over encrypted cloud data, and 

establish a variety of privacy requirements. Compared with various existing public key 

authorized keyword search that are available in literature, our scheme could achieve system 

scalability and fine-graininess at the same time. Different from search scheme with predicate 

encryption, our scheme enables a flexible authorized keyword search over arbitrarily-structured 

data. Also as an extension we have implemented the proposed model on real cloud like 

“DRIVEHQ” in order to store the data and retrieve the data to and from the server. By 

implementing this real cloud the data which is uploaded through our application will be directly 

saved into the drivehq cloud server in the specified user account. By conducting various 

experiments on our proposed paper by taking various sensitive data documents into 

consideration, we finally came to a conclusion that our proposed model is best for storing 

valuable data inside the cloud in a secure manner as well as provide a filtered results by 

protecting the user rights. 
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