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ABSTRACT  

 

As we all know that in recent days cloud computing has become one of the fascinating 

domains which were almost used by various IT companies. A cloud server is formed by 

connecting a various number of systems all together for a centralized remote server hosted on 

internet to store, modify and access the data to and from remote systems not from local 

machines.  As the cloud has become one of the fascinating domain and attracted a lot of users 

towards that usage, but it still has some limitations in the current cloud service providers. First 

limitation is all the data which is stored on the cloud server is stored in the normal manner or in 

plain text so that it can be viewed and modified by anyone within the group. As we clearly 

understood that the data is going to be stored on remote server, whenever any user who want to 

access the data, he will retrieve the data from that remote server.Now a day’s ciphertext-policy 

attribute-based encryption (CP-ABE) has been a preferred encryption technology which is used 

to solve the challenging problem of secure data sharing in cloud computing. In this proposed 

thesis, we mainly proposed an efficient file hierarchy attribute-based encryption scheme which 

will integrate the single access structure with an integrated access structure. By using this 

proposed method all the medical related data is stored and saved securely with a low cost and in 

less number of time accessing can be done. As an extension we designed the comparative bar 

chart graph for the number of files that was accessed and the time taken for accessing the files by 

the end user. So in this thesis we try to implement the live cloud service like DRIVEHQ.com 

with an enterprise cloud service account like DNRCLOUD for storing the records in a encrypted 

manner inside that enterprise cloud account. BY conducting various experiments on our 

proposed system, we finally came to a conclusion that our proposed method is best suited for 

providing security for the large number of files that were stored in the cloud server. 

 

Key Words: Cloud Computing, Data Encryption, Ciphertext-Policy Attribute-Based 

Encryption, File Hierarchy, Cipher Text. 
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I. INTRODUCTION 
 

Now a day’s there was a lot of user’s attention towards the cloud data storage as well as 

retrieving of data from the cloud server. As the data is been increasing day by day almost all the 

companies are unable to store their valuable data on their own individual devices, so in this 

situation they opt for a new data storage area known as Cloud Data Storage [1], [2]. Generally 

cloud service providers allow the users to access their services for a low economical and 

ascendable marginal cost compared with primitive data storage services. Generally the data 

which is stored in the cloud server is mainly used for sharing within the users of same group or 

between the users of different group with a valid authentication. Some of the best cloud data 

storage services are as follows: Google Drive, DriveHq Server, DropBox and ICloud. As these 

all are the best among various types of cloud service providers in which the data can be stored 

either in public cloud or private cloud, sometimes can be stored in both combine known as 

Hybrid Cloud. 

 

 
 

FIGURE.1. REPRESENTS THE ARCHITECTURE OF SEVERAL CLOUD SERVICE 

PROVIDERS AND THEIR APPLICATIONS  

 

From the figure 1, we can clearly find out that there are various cloud service providers 

that are available in the real time environment that are used for storing various applications like 

word documents,pdf,excel and many more files. If you look at the above figure you can find out 

the various cloud service providers like Zip Cloud, Just Cloud, BOX, Google Drive, DROP BOX 

and a lot more. Of all these we are using DRIVEHQ.COM as the storage medium for storing the 

uploaded files in this  proposed application. 
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As we all know that there were a lot of data users who try to share a lot of information in 

online through various OSN sites, such as Facebook, MySpace, and Twitter. They have no 

security in sharing the information with one another. At that point of view a lot of companies 

who want to share their valuable information in a secure manner, proposed a new form of data 

sharing and data accessing known as cloud computing [3]–[5] in a centralized manner. This 

mechanism is treated as one of the most promising approach to solve the explosive expanding of 

data sharing. In cloud computing, to protect data from leaking, users need to encrypt their data 

before being shared.As we all know that cloud data can be easily shared and accessed among all 

the members inside the cloud,Access control [6], [7]  plays a vital role or it is a  paramount for 

the first line of defense that prevents unauthorized access to the shared data. Recently, attribute-

based encryption (ABE) [8]–[10] has been attracted much more attentions since it can keep data 

privacy and realize fine-grained, one-to-many, and non interactive access control. Ciphertext-

policy attribute based encryption (CP-ABE) [11]–[13] is one of feasible schemes which has 

much more flexibility and is more suitable for general applications. 

 

 
 

FIGURE.2. REPRESENTS THE SAMPLE EXAMPLE FOR SECURE DATA SHARING 

IN CLOUD COMPUTING  

 

From the above figure 2, we can clearly find out that there are totally four important roles 

that are available in the current application like: Data Owner, Data User, Cloud Service Provider 

(CSP), Authority and so on. Where the Data Owner plays a very vital role in the application who 

can store the valuable information into the cloud in an encrypted manner. Here the data owner 

try to upload all the medical related information based on specialization into the cloud server. 

After the data was uploaded into the cloud server, the central authority will try to manage the 

data by providing the key for the encrypted data that is stored into the cloud server.As we all 
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know that data user is one who will try to access the files which are stored inside the cloud 

server,they will ask the access keys from the central authority and once if the central authority 

grants the keys for the data users then only the corresponding data users can able to access the 

data in a secure manner. 

 

II. RELATED WORK 

 

In this section we will find the related work that was analyzed and studied in order to 

implement this current thesis. This section will describe the work that is related to the various 

types of cloud servers and also the traditional approach of data sharing  along with the 

functionality of ABE algorithm. Now let us look about that in detail in this below section: 

 

A) TRADITIONAL DATA HOSTING SERVICES 

 
Normally in some respects cloud servers work in the same way as physical servers but 

the functions they provide can be somewhat different. When opting for cloud hosting, clients are 

renting virtual server space rather than renting or purchasing physical servers. They are often 

paid for by the hour depending on the capacity required at any particular time. 

In the traditional hosting of data, there are mainly two processes like: 

1. Shared Hosting Approach  (&)  

2. Dedicated Hosting Approach.  

If we look at those two types of hosting in detail: shared hosting is the cheaper option 

whereby servers are shared between the hosting provider’s clients. One client’s website will be 

hosted on the same server as websites belonging to other clients. This has several disadvantages 

including the fact that the setup is inflexible and cannot cope with a large amount of traffic. 

Dedicated hosting is a much more advanced form of hosting, whereby clients purchase whole 

physical servers. This means that the entire server is dedicated to them with no other clients 

sharing it. In some instances the client may utilize multiple servers which are all dedicated to 

their use. Dedicated servers allow for full control over hosting. The downside is that the required 

capacity needs to be predicted, with enough resource and processing power to cope with 

expected traffic levels. If this is underestimated then it can lead to a lack of necessary resource 

during busy periods, while overestimating it will mean paying for unnecessary capacity. Cloud 

storage can provide the benefits of greater accessibility and reliability; relief of the burden for 

storage management, universal data access with location independence, and avoidance of capital 

expenditure on hardware, software, and personal maintenances, etc., 

B)  TYPES OF CLOUD STORAGE 

Now let us look about the some of the various types of cloud data storage in detail : 
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I)  PERSONAL CLOUD STORAGE 

 It is also known as mobile cloud storage, personal cloud storage is a subset of public 

cloud storage that applies to storing an individual's data in the cloud and providing the individual 

with access to the data from anywhere. It also provides data syncing and sharing capabilities 

across multiple devices. Apple's iCloud is an example of personal cloud storage. This personal 

cloud storage is mainly dealt in various mobile operators which provide easy access for data 

storage inside the cloud. 

 

II) PUBLIC CLOUD STORAGE 

 Public cloud storage is where the enterprise and storage service provider are separate and 

there aren't any cloud resources stored in the enterprise's data center. The cloud storage provider 

fully manages the enterprise's public cloud storage. Normally in the current days all the cloud 

storage providers provide public cloud as storage medium with min 2GB and Max 10 GB for 

data storage with free data access and usage. If that space exceeds then we need to pay the excess 

storage cost more than 10 GB, which acts as a private cloud. 

III) PRIVATE CLOUD STORAGE 

 It is a form of cloud storage where the enterprise and cloud storage provider are 

integrated in the enterprise's data center. In private cloud storage, the storage provider has 

infrastructure in the enterprise's data center that is typically managed by the storage provider. 

Private cloud storage helps resolve the potential for security and performance concerns while 

still offering the advantages of cloud storage. 

IV) HYBRID CLOUD STORAGE 

 Hybrid cloud storage is a combination of public and private cloud storage where some 

critical data resides in the enterprise's private cloud while other data is stored and accessible from 

a public cloud storage provider. A Hybrid Cloud Storage is the combination of public and private 

cloud storage, till less than 10 GB it is treated as public cloud and more than 10 GB treats as a 

private cloud storage. Hence an account which contains both these combine is known as hybrid 

cloud data storage. 

 

ATTRIBUTE BASED ENCRYPTION (ABE) ALGORITHM 

 
In this section we mainly discuss about the ABE algorithm that was used as a back end 

for granting access roles for the cloud data users for accessing the files by the private cloud. Here 

the file which was uploaded into the cloud server or public cloud server can be accessed only by 

the valid user who has authorized permission from the private cloud. If they don’t have 

authorized permission to access that, then they will be treated as invalid and author or display a 

message likes “The user doesn’t have the authorization Facility”. Now let us discuss about the 

architecture of our proposed thesis and also find the explanation about the ABE in detail. 

 

http://www.webopedia.com/TERM/M/mobile_cloud_storage.html
http://www.webopedia.com/TERM/D/data_synchronization.html
http://www.webopedia.com/TERM/I/icloud.html
http://www.webopedia.com/TERM/P/public_cloud_storage.html
http://www.webopedia.com/TERM/P/private_cloud_storage.html
http://www.webopedia.com/TERM/H/hybrid_cloud_storage.html
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DESCRIPTION 

 
The ABE algorithm is implemented as five polynomial-time algorithms, as follows. The 

Data owner establishes the public system parameter via Setup and generates a public/master-

secret key pair via Key Gen. Messages are encrypted via Encrypt technique. The Data Owner 

can use the master-secret key to generate a decryption key for a set of cipher text classes via 

Extract. The generated keys are passed securely (via secure channels) and finally a user with an 

appropriate key[14] can decrypt any cipher text provided that the cipher text’s class is contained 

in the storage node key via Decrypt method[15]. 

 

1. Here Data Owner is nothing but who will upload the file. 

 

2. Delegate is nothing but the data user who tries to access the data and download 

that after getting access permission from private cloud. 

 

3. Cipher Text classes is nothing but data stored in a encrypted manner in live cloud 

i.e.., Drive HQ server. 

4. Access Privileges is given by Private Cloud for the registered users at the time of 

registration and also based on the user request. 

 

 

III. A NOVEL FILE HIERARCHY CP-ABE (OR) FH-CP-ABE SCHEME 
 

 

In this section, we mainly describe the proposed novel FILE HIERARCHY CP-ABE 

(OR) FH-CP-ABE SCHEME for secure hierarchical structure of access policy, so as to achieve 

simple, flexible and fine-grained access control. The main contribution for proposing this FH-

CPABE comes in three important aspects, they are as follows: 

 

MAIN ASPECTS 

 
Initially, we propose the layered model of access structure to solve the problem of 

multiple hierarchical files sharing. The files are encrypted with one integrated access structure. 

 

Next, we also formally prove the security of FH-CP-ABE scheme that can successfully 

resist chosen plaintext attacks (CPA) under the Decisional Bilinear Diffie-Hellman (DBDH) 

assumption. 

 

Finally, we conduct and implement comprehensive experiment for FH-CP-ABE scheme, 

and the simulation results show that FH-CP-ABE has low storage cost and computation 

complexity in terms of encryption and decryption. 

 

It should be noticed that the proposed scheme differs from the subsequent CP-ABE 

schemes [16]–[20], which utilize the user layered model to distribute the work of key creation on 
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multiple domain authorizations and lighten the burden of key authority center. In addition, the 

part of this work is presented in [21]. The work presented in that conference paper is rough and 

incomplete, where some important aspects haven’t been considered. 
 

 

 
 

FIGURE.3. REPRESENTS THE EXAMPLE OF FH-CP-ABE SCHEME THAT WAS 

USED IN THE CLOUD COMPUTING.  

 

Data owner encrypts content keys ck = {ck1, ck2} under the access policy T . Users 

decrypt some or all content keys if users’ attribute set satisfies part or the whole T .From the 

above figure 3,we can clearly see the functionality like authority with initially generate the 

public key and master secret key for the data which is to be accessed by the data user and he is 

the only person who can generate the keys for the corresponding files with the help of KeyGen 

method.Once the keys are generated next he will send the corresponding keys to the data owner 

who will try to verify his access policies and then he try to upload the data into the cloud server 

by encrypting that data. Here the data owner uses the method like Encrypt() for making the plain 

text data into cipher text.Once the data is encrypted by the data owner ,it is then forwarded to the 

cloud service provider and from there the data can be accessed or viewed by the data users. Here 

the data users can be hospital staff, patients, and doctors based on specialization and so on. If any 

of the user category want to view the content they need to decrypt the data and then view the 

original content in a plain text manner. This original content will be decrypted by using Decrypt 

() method in order to convert the cipher text into plain text manner. 
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IV.IMPLEMENTATION STAGE 
 

Implementation is the stage where the theoretical design is converted into 

programmatically manner. In this stage we will divide the application into a number of modules 

and then coded for deployment. We have implemented the proposed concept on Java 

programming language with JEE as the chosen language in order to show the performance this 

proposed  FH-CP-ABE Scheme  for  secure data accessing and data sharing in an encrypted 

manner . The front end of the application takes JSP, HTML and Java Beans and as a  Back-End 

Data base we took My SQL data base along  with a Real Cloud Service provider called as 

DRIVEHQ.com as  the  Cloud Service provider. This cloud service provider will provide a space 

up to 2 GB for storing the files which is used by the application. The application is divided 

mainly into following 5 modules. They are as follows: 

 

1) DATA OWNER  MODULE 

 

In the first module, we develop the Data Owner Module. Owner Will Signup and Wait 

for the approval Key of admin. After Getting key Owner can login using the key, and upload any 

records related to users medical Information on the cloud. In this module, data owner will check 

the progress status of the file upload by him/her. It has large data needed to be stored and shared 

in cloud system. In our scheme, the entity is in charge of defining access structure and executing 

Encrypt operation. And it uploads ciphertext to CSP. After the completion, owner logout the 

session. 

 

2) DATA USER & PHYSICIAN MODULE 

 

In this module, we develop the User Module. User Will registries and login on the user's 

page. We develop the module, such that, the User will search for his/her medical records by 

given user medical record id on the page. User will get search results of the medical records 

related to the id and he/she will request admin to access the document which is encrypted one by 

the admin. After getting decrypt key from the admin, he/she can access to the medical records. 

User logouts the session. It wants to access a large number of data in cloud system. The entity 

first downloads the corresponding cipher text. Then it executes Decrypt operation of the 

proposed scheme. 

 

3) CLOUD SERVICE PROVIDER MODULE 

 

It is a semi-trusted entity in cloud system. It can honestly perform the assigned tasks and 

return correct results. However, it would like to find out as much sensitive contents as possible. 

In the proposed system, it provides cipher text storage and transmission services. In this module, 

we also develop admin module process. Admin Will Login on the admin's page. He/she will 

check the pending requests of any of the above person. After accepting the request from the 

above person, he/she will generate master key for encrypt and Secret key for decrypt. 
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4) DATA AUTHORITY  MODULE 

 

It is a completely trusted entity and accepts the user enrollment in cloud computing. And 

it can also execute Setup and KeyGen operations of the proposed scheme. The Researcher will 

registries and login on the researcher's page. Researcher will search for any medical records by 

the disease category (i.e Cancer, Hernia..etc..). Researcher will Request for decrypt key to the 

admin. After getting the key from admin, researcher will access to the medical records of patient 

without their personal details. After the process, Researcher logouts the session. 

 

5) FILE HIERARCHY SYSTEM MODULE 

 

The large number of classes in the Java IO package is overwhelming and annoying. 

However, if we use Java, we still need to understand those classes. In fact, the classes in Java IO 

package are not very complex, but we need a good way to learn those. There are two important 

factors for understanding the classes: 

1) Java io class hierarchy diagram 

2) Decorator pattern 

 

V. CONCLUSION 
 

In this paper, we finally designed and developed a novel FILE HIERARCHY CP-ABE 

(OR) FH-CP-ABE SCHEME for secure hierarchical structure of access policy, so as to achieve 

simple, flexible and fine-grained access control.For this we have used a live cloud service like 

drivehq cloud service with a public cloud access account in order to prove these advanced 

features that are proposed in this current paper. The hierarchical files are encrypted with an 

integrated access structure and the cipher text components related to attributes could be shared 

by the files. Therefore, both cipher text storage and time cost of encryption is saved. The 

proposed scheme has an advantage that users can decrypt all authorization files by computing 

secret key once. Thus, the time cost of decryption is also saved if the user needs to decrypt 

multiple files. Moreover, the proposed scheme is proved to be secure under DBDH assumption. 

By conduction various experiments on our proposed scheme, our simulation results clearly tells 

that this proposed method is very accurate in providing security for the sensitive data like 

medical, military and so on and it takes very less time for encrypting and decrypting even the 

data volume increases dynamically. 
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