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ABSTRACT  

 Wireless Ad Hoc Network is highly compromised and vulnerable network due to the 

connectionless links between the node. These nodes do not possess any uniform infrastructure 

and need to self organized, self managed and self configured themselves. Because of their 

non-uniform structure and high mobility the dynamism provided to wireless Ad Hoc networks 

make them prone to different types of Malicious attacks and it is highly difficult to identify 

such a behavior in an unpredictable environment. The data sent by the nodes are captured by 

adversary nodes through various attacks because the security mechanism is not likely 

provided in this network. The parameters used by the protocols and the protection provided by 

them is differentiated according to the different layers and no complete solution to the 

problem of security is addressed in this paper. we are trying to address the various security 

protocols that have come into existence till date and provide exhaustive survey for the 

security routing protocol that could be probably provided in Wireless ad hoc networks. 

  
Key words: WSN, Routing, attacks, security protocol, packet. 

 

 

 

INTRODUCTION  

 

Wireless communication scenarios comprise of three sets of networks such as Mobile 

ad hoc networks, Wireless sensor network and Vehicular Ad Hoc networks. The Mobile ad 

hoc networks consists of collection of independent, self configured mobile nodes which do 

not need any support from the existing network framework. Self configurability implies that 

the nodes entering into a particular network to connect and disconnect themselves 

automatically irrespective of the distances between them. Routing is a critical issue in this 

type of network because the nodes have high mobility and a source node has to send data to 

the destination node, every node in mobile ad hoc network access a relay agent and routes the 

data to the destination node. But in between there are numerous neighboring nodes which act 

as routers in order to forward the data packets and hence if any one of them becomes an 

adversary node so the probability of the network attacks is highly implemented. At the same 

time it is difficult to identify that a malicious node and eliminate it from participating in a 
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given cluster. This identification becomes difficult as the malicious node at the time of path 

selection, this node might be a good node and has suddenly becomes adversary. 

When a given node address to the security principles of confidentiality, integrity, 

authenticity and availability along with non repudiation then the behavior of such a node is 

considered to be normal where as when a node breaches the security principles mentioned 

above then such a node is considered to be Malicious or adversary node. When they are not 

become malicious it can simply drop the packet or consume it without forwarding. It also 

drains the battery and fills the buffer with fake updates along with consumption of the battery 

so that no other legitimate node can use it. The Malicious nodes can also inject stale packets 

in the network to create confusion between the other nodes and such a node purposefully 

delay to forward the packet in order to make the TTL field of the packet exhausted. and if the 

TTL filled of the packet exhausted then the packet is assumed to be dropped. It also causes 

link break so that the two legitimate nodes are restricted from communicating with each other. 

A malicious node also tempers with the contents of the packet or changes it completely. It can 

also deny the sending of the message to the other legitimate notes and that node send fake 

route request to the legitimate notes to get the package and disturb the network operation. The 

nodes that are not available are considered to be isolated from the network operation.  

Session capturing means that two legitimate nodes which are trying to communicate are 

interrupted by a malicious node. This Malicious node captures meaningful information from 

the conversation between the two legitimate nodes and this is called as session capturing. 

These different types of attacks that occur in the network comprises of an internal attacks in 

which the attacker is a malicious node within the network or an external attack in which the 

node has recently joined the network and is it to be incorporated as a internal node . These 

attacks that are executed by the malicious nodes are categorized according to the layers that 

are the physical layer, the data link layer, the network layer, the transport layer and 

application layer. The layer wise attacks need to be considered and proper security solutions 

are supposed to be proposed in order to find the solution to such attacks. In this paper we are 

trying to identify different security routing protocol that exist for wireless ad hoc networks. 

 

  SECURITY IMPLEMENTATION USING DIFFERENT PROTOCOLS  
All the above mentioned schemes that are mentioned are capable of handling the 

security issues only partially and many researchers have proposed different set of protocols 

with the intent to provide security at different layers. These protocols were designed on the 

basis of above mentioned schemes with key focus on concept of certification system, 

cryptography and other security solutions. 

 

   1) Authenticated Routing for Ad hoc Networks (ARAN) – 

       (a) Introduction:  
The Authenticated Routing for Ad hoc Networks (ARAN) protocol is a reactive routing 

protocol which uses cryptographic certificates for the purpose of authentication and non-

repudiation. It is based on five major components - Certification, Authenticated, Discovery of 

Route, and Set up of Authenticated Route, Maintenance of Route, and Revocation of Key.  

       (b) Operation: 
The source node starts communication by sending route discovery packet. The 

Destination node sends RREP packet to source, where it is verified. Every node on any 
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particular route that receives a route request (RREQ) , strips the signature and certificate of 

the previous node and appends its own into the packet before dispatching it.  

ARAN consists of three different functional stages, of which first two are mandatory 

and the third optional. Steps are as follows: 

1. In the first stage, a preliminary certification process is performed using asymmetric 

cryptography that requires the existence of a universally trusted digital certificate server 

(CS) which assigns a digital certificate to every peer on the network In this protocol, each 

node knows the public key of the certification authority.  

2. The second functional stage of the protocol is the route discovery process. The node that 

has certification key is allowed as it can provide end-to-end authentication. A routing 

table is maintained at every node in the network and this table has entries that correspond 

to currently active source-destination pairs .In ARAN protocol loop freedom is ensured as 

it allows only the destination to reply to a route discovery packet. All intermediate nodes 

that have paths to a destination cannot send route discovery packets  

3. The third operational stage focuses on optimization and ensures that the shortest paths are 

discovered but with a disadvantage of increase in cost.  

4. A trusted certification authority is always required to authenticate routing traffic through 

the use of public key cryptography. The node that generates or forwards route discoveries, 

route replies and other such routing traffic messages must also sign them.  

 Advantages: 

• As authentication is done for every hop. 

• Impersonation can be easily avoided. 

• Confidentiality is guaranteed because of public key encryption,  

• Network structure is not exposed 

• Resilient to many attacks.  

• Secure as long as CA is not compromised  

Disadvantages: 

• Asymmetric key cryptography slows down the overall network performance. 

• Affected by the Wormhole, black hole, DoS attacks, relay attacks and also rushing 

attack. 

• Requires extra memory and high processing overhead for encryption. 

• Discovered path may not be always optimal. 

 

2) Secure Routing Protocol (SRP) -  

   (a) Introduction:  

The Secure Routing Protocol (SRP) is a protocol consisting of set of security extensions 

to the existing ad hoc routing protocol. It uses broadcasting as its route querying method. DSR 

protocol is particularly an appropriate protocol for incorporation of the proposed security 

extensions of SRP. 

   (b) Operation: 

The operation of SRP is based upon three important assumptions as mentioned below: 

• Bidirectional communication. 

• Presence of a security association between the source and destination. 

• The absence of colluding nodes.  
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The SRP protocol appends the header of basic routing protocol with a new SRP header 

before the packet is sent. The route request message is sent by source node with a query 

sequence number which is used by the destination for identifying outdated requests. A 

random query identifier (QID) is used to identify the specific request and the output of a 

keyed hash function. The several security extensions in SRP require the existence of a 

security association (SA) between the source node and the destination node at the time of 

initiating a route query. This security association protects the non mutable fields of the 

exchanged routing messages by establishing a shared secret key between the source and 

destination .SRP thereby provides end-to end authentication to existing ad hoc routing 

protocols.  

Advantages: 

• Claims the acquisition of accurate guaranteed topological information  

• A node initiating the route discovery process would be able to discard replies from 

malicious nodes claiming false topological information, thus ensuring maximum 

safety.  

• It prevents the black hole attack and also the attacks due to incorrect routing 

information 

Disadvantage: 

• It does not solve the problem of protecting transmitted data 

• It is only concern is  obtaining correct topological information  

• It is vulnerable to the wormhole attacks, rushing attacks, DoS attacks and invisible 

node attacks. 

 

3) Ariadne -  

 (a) Introduction:  
 Ariadne is a secure on-demand ad hoc routing protocol based on the following concepts: 

• Provide end-to-end security. 

• Two nodes share a secret key between them. 

• Message authentication code (MAC) is used to authenticate point-to-point messages 

between two nodes. 

• Employs the TESLA broadcast authentication protocol to   authenticate broadcast 

messages like route requests. 

• Clock synchronization is needed. 

          In TESLA time synchronization is an absolute requirement as the sender generates a 

one way key chain and defines a schedule for transmission .Accordingly it discloses the keys 

of the chain in reverse order from generation. Ariadne uses symmetric key cryptography and 

one way hash along with a MAC using a shared key between the source and the destination 

for authentication. 

(b)  Operation:  
Mode of operation can be summarized as follows: 

• A route request packet RREQ along with TESLA time interval, is sent out by the 

initiator .It has information like an identifier for the particular route discovered to be 

shortest.  

• When the recipient intermediate node receives RREQ packet it checks if TESLA 

time interval is still valid.  

• It then checks whether the hash function is used to check the authentication.  
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• The authenticity of each hop is verified by the target node by comparing the 

computed hash value and the received hash value. 

Advantages: 

• Provides mechanism for securing route maintenance. 

• Route error messages prove validity of broken links in the ad hoc network. 

• Provides end-to-end security mechanisms for ad hoc routing. 

• Utilizes a message authentication code for authentication of routing table entries.  

Disadvantages: 
• Vulnerable to the invisible node attack in which node when participates in a routing 

protocol, implements identification, without revealing its identity. 

• It is also affected by rushing attacks, wormhole attacks, Denial of service attacks and 

the invisible node attack.  

• Ariadne protocol can be disrupted by wormhole attacks. 

 

4) Secure Ad hoc On-demand Distance Vector Routing (SAODV) - 

(a) Introduction:  

SAODV is an extension to the existing AODV protocol which utilizes digital signatures 

and hash chains in order to secure AODV packets. AODV consists of Routing messages 

RREQ and RREP packets which are authenticated in SAODV to guarantee their integrity and 

authenticity. In a given message, the non-mutable fields are authenticated using cryptographic 

signatures. Whereas the only mutable field hop-count created at every route discovery 

process, is secured using new one way hash chain. In particular, the protocol requires the 

existence of a key management mechanism to enable a node to acquire and verify the public 

key of other nodes that participate in the ad hoc network.  

(b) Operation: 

The source node signs the routing message with its private key i.e. with an RREQ 

packet, a route request single signature extension (RREQ-SSE). The recipient nodes verify 

this signature using the public key of the source. As the sender is unable to sign it, the hop 

count must be incremented at each hop. Using upper bound for the hop count, source node 

generates a one-way hash chain. This prevents any modification or tampering of the hop count 

by hostile intermediate nodes. The source node signs route request and the anchor of this hash 

chain. Then they both are included in the RREQ single signature extension (RREQ-SSE). An 

element of the hash chain based on this hop count in RREQ header is included in the single 

signature extension.  

Disadvantages: 

• Protocol suffers from performance issues due to the use of computation-heavy 

asymmetric cryptography methods.  

• A node is forced to generate a signature each time it generates (or receives) a routing 

message.  

 

5)  SPINS:  

(a) Introduction:  

SPINS has two secure building blocks: SNEP and µTESLA. SNEP provides the 

important baseline security primitives: data confidentiality, two-party data authentication, and 

data freshness. A particularly hard problem is to provide efficient broadcast authentication, 

which is an important mechanism for sensor networks. µTESLA is a new protocol which 
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provides authenticated broadcast for severely resource-constrained environments. Security 

Protocols for Sensor Networks “SPINS” a suite of security protocols optimized for sensor 

networks.  

 

5.1 SNEP: Sensor Network Encryption Protocol    

(a) Introduction:  

SNEP offers the following properties:   

• Semantic security: Since the counter value is incremented after each message, the 

same message is encrypted differently each time. The counter value is long enough 

that it never repeats within the lifetime of the node.   

• Data authentication: If the MAC verifies correctly, the receiver can be assured that 

the message originated from the claimed sender.  

• Replay protection: The counter value in the MAC prevents replaying old messages. 

Note that if the counter were not present in the MAC, an adversary could easily 

replay messages.  

• Weak freshness: If the message verified correctly, the receiver knows that the 

message must have been sent after the previous message it received correctly (that 

had a lower counter value). This enforces a message ordering and yields weak 

freshness.   

• Low communication overhead: The counter state is kept at each end point and does 

not need to be sent in each message. 

  (b) Advantages: 

  SNEP provides a number of following advantages.   

1. It has low communication overhead as it only adds 8 bytes per message.   

2. Like many cryptographic protocols it uses a counter, but avoids transmitting the 

counter value by keeping track at both end points. 

3. SNEP achieves semantic security, which prevents eavesdroppers from inferring the 

message content from the encrypted message.  

4. Finally, SNEP protocol offers data authentication, replay protection, and weak 

message freshness.    

However, sending data over the RF channel requires more energy. So, SNEP construct 

another cryptographic mechanism that achieves semantic security with no additional 

transmission overhead.  

It relies on a shared counter between the sender and the receiver for the block cipher in 

counter mode (CTR). Since the communicating parties share the counter and increment it 

after each block, the counter does not need to be sent with the message. To achieve two-party 

authentication and data integrity, SNEP uses a message authentication code (MAC). The 

combination of these mechanisms forms Sensor Network Encryption Protocol SNEP. 

 

5.2  µTesla:  

Introduction:  
The basic idea of the µTesla system is to achieve asymmetric cryptography by delaying 

the disclosure of the symmetric keys. In this case a sender will broadcast a message generated 

with a secret key. After a certain period of time, the sender will disclose the secret key. The 

receiver is responsible for buffering the packet until the secret key has been disclosed. After 

disclosure the receiver can authenticate the packet, provided that the packet was received 
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before the key was disclosed. One limitation of µTesla is that some initial information must 

be uni-cast to each sensor node before authentication of broadcast messages can begin. 

Authenticated Broadcast asymmetric digital signatures are impractical for sensor networks for 

the authentication, as they require long signatures with high communication overhead of 50-

1000.  

Advantages of µTESLA: 

Earlier TESLA protocol provided efficient authenticated broadcast However, TESLA was not 

designed for sensor networks. Adrian Perrig et al. proposed µTESLA to solve the following 

inadequacies of TESLA in sensor networks:    

• TESLA authenticates the initial packet with a digital signature, which is too expensive 

for our sensor nodes. µTESLA uses only symmetric mechanisms.   

• Disclosing a key in each packet requires too much energy for sending and receiving. 

µTESLA discloses the key once per epoch.   

• It is expensive to store a one-way key chain in a sensor node. µTESLA restricts the 

number of authenticated senders. 

 

6) SEAD (Secure Efficient Ad-hoc Distance Vector) - 

(a) Introduction:  

SEAD (Secure Efficient Ad-hoc Distance Vector) is a proactive secure routing protocol 

based on the Destination-Sequenced Distance Vector protocol (DSDV). In a proactive (or 

periodic) routing protocol nodes periodically exchange routing information with other nodes 

in attempt to have each node always know a current route to all destinations. SEAD provides 

security against malicious nodes and also avoid formation of forwarding loops. 

(b) Operation:  

SEAD authenticates the sequence number and metric of a routing table update message 

using hash chains elements. In addition, the receiver of SEAD routing information also 

authenticates the sender, ensuring that the routing information originates from the correct 

node. The source of each routing update message in SEAD must also be authenticated, since 

otherwise, an attacker may be able to create routing loops through the impersonation attack. 

 Features:  
• SEAD deals with attackers that modify routing information broadcasted during the 

update phase of the DSDV protocol in particular, routing can be disrupted if the 

attacker modifies the sequence number and the metric field of a routing table update 

message.  

• SEAD makes use of efficient one-way hash chains rather than relying on expensive 

asymmetric cryptography operations. 

• SEAD assumes some mechanism for a node to distribute an authentic element of the 

hash chain that can be used to authenticate all the other elements of the chain. 

  Weakness: SEAD is vulnerable to wormhole attacks. 

 

7)  SAR (Security-Aware Ad-Hoc Routing) - 

(a) Introduction:   

Security-Aware Ad-Hoc Routing (SAR) is the generalized framework for any on 

demand ad-hoc routing protocol which addresses message integrity and confidentiality. SAR 

use different security attributes to improve the quality of the security of an ad-hoc route. It 

incorporates security levels of nodes into traditional routing metrics. In SAR every nodes 
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have same trust level and they must share a secret key. SAR expands the routing process 

using hash digests and symmetric encryption mechanisms. The signed hash digests provide 

message integrity while the encryption of packets ensures their confidentiality. Its goal is to 

quantify the notion of trust. It represents trust relationships explicitly by defining a suitable 

hierarchy of trust values. It integrates the trust value of a node and the security attributes of a 

route to provide an “integrated security metric”. 

(b) Operation: 

SAR when implemented on AODV protocol adds two additional fields to the Route 

Request packet and one additional field to the Route Reply packet.  

1. The first field added to the Route Request packet is the security requirement field 

(RQ_SEC_REQUIREMENT) and is set by the sender and broadcast the packet just as 

in AODV. It indicates the preferred trust level for the path to the destination.  

2. The Second field added to is the security guarantee that signifies the maximum level 

of security provided by the discovered paths. When an intermediate node receives an 

RREQ it first check if the node can satisfy the security requirement indicated in the 

packet. If yes, update the RQ_SEC_GUARANTEE field and forward to its neighbors. 

If no, drop the RREQ packet.  

3. When RREQ arrives at the destination it indicates the presence of a path from the 

sender to the receiver that satisfies the security requirement specified by the sender. 

4. It copies RQ_SEC_GUARANTEE from RREQ into RREP. And Send the RREP back 

to sender as in AODV When an intermediate node receives an RREP. The RREP 

packet arrives at an intermediate node in the reverse path intermediate node will 

update its routing table and record the new RQ_SEC_GUARANTEE value. This value 

indicates the maximum security available on the cached forward path. 

5. When a trusted intermediate node answers a RREQ query using cached information it 

compares Q_SEC_GUARANTEE of the cached route to the security requirement in 

the RREQ packet. It sent back RREP containing cached path information only if the 

forward path can guarantee enough security. 

  (c) Features:   

• SAR uses security information to dynamically control the choice of routes installed in 

the routing table.  

• SAR enables applications to selectively implement a subset of security services based 

on the cost-benefit analysis. 

• The routes discovered by SAR may not always be the shortest between any two 

communicating entities in terms of hop count. However these routes have quantifiable 

guarantee of the security.  

• SAR will find the optimal route if all the nodes on the shortest path satisfy the security 

requirements.  

• SAR may fail to find the route if the ad hoc network does not have a path on which all 

nodes on the path satisfy the security requirements in spite of being connected.  

• SAR prevents a few attacks such as spoofing and the black hole attack among others. 

(d) Weakness:  
SAR is vulnerable to DoS, Wormholes and Rushing. 
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8) SPREAD (Security Protocol for Reliable Data Delivery) - 

 (a) Introduction:  

SPREAD scheme addresses data confidentiality and data availability in a hostile ad hoc 

environment. The confidentiality and availability of messages exchanged between the source 

and destination nodes are statistically enhanced by the use of multipath routing. At the source, 

messages are split into multiple shares by secret sharing scheme that are deliver out via 

multiple independent paths to the destination. The destination node then combines the 

received pieces to reconstruct the original message. so that even if a small number of nodes 

that are used to relay the message shares are compromised, the secret message as a whole is 

not compromised.  

(b) Operation:  
The SPREAD scheme assumes link encryption between neighboring nodes, with a 

different key used for each link. Thus, to compromise confidentiality of a secret message, an 

adversary has to collect and decrypt all pieces of the message. Since each piece takes a 

different independent path, an attacker should be present in multiple locations at the same 

time to overhear or intercept all of the pieces. The SPREAD scheme proposes the use of a .T; 

N/ threshold secret sharing algorithm to divide messages into multiple pieces. A .T; N/ 

threshold secret sharing algorithm generates N pieces, called shares, such that the original 

message can be reconstructed from any T shares. So, using less than T shares cannot yield any 

information about the original message. SPREAD uses threshold secret sharing with 

multipath routing to achieve data optimal confidentiality.  

First obtain message shares using the secret sharing schemes by choosing the 

appropriate secret sharing schemes and the optimal allocation of the message shares onto each 

path in order to provide the security.  

(c) Features:  
The SPREAD is more secure and also provides a certain degree of reliability without 

sacrificing the security. It uses multipath routing techniques and the path set optimization 

algorithm to find the multiple paths with the desired property, i.e., the overall path set 

providing maximum security.  

 

9) SPAAR (Secure Position Aided Ad hoc Routing) -  

(a) Introduction:  

The SPAAR protocol was developed with the classical managed-hostile environment in 

mind thus meant to provide a very high level of security, and sometimes at the cost of 

performance. The managed-hostile environment is described as a MANET formed by military 

nodes in a battle environment. SPAAR uses position information to improve performance and 

security, while keeping position information protected from unauthorized nodes.  SPAAR also 

requires that each device to use a GPS locator to determine its position. For MANET routing 

protocols to achieve a high level of security, we allow nodes to only accept routing messages 

from one-hop neighbors. The invisible node attack and the wormhole attack can be prevented if 

nodes only accept routing messages from one hop neighbors. In SPAAR packets are only 

accepted between neighboring nodes one hop away from each other, this is to avoid the 

“invisible node- attack”. The basic transmission procedure is quite similar to ARAN, although 

the group neighborhood key is used for encryption in order to ensure one-hop communication 

only. Since all nodes also have information on their location they only forward RREQs if their 

position is closer to the destination position.  
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(b) Operation:  

 In SPAAR, with the aid of position information, a node may verify its one-hop neighbors 

before including them in the routing protocol. SPAAR requires that each device can determine 

its own location. GPS receivers are relatively inexpensive and lightweight, so it is reasonable to 

assume that all devices in our network are equipped with one. In cases in which a node is unable 

to determine its location, nodes may use a location proxy.  In SPAAR, the source node must 

also know the approximate geographic location of the destination. This may be calculated from 

the most recent location and most recent velocity information stored in the source node’s 

destination table. If this is the source node’s first attempt at communication with a particular 

destination, the source may not have the destinations position. In this situation, a location 

service may be used. If no location service is available, a selective flooding algorithm may be 

used to reach the destination and receive its position information. 

   (c) Features:  

SPAAR uses asymmetric cryptography resulting in some processing overhead. However, 

SPAAR’s overall routing overhead reduction, via geographic forwarding, offsets the processing 

overhead.  An important factor in any MANET routing protocol is scalability. SPAAR provides 

scalability comparable to that of other position aided ad hoc routing protocols. The primary 

difference between SPAAR and other position aided protocols is SPAAR’s use of cryptography. 

The cryptographic techniques employed by SPAAR should not affect scalability. In SPAAR, 

nodes maintain up-to-date position information for its one-hop neighbors. A node uses a private 

group encryption key to encrypt messages intended for all of the node’s neighbors, such as 

RREQs and table update messages. As the number of neighbors increase, the neighbor table 

grows. However the computational overhead for the encryption of messages remains constant. 

 

10) Secure Link State Routing Protocol (SLSP) –  

The Secure Link State Routing Protocol (SLSP) is based on secure proactive routing for 

mobile ad hoc networks. In both local and network-wide scoped topology, the discovery and the 

distribution of link state information is secured. SLSP can be considered as stand-alone solution 

for proactive link-state routing or can also be employed with a reactive ad hoc routing protocol 

creating a hybrid framework. SLSP is mainly based on the existence of an asymmetric key pair 

for every network interface of a node. Participating nodes can be identified by the IP addresses 

of their interfaces. But SLSP limits its scope to secure only the process of topology discovery. 

The participating parties decide to misbehave during data transmission; it cannot be detected or 

penalized. SLSP is divided into three logical components: public key distribution, neighbor 

discovery, and link state updates. SLSP is vulnerable to colluding attacks where the adversary 

fabricates non-existing links between themselves and floods this information to neighboring 

nodes.  

 

11)  On-demand Secure Routing Protocol Resilient to Byzantine Failures (OSRP) -  

The malicious nodes in an ad hoc network perform byzantine attacks which disrupts the 

routing function.  On-demand secure routing protocol is capable of functioning in the presence 

of colluding nodes that introduces byzantine failures in the routing process. This approach 

focuses on the detection of faulty links after log n faults have occurred, where n is the length of 

the route. This protocol works on basis of demand route discovery on weight values of paths. 

Those paths that are identified as malicious will be assigned increased weights. 

The protocol has three different phases:  
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1. Route discovery with fault avoidance. 

2. Byzantine fault detection. 

3. Link weight management.  

All the phases operate in sequence and output of the previous as input to the next .The 

metric for path selection is evaluated on the basis of link weights. Here high weights represent 

an unreliable path. Every participating node maintains a weight list and updates it as per results 

of the fault detection phase.  

(b) Operation: 

1) First phase: Route is established between the initiating and the destination node. A route 

request message is signed by initiating node with its private key, and is then broadcast to all of 

its neighbors. The message includes the address of the destination, the address of the initiator, a 

sequence number, and a weight list.  

2) Second phase: Focuses on byzantine fault detection, in which specific nodes on a 

discovered path are required to return Acknowledgments to the source node. For every 

received packet probe nodes are required to send Acknowledgments .The information about 

these probe nodes is contained in the data packets originating from the source. If the number of 

unacknowledged packets violates an acceptable threshold value, a fault is registered on the 

path. Using binary search, the fault detection algorithm can locate a faulty link after log n faults 

have been detected. Here n is the length of the route where a fault was registered. 

To certify the authenticity of the participating nodes, public-keys infrastructure is incorporated. 

 

12) CONFIDANT (Cooperation of Nodes: Fairness In Dynamic Ad hoc Networks) –  

CONFIDANT protocol consists of a set of extensions to DSR having additional 

components: the reputation system, the monitor, the trust manager, and the path manager. A 

participating node must operate with all four components of the protocol. On the basis of 

ratings, routing paths are chosen and assigned as per direct observation or reported routing and 

forwarding behavior. The monitor component monitors passive acknowledgments for each 

packet it forwards, similar to the watchdog functionality. CONFIDANT protocol only supports 

the building of negative experiences associated with a node identity. Each node maintains an 

entry in the list of identified attackers with a timer. When this timer expires, the entry of node 

is purged and the node is re-considered to be a legitimate participant of the ad hoc network. 

 

13) TINYSEC    

(a) Introduction:  

 TinySec provides a replacement technique for SNEP. Services that include authentication, 

message integrity, confidentiality and replay protection in both protocols. But there are no 

counters used in TinySec. CBC mode with cipher text stealing is incorporated for encryption 

and CBC-MAC for authentication. 

(b) Operation: 

TinySec uses two packet formats -TinySec-Auth (for message authentication) and TinySec-

AE(for authenticated and encrypted messages). The encryption of the message length is 

XORed with the first plaintext block .This makes the CBC-MAC secure for variable sized 

messages. TinySec-AE packet has a payload of up to 29 Bytes with a packet header of 8 Bytes. 

Payload is not encrypted as it is not necessary. The MAC is calculated over the payload and the 

header. TinySec- Auth packet has 29 Bytes of payload and 4 Bytes long packet header. Over 

both the payload and the packet header, the MAC is computed. The length of this MAC 
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directly determines the security of CBC-MAC. Where the conventional security protocols have 

8 or 16 Bytes of MAC, TinySec specifies a MAC of 4 Bytes which is much less than of 

previous ones. 

Advantages: 

 To forge just one malicious packet and forwarding it to an authorized recipient is 

difficult. 

Disadvantages: 

 It provides for authentication and data secrecy, but not replay protection. 

 It uses a single key, which makes it easily vulnerable to single node compromise. 

 

14)  MINISEC   

MiniSec is a secure network layer protocol that has lower energy consumption than 

TinySec. It matches with Zigbee at achieving the same level of security. MiniSec uses offset 

codebook (denoted by OCB) mode. This OBC mode acts as its block cipher mode of operation. 

This offers authenticated encryption with only one pass over the message while two passes are 

usually needed for secrecy and authentication. As the cipher text is the same length as the 

plaintext, no padding or cipher text stealing is required. There is strong replay protection 

without the transmission overhead .So sending a large counter with each packet or the 

problems associated with synchronized counters if packets are dropped can be lessened. To 

achieve this MiniSec has two modes of operation, one for unicast packets using MiniSec-U, 

and one for broadcast packets using MiniSec-B. 

Minisec-U:  

Consider the mechanics of MiniSec-U with sender A and receiver B.  In MiniSec- U, each 

pair of sender and receiver share two keys, K AB  and K BA to protect communication from A 

to B and from B to A  respectively. Using OCB-encryption with payload as M, header as H, K 

AB as encryption key and counter C AB as the nonce, block cipher is assigned a block size of 

64 bits. The counter CAB can also be 64 bits as OCB requires that the nonce should be of the 

same length as the block size. The Tag length is set to 32 bits. The receiver B also maintains a 

counter CAB which is incremented after receiving and decrypting a valid packet. Here 

Semantic security is guaranteed by using different counter values for each cipher text. When a 

receiver observes a counter value CAB, it rejects packets with same or less counter value. 

Therefore, Replay attack can be minimized. Due to high memory overhead and 

resynchronization issues MiniSec-B need to be considered. MiniSec-B uses OCB for secure 

broadcast communication by providing secrecy and authenticity. For partial ordering of 

messages, synchronized counters can be used as defense against replay attacks. Timing-based 

approach for defense against replay attacks is used while replayed packets outside this window 

are always dropped.  

 

15) LEAP: Localized Encryption and Authentication Protocol    

(a) Introduction: 

LEAP Protocol, also known as Localized Encryption and Authentication Protocol, is a key 

management protocol for sensor networks. It provides support for security services such as 

confidentiality and authentication especially in sensor networks.  

(b) Operation: 

LEAP assumes that for secure communications, single keying mechanism is not sufficient. It is 

a four key based protocol .The four types of keys are established for each sensor node –  
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1. Individual key shared with base station.  

2. Pair wise key shared with another sensor node. 

3. Cluster key shared with multiple neighboring nodes. 

4. A group key that is shared by all the nodes in the network.  

By using the individual key shared with the base station ,the node can compute message 

authentication codes (MACs) , send an alert to the base station in case of  any abnormal behavior 

or unexpected behavior of a neighboring node. The base station can also use this key to encrypt 

any sensitive data before it send it to any specific node. The base station also issues missions, 

sends queries and interest in the network .So to encrypt the broadcast messages sent by base 

station a whole group globally shared key is used. Cluster Key is shared by a node with all its 

neighbors to secure locally broadcast messages i.e. routing control information, or securing sensor 

messages. LEAP issues each node a unique cluster key which it shares with all its neighbors and 

the neighbors use the same key for decrypting or verifying its messages. Every node shares a pair 

wise key with each of its immediate neighbors for securing communications that require privacy 

or source authentication. Secure distribution of cluster key to its neighbors, or secure transmission 

of sensor readings to an aggregation node can be achieved using pair wise key. 

 

16)  SPENA SCHEME   

SPENA is a source-sink privacy protection protocol where one-way hash and mapping 

functions are with a single path routing or a flooding based routing method. It uses One-way hash 

function to hide the source information .This one-way hash function generates a one-way hash 

chain which is a series of hash values. This function is available both at source node and base 

station. The base station validates a received packet using this same Hash function. The base 

station uses the concept of a sliding window approach for Packet verification .It checks source id 

corresponding to the SrcID hash within the sliding windows of hash table which is maintained for 

each node. On receiving valid packet, the starting point of the window is moved beyond SrcID 

hash in the table corresponding to the source. A sliding window approach improves efficiency of 

the base station as it need not go through whole hash table. It does reverse lookup in a recursive 

manner on the SrcID hash till it identifies source of the packet. If a node is compromised, the 

adversary can access all old  data packets and cryptographic information available to the node 

.Constant packet size forces the adversary to consider all packets while tracking back .So during 

packet sending, adversary cannot track packet based on increase in  packet length and on this 

basis cannot  discount for any packet analysis requirement. The event packet structure for SPENA 

is : 

 

DestId SrcID 
Obfuscating 

Partial Hash 

Rehash 

Seed 

Payload / 

SrcID 
Filler 

 

1) DstID: It is the destination id of the packet. This is base station for event packets.  

2) SrcID: A unique hash of source used to identify it at the base station. 

3) Obfuscating partial hash (OPH): It is generated by the source using the same hash function 

which it used to create the SrcID hash .It will be modified by dynamically selected intermediate 

nodes. 

4) Rehash seed: Used to determine the intermediate nodes for reconstructing packet and finding 

route to the base station.  

5) Payload Length: Actual length of a payload. 
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6) Payload: Payload is the actual data transmitted in the packet. It is encrypted using the 

symmetric key shared by the source node and the base station.  

7) Filler: Used for providing a standard length to the packet .This filed is populated with random 

garbage data to maintain the constant packet size. 

Here the base station identifies the intermediate nodes responsible for rehashing the 

obfuscating partial hash. The Base station compares the SrcId,  it has in its table with the same 

SrcId value attached with the payload in the received packet .If it matches then this verifies the 

integrity of the packet received. 

  

18) SR-AODV (Source Routing - AODV)  

It is four phases modified AODV. The main purpose is to minimize frequent link breakages, 

discovering alternate routes, consider link loss-ratio and the take coherent decision on link quality 

, thereby improving the  routing stability and end-to- end delay significantly. 

 PHASE-1 (Monitoring period) - It monitors link quality using passive monitoring over 

Physical and logical link in terms of SINR parameter. 

 PHASE-2 (Failure detection) - If physical or logical link quality performance degrades 

than a specific threshold, node waits for time T for self healing. It tries to rejoin links to 

avoid failure before switching to alternative path else it broadcast reroute request to 

neighboring nodes;            

 PHASE-3 (Alternate Route)-On each link-breakage notification, an alternate node is 

elected which sends a planning request message to a source node; from the link-layer this 

node checks the SR-AODV for that link. From history if link is bad it will broadcast Re-

route Request to neighbors else it will wait for a T time period.  

 PHASE-4 Informing Neighbors About The Re-Route Before Link Failure: If link is 

not able to connect, then source node will broadcast Re-route Request to its neighbors. 

 

19) TESLA 

TESLA is an efficient broadcast authentication protocol and differs from traditional 

asymmetric protocols such as RSA .It is efficient because it adds only a single message 

authentication code (MAC) to a message computed with a shared key. Adding this MAC to a 

message provides secure authentication in point-to-point communication. However for broadcast 

communication, multiple receivers would need to know the MAC key for verification. This allows 

any receiver to forge packets or impersonate the sender. So for secure broadcast authentication, an 

asymmetric primitive is required in which sender generates valid authentication message, and 

only receivers verifies authentication information. TESLA uses clock synchronization and 

delayed key disclosure in order to achieve this asymmetry, rather than using computationally 

expensive one-way trapdoor functions. In TESLA authentication, random initial key is chosen and 

using one-way hash function one-way key chain is generated by repeated computations. 

 μTESLA PROTOCOL or micro Timed, Efficient, Streaming, Loss-tolerant Authentication 

protocol is the "micro" version designed to solve the inadequacies of the TESLA protocol. It 

provides authenticated broadcast for severely resource-constrained environments. In μTESLA, 

base station and nodes are loosely time synchronized, i.e., a node always knows the upper bound 

on the time synchronization error with the base station 

The base station sends an authenticated packet using a MAC (Message Authentication Code) 

on the packet with a key that is secret at that point in time. When the node receives the packet, it 

verifies corresponding MAC key was not yet disclosed by base station based on its loosely 
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synchronized clock. It knows the time schedule at which keys are disclosed and asymmetry is 

achieved through a delayed disclosure of symmetric keys. It hereby achieves the asymmetry 

needed for authenticated broadcast.  

 

 20) Secure Energy efficient Load Balancing Multipath Routing Protocol (TSEL)  

Secure Energy Efficient Load Balancing Multipath Routing Protocol with Transmission Power 

Adjustment is a multipath routing protocol that uses energy efficiently. To ensure integrity and 

message authentication, it uses digital signature implementation using MD5 hash function and 

RSA algorithm. Each sensor node possesses its own private and public key. It constructs the route 

and selects the primary path from source to destination using disjoint node multipath. This 

protocol increases the lifetime of the sensor network and consumes less energy.  

 

21) Efficient and Secure Routing Protocols through SNR based Dynamic Clustering 

(ESRPSDC)  

This is a five phase protocol that achieve efficient and secure routing by using signal to noise 

ratio (SNR) based dynamic clustering. It is assumed that sensor nodes in the network are 

heterogeneous, have limited resources and are not equipped with GPS unit. Each node sends all 

its information to the Cluster Head that maintains the cluster table. The base station is static and 

located away from the sensor nodes .Transmission power is fixed.  

The five phases are - initialization, cluster head selection based on energy, signal to noise ratio 

(SNR) based Cluster Head selection by Non-Cluster Head (NCH) nodes, data forwarding using 

inter cluster routing, and intruder identification. In Initialization phase, Nodes are equally 

scattered in a given clusters, and form cluster ID and cluster table. The base station broadcast 

request messages to all the nodes in the entire network. In second phase selection of cluster head 

based on energy is done. For this, each node's energy level is checked and compared with the 

threshold level.  

If energy level is greater than the threshold, that node will be considered as cluster head 

selection else it will be treated as normal node and named as NCH node. NCH nodes will then 

select their cluster head using basis of SNR. For less energy consumption, data is forwarded using 

inter-cluster routing mechanism. On receiving all the data from the cluster members, the cluster 

head will perform the data aggregation step and then forwards this data to the base station. For 

Intrusion detection routing patterns are analyzed. This protocol achieves a high packet delivery 

ratio (PDR) and reduction in end-to-end delay and power consumption thereby improving the 

network performance.  

22)  Efficient and Secure Routing Protocol using Mine Detection (ESRP-M)  

This secure routing protocol is the modification to triple umpiring system (TUS) that has 

already shown enhanced performance on MANET. In TUS, every node has two roles: 1) Packet 

forwarding 2) Umpiring. The mine detection model is proposed in TUS in which the behavior of 

an attack is measured both actively and passively. This scheme transmits dummy packets that 

contain trivial information for detection of mines and introducers. It grants a complementary 

means of protection on the assumption that nodes are deployed randomly. These nodes use mine 

detection algorithm and a clock and are loosely synchronized. A compromised node or implanted 

node injects false information in the network. Detecting this misbehaving node and Quarantining 

it is achieved here. The Detection mechanism uses promiscuous hearing which is a major feature 

of wireless medium .The behavioral deviation, if any, on the part of any node, or retransmission 

of messages can be readily observed by all of the listening nodes. The role of observation and 
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detection is predecessor node. On having identified the offending node, quarantine of this 

malicious node is achieved using Path rater mechanism .The Path rater punishes this node by 

giving it a large  negative rating and not including it in any new future communication .   

 

23)  Cost-aware Secure Routing Protocol (CASER)  

The cost-aware secure routing (CASER) protocol is implemented for wireless sensor networks. 

The cost-aware based routing technique is applied to message delivery requirements. For a 

particular network topology, the energy consumption is relentlessly disproportional as opposed to 

uniform energy deployment used in practical scenarios.  

To overcome this issue, this protocol chooses the non-uniform energy deployment strategy. 

In CASER protocol, each sensor maintains energy levels of its immediate adjacent neighboring 

grids with their relative locations. This information is used to create varying filters based on 

security and efficiency requirements of design trade -off .The network is evenly divided into small 

grids on the basis of relative location based on the grid information.  

In each grid, Node maintains its relative location and the remaining energy levels of its 

immediate adjacent neighboring grids. The highest energy node is selected as the head node 

which forwards packets. Messages are sent using Energy Balance Control from sensor to sink. 

The routing protocol uses two options for message forwarding: 

 Deterministic shortest path routing grid selection algorithm. 

 Secure routing grid selection algorithm through random walking.  

In deterministic approach, the next hop grid is selected based on the relative locations of grids. 

The grid closest to the sink node is selected for message forwarding. Secure routing approach 

selects next hop grid randomly for message forwarding. The selection of the next hop grid based 

on the shortest routing algorithm or random walking. 

       Advantages: 

 Less energy consumption. 

 Increased network lifetime. 

 Use of multiple routing approaches.  

 Message delivery ratio is increased. 

 End-to-end delay is reduced.   

 

23) A Secure Cluster based Multipath Routing Protocol (SCMRP)  

A secure cluster based multipath routing protocol (SCMRP) is a multipath routing protocol that 

provides both end to end and point-to-point security, thereby improving the flexibility. It provides 

protection against various attacks such as Sybil attack, selective forwarding and spoofing. The 

SCMRP is a proactive protocol which finds routes in advance and is executed in five different 

phases: 

1. Neighbor detection and topology construction phase,  

2. Cluster formation phase. 

3. Re-clustering and re-routing phase. 

4. Pair wise key distribution phase.  

5. Data transmission phase.  

It is assumed that initially sensor nodes are deployed randomly forming a homogeneous system 

and each node has abilities like computing and storage. Using shared key, the neighbor 

information is encrypted and base station integrity is confirmed using MAC. The base station 

gathers a list of all neighboring sensor nodes and with depth first search (DFS) algorithm finds the 



International Journal of Computer Application (2250-1797)  

                                    Volume 7– No.2, March - April 2017 

80 

 

multiple paths for routing. There is one hope communication among cluster node and cluster 

head.  

 

24) A Hybrid Secure Node Joining (HySecN-Joining) Algorithm  

The hybrid secure node-joining (HySecN-Joining) algorithm proposes algorithm that is based 

on both asymmetric and symmetric key cryptography. Three different types of keys namely  

 Hook key, hop key and KApri /KApub asymmetric key is used in this algorithm. 

 Hook key : Used for joining the new node in wireless sensor network 

 Hop key: Symmetric key used for base station authorization as well as neighbour node 

communication. 

 KApri /KApub asymmetric key: Asymmetric key used by each sensor node for message 

encryption and decryption. 

The Algorithm operates in two phases:  

1. Neighbor phase:  By swapping their public keys, each new node is authenticated. Each 

node generates one hope key, which it exchanges for communicating with next neighboring 

nodes.  

2. Authentication phase (by base station):  Every node sends joining request to the base 

station in order to join the network. If the request is successful, the public key of a base 

station is forwards to the node. Base station uses  one hope key for encryption and private 

key for decryption  

 

CONCLUSION  

In this survey, the main focus was to do an elaborate study of various protocols that would give 

a vision to secure the existing routing protocol. No particular scheme or protocol is capable of 

handling the various attacks at different layers in the given network .Hence it becomes essential to 

propose some scheme that is capable of handling at least a majority of attacks and provide a better 

solution than the existing ones. Hence this effort. 
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