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NETWORK SECURITY USING CRYPTOGRAPHIC TECHNIQUES 
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INTRODUCTION  

 (a) Encryption: A process of converting 

Plain Text into Cipher Text is called as 

Encryption. Cryptography uses the 

encryption technique to send confidential 

messages through an insecure channel. 

Encryption takes place at the sender side. 

(b) Decryption: A reverse process of 

encryption is called as Decryption. It is a 

process of converting Cipher Text into 

Plain Text. Cryptography uses the 

decryption technique at the receiver side to 

obtain the original message from non-

readable message. 
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ABSTRACT:  

 Cryptography is the study of Secret (crypto) -Writing (graphy).Cryptography is an art 

and science. Cryptography is the most popular approach for information security. 

“Cryptography is subject contains two parts one is encryption and another one decryption. 

Encryption is a process converting the plain text to cipher text using some keys. Decryption is a 

process of converting the cipher text to plain text using the keys”. A number of cryptographic 

algorithms were developed in order to improve the information security. Cryptography is a key 

technology in electronic key systems. It is used to keep data secret, digitally sign documents, 

access control. Network Security is the most vital component in information security because it 

is responsible for securing all information passed through networked computers. Network 

Security refers to all hardware and software functions, characteristics, features, operational 

procedures. The network Security is the hottest topic in the current research scenario. The 

information security is really threatened by obnoxious users. 
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NETWORK SECURITY & DATA 

SECURITY USING 

CRYPTOGRAPHY: 

 Network Security & Cryptography 

is a concept to protect network and data 

transmission over wireless network. Data 

Security is the main aspect of secure data 

transmission over unreliable network. Data 

Security is a challenging issue of data 

communications today that touches many 

areas including secure communication 

channel, strong data encryption technique 

and trusted third party to maintain the 

database. The rapid development in 

information technology, the secure 

transmission of confidential data herewith 

gets a great deal of attention.[1] The 

conventional methods of encryption can 

only maintain the data security. The 

information could be accessed by the 

unauthorized user for malicious purpose. 

Therefore, it is necessary to apply effective 

encryption/decryption methods to enhance 

data security. Network security involves 

the authorization of access to data in a 

network, which is controlled by the 

network administrator. Network security 

starts with authenticating the user, 

commonly with a username and a 

password [2]. Since this requires just one 

detail authenticating the user name —i.e. 

the password, which is something the user 

'knows'— this is sometimes termed one 

factor authentication. 

CRYPTOGRAPHIC SYSTEMS: 

 Cryptographic systems are 

generally classified along 3 independent 

dimensions: 

Type of operations used for transforming 

plain text to cipher text. All the encryption 

algorithms are based on two general 

principles: substitution, in which each 

element in the plaintext is mapped into 

another element, and transposition, in 

which elements in the plaintext are 

rearranged. 

 If the sender and receiver uses 

same key then it is said to be symmetric 

key (or) single key (or) conventional 

encryption. If the sender and receiver use 

different keys then it is said to be public 

key encryption. The way in which the 

plain text is processed a block cipher 

processes the input and block of elements 

at a time, producing output block for each 

input block. A stream cipher processes the 

input elements continuously, producing 

output element one at a time, as it goes 

along. 

IMPORTANCE NETWORK 

SECURITY: 

 If your network is insecure and 

someone takes control of one of your 

computers, they can use that machine to 

launch denial of service attacks on 

innocent third parties. They can also flood 

the Web with spam. 

 Tracking down a virus or a worm 

and eliminating it from your network is 

frustrating and time-consuming [3]. You 

often have to rebuild your machines from 

the ground up, reinstalling the operating 

system and software and restoring data 

from backup tapes. Lack security can lead 

to weeks of wasted time spent patching 

your network and fixing the wreckage. 

CRYPTOGRAPHY IMPROVES 

SECURITY: 

 Ensure that the information in a 

computer system and transmitted 

information are accessible only for 

reading by authorized parties. This 

type of access includes printing 

displaying and other forms of 

disclosure, including simply revealing 

the existence of an object[4]. 

 Ensure that the origin of a message or 

electronic document is correctly with 
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an assurance that the identity is not 

false; 

 Ensures that only authorized parties are 

able to modify computer systems 

assets and transmitted information. 

Modification includes writing, 

changing, changing status, deleting, 

creating and delaying or replaying of 

transmitted messages. 

 Requires that neither the sender nor the 

receiver of a message is able to deny 

the transmission 

 Require that access to information 

resources may be controlled by or for 

the target system. 

 Require that computer systems assets 

be available to authorized parties when 

needed. 

NETWORK SECURITY Vs 

CRYPTOGRAPHY:  

 Network Security & Cryptography 

is a concept to protect network and data 

transmission over wireless network. 

Network security involves the 

authorization of access to data in a 

network, which is controlled by the 

network administrator. Network Security 

is the most vital component in information 

security because it is responsible for 

securing all information passed through 

networked computers. Network security 

consists of the provisions made in an 

underlying computer network 

infrastructure, policies adopted by the 

network administrator to protect the 

network and the network accessible 

resources from unauthorized access. 

Research on cryptography is still in its 

developing stages and a considerable 

research effort is still required for secured 

communication. Network Security is the 

most vital component in information 

security because it is responsible for 

securing all information passed through 

networked computers. 

NETWORK SECURITY MODEL: 

 Fig: 1 shows the model of network 

security. A message is to be transferred 

from one party to another across some sort 

of Internet service. A third party may be 

responsible for distributing the secret 

information to the sender and receiver 

while keeping it from any opponent. 

Security aspects come into play when it is 

necessary or desirable to protect the 

information transmission from an 

opponent who may present a threat to 

confidentiality, authenticity, and so on. All 

the techniques for providing security have 

two components: 

 A security-related transformation on 

the information to be sent. Message 

should be encrypted by key so that it is 

unreadable by the opponent.  

 An encryption key used in conjunction 

with the transformation to scramble the 

message before transmission and 

unscramble it on reception. 
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CONCLUSION:  

 Network Security is the most vital 

component in information security because 

it is responsible for securing all 

information passed through networked 

computers. Cryptography is an emerging 

technology which is important for network 

security. The strength of cryptography lies 

in the choice of the key; longer key resist 

attack better than shorter keys. 

REFERENCES: 

[1]Sumedha Kaushik, Ankur Singhal, “Network 

Security Using Cryptographic Techniques” 

International Journal of Advanced Research in 

Computer Science and Software Engineering, 

VOL.2, Issue 12 December 2012, Page 105-107. 

[2]Murat Fiskiran, Ruby B. Lee, “Workload 

Characterization of Elliptic Curve Cryptography 

and other Network Security Algorithms for 

Constrained Environments” IEEE International 

Workshop on Workload Characterization, 2002. 

WWC-5. 2002. 

[3]Kaushik Sumedha& Singhal Ankur“ Network 

Security Using Cryptographic Techniques” Volume 

2, Issue 12, December 2012, IJARCSSE. 

[4] William Stallings, A Book of “Cryptography 

and Network Security Principles and Practice” 

Fifth Edition, 2006. 


