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ABSTRACT 

Financial fraud detection plays a major role in online transaction applications for 

detecting and avoiding frequently occurring fraudulent transactions. Efficient classification 

techniques are required to identify malicious patterns from financial database for detecting 

fraudulent activities. Optimal ensemble architecture selection using Firefly Algorithm with 

fuzzy integral measure based ensemble fusion using Choquet integral (OEAS-FIMCI-FFA) 

approach was developed for selecting accurate ensemble classifier and its architecture by 

taking into account of relation between different classifiers. Slow convergence speed and 

searching local optimums of Firefly algorithm degrade the detection performance. In this 

paper, Optimal ensemble architecture selection using Modified Firefly Algorithm with fuzzy 

integral measure based ensemble fusion using Choquet integral (OEAS-FIMCI-MFFA) 

approach is proposed to enhance the performance of both classification and fraud detection

by improving convergence speed of FFA and by identifying the global best solutions in every

iteration. Experimental results proved that, the proposed OEAS-FIMCI-MFFA approach 

outperforms than OEAS-FIMCI-FFA in terms of classification accuracy and precision.  

Key words: Financial fraud detection, Classification, Choquet integral, Firefly algorithm, 

Modified Firefly algorithm. 

INTRODUCTION 

Financial Fraud Detection (FFD) is widely used to avert the devastating consequences of 

financial fraud. The detection method includes categorizing of fraudulent financial data from 

financial dataset and assists decision makers to develop suitable techniques for minimizing 

the impact of fraud. For fraudulent behavior detection, malicious pattern recognition is 

needed. Various classification techniques are widely used for effective recognition of

malicious patterns.  

Accurate classification result is achieved by considering the relation between different

combination of classifiers used in the classification and its different ensemble architectures. 

Optimal ensemble architecture selection using Firefly Algorithm with fuzzy integral measure 

based ensemble fusion using Choquet integral (OEAS-FIMCI-FFA) approach utilized fuzzy 

integrals and firefly algorithm to determine accurate classification result by choosing most 

optimal ensemble classifier and its architecture in every iteration. Relation between different 

classifiers is also a factor that influences the classification result. Proposed Integral measure 
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2016 fuses the multiple classifiers results in an efficient manner and Firefly Algorithm finds

the best ensemble by randomly modifying the classifiers combination along with its 

architecture in every iteration. In FFA, firefly with best solution is considered as the brightest 

firefly. If the brightest firefly flies randomly, then the brightness of the firefly decreases 

according to the moving direction and degrades the performance of the algorithm. Moreover, 

slow convergence speed of FFA and performs only on local search also affects the detection 

and classification performance.  

In this paper, Modified Firefly algorithm (MFFA) is used instead of Firefly Algorithm (FFA)

for accurate selection of optimal ensemble classification result. In this algorithm, the brightest 

firefly is legitimate to fly only in a direction where brightness of the firefly maximizes 

further. If such direction is not identified, then the brightest firefly remains in its current 

position. In OEAS-FIMCI-MFFA, MFFA is adapted for selecting better classification result 

by considering different combination of classifiers and the subset of features in every

iteration. Fuzzy integral measure based ensemble fusion using Choquet integral (FIM-EFSCI) 

is utilized for the selection of better fusion result based on the relation between different 

classifier results. The purpose of using MFFA is to improve fraud detection performance with 

fast convergence rate. MFFA finds the best solution with less CPU time and iteration 

numbers.  

The remaining part of this paper is organized as follows: Section 2 describes works that are 

utilized before the proposed methodology. Section 3 explains the concept of the proposed

OEAS-FIMCI-MFFA method. Section 4 presents the performance evaluation results of the 

proposed algorithm. Section 5 concludes the research work.

LITERATURE SURVEY 

Abhinav Srivastava et al. [1] utilized Hidden Markov Model (HMM) to explain the process

of credit card transaction. HMM was also utilized in the fraud transaction detection by trained 

the model with the common actions of a cardholder. After training process, the incoming 

credit card transaction was tested by using trained HMM. If the incoming credit card

transaction was not accepted by HMM, then the transaction would be considered as a

fraudulent transaction. Disadvantages of HMM are generating high false alarm and high false 

positive.  

Azeem Ush Shan Khan et al. [2] developed a simulated annealing algorithm for detection of

credit card fraud behavior. Simulated annealing algorithm is utilized for training the neural 

network model based on their previous transactional data. Weights are generated randomly 

for each neural network connection with respect to past transaction. After training the 

network, the test data is given to the network. If the unseen data entered the network, then the

data would be categorized as a fraudulent data.

Shadi Mashhadi Farahani et al. [3] proposed multiswarm approach based on Firefly

Algorithm. In this approach, exclusion parameter was used to make each swarm to interact

locally and used anti-convergence operator for interacting globally. In addition to multiswarm 

approach, Firefly Algorithm was explored which can able to select the best solution of related

swarm. But this approach degrades the detection performance because of missing peaks by 

swarm. 

Haibing Li and Man-Leung Wong [4] developed Grammar-Based Multi-Objective Genetic 

Programming with Statistical Selection Learning (GBMGP-SSL) for enhancing the 

performance of financial fraud detection. In this approach, token competition was applied to 

adjust the objective values of each solution. Similar objective values with different meanings 
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were isolated to maintain the diversity. But there was a poor performance in obtaining true 

negative values.  

A. Prakash and C. Chandrasekar [5] utilized Optimized Multiple Semi-Hidden Markov

Model (OMSHMM) for credit card fraud detection. The proposed method was also used to 

identify the optimized model parameters. In addition with OMSHMM, Cuckoo Search 

algorithm is applied to decide the number of states and model parameters. Cuckoo Search 

algorithm has low convergence rate and identify local optimal value.  

Neda Soltani Halvaiee and Mohammad Kazem Akbari [6] introduced ArtificialImmune 

Systems-based Fraud Detection Model (AIS-AFDM) for detection of credit card fraud 

behavior. In this approach, AIS was utilized as the Artificial Immune Recognition System. To 

improve the fraud detection accuracy, immune system inspired algorithm was introduced. 

However it does not improve the classification accuracy.   

Veronique Van Vlasselaer et al.[7] proposed Anomaly Prevention using Advanced

Transaction Exploration (APATE) for credit card fraud detection. The proposed method 

matches the past transactional pattern and behavior of customer into useful features and 

matches them with incoming transaction. APATE detected and decided the pursuation of 

transaction within six seconds. But the proposed approach was not applicable for finding 

group of fraud behaviors. 

Ekrem Duman and M. Hamdi Ozcelik [8] addressed the issues in credit card fraudulent 

transactions detection. The authors initially introduced new classification cost function for 

fraud detection and then combine two meta-heuristic algorithms such as genetic algorithms 

and the scatter search for selecting better classification result. But still addition classification 

methods are needed to solve the classification problem arises during the detection.

M. Krivko [9] presented a data-customised approach to detect plastic card fraud behavior. 

Supervised and unsupervised methodologies were combined in the proposed approach for 

compensating the individual deficiencies of the methods. The proposed system first 

monitored the changes in the transaction behavior in the time window and based on the 

suspicion of fraud behavior,the scores were assigned to each fraudulent transaction. The

sequence of transactions scored above a particular threshold value was fed to the rule-based 

filters. Then rules were generated from these transactional records and focused on enhancing 

the detection performance. However maintenance of saving details is always required to 

enhance the detection.  

Nader Mahmoudi and Ekrem Duman [10] presented Fisher Discriminant Function for credit 

card fraud detection. Fisher Linear Discriminant classifier adapted the dimension reduction 

method for identifying the best solution and separate dimensional space into two or more 

subspaces. The purpose of the separation is to minimize the overlapping of classes. Some

modifications were also done to improve the classification performance by considering even 

less number of fraudulent transactions from the dataset. Misclassification costs were not 

considered.  

Dominik Olszewski [11] developed a fraud detection method using unsupervised technique 

called Self Organized Mapping (SOM) visualization and classification approach. The

multidimensional data of normal user accounts should be periodically visualized using SOM. 

The fraud detection was then analyzed from the actual transaction of particular user by using 

threshold type binary classification algorithm. The proposed work affects the detection result 

of supervised data mining methods.  
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John Zhong Lei and Ali A. Ghorbani [12] proposed the improved competitive learning 

network (ICLN) and the Supervised Improved Competitive Learning Network (SICLN)

clustering algorithms for detecting the fraud behavior. Neural network of ICLN was trained 

to indicate the data center using reward-punishment update rule. Then SICLN utilized the 

updated rule by assigning class labels for guiding the training process and obtains better 

result during the clustering. Effective method is needed to improve the convergence speed of

SICLN.  

P. Ravisankar et al.[13] presented and compared data-driven approaches for fraud detection

using past fraudulent behavior and their financial ratios. The data mining techniques were 
utilized by the author, Multilayer Feed Forward Neural Network (MLFF), Support Vector

Machines (SVM), Genetic Programming (GP), Group Method of Data Handling (GMDH), 

Logistic Regression (LR), and Probabilistic Neural Network (PNN) for detecting financial 

statement frauds in companies. Then the feature selection methods were used to extract the

fraudulent statement from the dataset and effectively found fraud behavior. GP was 

considered as the better data mining technique. But GP provides only marginally less

accuracy.  

Fletcher H. Glancy and Surya B. Yadav [14] presented a computational fraud detection 

model (CFDM) for detection of fraudulent activities in financial reporting. CFDM detected 

the incorrect information in annual filings with the help of US Securities and Exchange 

Commission (SEC). For the detection process, CFDM utilized the information presented in a 

text document.  At last,the decision about fraud was made by using the screening tool. But

limited dataset was used by this proposed model.  

Tarjo and Nurul Herawati [15] analysed about the m-score Beneish in financial fraud 

detection. The proposed method was a probabilistic model used to detect the companies that 

have tendency to commit fraud activities on financial statements. If the company have high 

M-Score, then there can be a higher tendency to perform fraud. But this approach does not

result in maximum detection accuracy.  

Optimal Ensemble Architecture Selection Using Modified Firefly Algorithm with 
Fuzzy Integral Measure based Ensemble Fusion Using Choquet Integral

(OEAS-FIMCI-MFFA)  

In OEAS-FIMCI-MFFA, Forecasting of Automatic Relevance Determination (FARD) based 

Feature Selection is utilized for selecting relevant features and separates them as core and 

augmented features using Convex Expectation Propagation (CEP) algorithm. Four different

base classifiers such as Alternative decision Tree, Cart, Prism and Ripper are utilized for 

classification. Different combination of such classifiers and subset of features are considered 

for achieving classification result.  

Overall flow of OEAS-FIMCI-MFFA is shown in Fig 1 with respect to different combination 

of classifiers and its architecture. OEAS-FIMCI-MFFA achieves accurate classification result 

in fast convergence rate and within less number of iterations.  
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Fig 1. OEAS-FIMCI-MFFA 

Optimal Ensemble Architecture Selection Using MFFA

OEAS-MFFA approach is presented for avoiding the problems in OEAS-FFA. Modified 

Firefly Algorithm improves the fraud detection performance by choosing globally best

solution with fast convergence rate. In MFFA, initialize the firefly population as f= f1,f2,....fn.
Intensity of each firefly can be determined as follows: 

Final Classification 

Result 

FIM-EFSCI 

Test Data 

Base classifiers 
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Optimal ensemble selection 

using MFFA 

Base classifier Result 
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1,d'2,....,dn) has brightness larger than another firefly

presented at d=d1,d2,....,dn, then the firefly presented at d attracted towards d . It should be

noted that, firefly that has best global solution which is considered as brightest firefly.

Direction of brightest firefly D is then determined by randomly generated unit vectors. 

Direction D is selected by firefly should present among generated n directions where

brightness of the brightest firefly should maximizes if it flies in that particular direction. If D 

does not present among randomly generated directions, then the brightest firefly remains in 

its current position.  

The movement of the brightest firefly is updated by, 

xi(t+1)=xi(t)+ α (rand – 0.5)xi(t)  (3) 

where α represents the randomized parameter 

α reduces exponentially with time in contrast with conventional  Firefly Algorithm to obtain

fast convergence rate and it is given by, 

α = α0e -   (4) 

where   represents the randomness reduction parameter ranges from [0,1] 

t represents the iteration 

Fuzzy Integral Measure based Ensemble Fusion Using Choquet Integral (FIMCI)

Modelling of fuzzy measures utilized in fuzzy integrals represents the interactions among 

classifiers or attributes. Fuzzy integrals are used to solve the classification problems such as

fuzzy pattern matching in which fuzzy integral is considered as a classifier and in multiple 

classifier fusion problem, fuzzy integral is considered as a classifier and it is considered as a

fusion operator. In this research, Fuzzy integral based fusion of multiple classifiers using

Choquet integral is adapted to determine final classification result by combining base 

classifier outputs and their combinations.  

Choquet integral measure used in this research fuses the result of multiple classifiers in an

efficient manner. Final classification result is obtained based on the relation between multiple 

classifier results.  

Algorithm 

Input : Insurance data set 
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Output : Accurate financial fraud behavior 

1. Load insurance dataset

2. Choose the relevant features using FARD

3. Design different ensemble architecture with different classifier combination

4. Initialize the firefly population

5. Calculate the light intensity of a firefly using (1)

6. Calculate the attractiveness of a firefly using (2)

7. Choose the brightest firefly

8. If brightness of firefly at    is greater than that of firefly at  , then firefly at direction

 attracted towards   . 

9. Determine the movement of brightest firefly using randomly generated direction

vectors

10. Brightest firefly is allowed to move only if in a randomly generated direction in which

its brightness improves

11. If not, brightest firefly remains in a current position

12. Randomly change the ensemble architecture of classifiers and subset feature

13. Update the movement of brightest firefly and new solutions in every iteration using

(3)

14. Ranking of fireflies and find the current best solution

15. Find the relation between multiple base classifiers using (5) and (6)

16. Obtain best classification result

The proposed approach outperforms in terms of accurate fraudulent behaviour 

detection which is shown in Matlab simulation that is explained in the following section.

EXPERIMENTAL RESULTS 

Experiments are conducted using insurance dataset obtained from University of California 

Irvine (UCI) machine learning repository. This dataset is utilized for detecting which 

customers have to pay attention in buying caravan insurance policy. Insurance dataset 

consists of 9000 instances in which 5000 instances are utilized for training dataset and 4000 

instances are utilized for testing the dataset. There are 86 attributes with totally observable 

data included in each dataset. Out of 86 attributes, 5 are categorical numeric values and 80 

are continuous numeric values.  

Performance evaluation is done between the existing OEAS-FIMCI-FFA method and 

proposed OEAS-FIMCI-MFFA method. Performance metrics used for comparison are 

classification accuracy and prediction.  

Accuracy Comparison 

Accuracy means degrees of reduced misclassification error rate according to the classification 

of different number of features. Accuracy is given by, 
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Fig 2. Accuracy of OEAS-FIMCI-FFA and OEAS-FIMCI-MFFA 

Fig 2. shows the accuracy comparison of OEAS-FIMCI-FFA and OEAS-FIMCI-MFFA 

approaches. Different sizes of data are marked in x-axis and values of accuracy are taken in 

y-axis. The comparison result proved that, this proposed OEAS-FIMCI-MFFA approach

achieves better classification accuracy than the existing approach and improves the fraudulent 

behaviour detection.  

Precision Comparison 

Precision means the number of correctly predicted data over total number of predicted data. 

Precision is given by, 



International Journal of Computer Application (2250-1797) 

Volume 6– No.5, September- October 2016 

49 

Fig 3. Precision of OEAS-FIMCI-FFA and OEAS-FIMCI-MFFA 

Fig 3. shows the comparison result of OEAS-FIMCI-FFA and OEAS-FIMCI-MFFA in terms 

of precision. X-axis represents the different sizes of data and y-axis represents the precision 

values. Comparison results proved that, more precision rate is achieved by OEAS-FIMCI-

MFFA approach which indicates effective detection of financial fraud behavior. 

CONCLUSION 

Financial fraud detection is an important task to prevent the fraudulent behaviour. Ensemble 

classification is an efficient approach for detecting the malicious or fraudulent patterns from 

the database. Better fusion result can yield better ensemble classification result. In this work, 

Modified Firefly algorithm (MFFA) is explored for optimal selection of ensemble classifier 

result from different combination with its architecture. In addition with MFFA, Fuzzy 

integral measure based ensemble fusion using Choquet integral (FIM-EFSCI) is also utilized 

for achieving better classification result by taking into account of relation between multiple 

base classifier results. The experimental tests were conducted from which  is analysed that the 

OEAS-FIMCI-MFFA achieves better classification result as well as enhances the detection 

performance with improved accuracy and precision than OEAS-FIMCI-FFA approach.  
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