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ABSTRACT  

Nowadays, World Wide Web (WWW) surfing is becoming a risky task with the Web becoming 

rich in all sorts of attack. Websites are the main source of many scams, phishing attacks, identity 

theft, SPAM commerce and malware. Nevertheless, browsers, blacklists, and popup blockers are 

not enough to protect users. According to this, fast and accurate systems still to be needed with 

the ability to detect new malicious content. By taking into consideration, researchers have 

developed various Malicious Website detection techniques in recent years. Analyzing those 

works available in the literature can provide good knowledge on this topic and also, it will lead 

to finding the recent problems in Malicious Website detection. Accordingly, I have planned to do 

a comprehensive study with the literature of Malicious Website detection techniques. To 

categorize the techniques, all articles that had the word “malicious detection” in its title or as its 

keyword published between January 2003 to august 2016, is first selected from the scientific 

journals: IEEE, Elsevier, Springer and international journals. After the collection of research 

articles, we discuss every research paper. In addition, this study gives an elaborate idea about 

malicious detection. 
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INTRODUCTION 

With the coming and the rising fame of systems, Internet, intranets and conveyed frameworks, 

security is getting to be one of the central purposes of exploration. Web substance is 

experiencing a critical change. Early pages contained basic, detached substance, while present 

day pages are progressively dynamic, containing implanted code, for example, ActiveX parts, 

JavaScript, or Flash that executes in the client's program. The malevolent site page contains 

potential dangers, which is an accumulation of scripts, remote substance or a misused substance, 

added by an interloper to a site [1].  Phishing is a demonstration of sending an email to a client 

dishonestly asserting to be a honest to goodness business foundation trying to trick or trap the 

client into surrendering private data that will be utilized for fraud. It is a sort of system assault 

where the assailant makes an imitation of a current true blue business site to betray clients to 

submit individual, money related, or classified information to what to they believe is their 

authentic business supplier's site. It is a security assault that includes getting private and arranged 

information by introducing oneself as a dependable and veritable element [2]. Numerous 

suspicious URL discovery plans [2] have likewise been presented. They utilize static or element 

crawlers and might be executed in virtual machine honeypots, similar to Capture-HPC [3], 

Honey Monkey, and Wepawet, to inspect recently watched URLs. These plans partition URLs as 

indicated by a few elements involving DNS data, lexical components of URLs, URL redirection, 

and the HTML substance of the greeting pages. Notwithstanding, malignant servers can sidestep 

examination by specifically giving favorable pages to crawlers. 

 SURVEY OF MALICIOUS DETECTION IN WEBSITES URLS 

All articles that had the word “malicious detection” in its title or as its keyword published from 

January 2003 to august 2016, was first selected from the scientific journals: IEEE, Elsevier, 

Springer and international journals. Among the periods, a huge number of studies have been 

developed on machine learning and other techniques to work out the problems of malicious 

detection.  

 ARTICLES FROM 2003 TO 2010 

A number of earlier works (research papers from 2003 to 2010) related to malicious detection in 

the literature inspired us to do this research. Some of such recent researchers are briefly 



International Journal of Computer Application (2250-1797)  

Volume 6– No.5, September- October 2016 

9 
 

described in this section.   Table 1 shows the   some of the research papers of malicious detection 

from 2003 to 2010. 

No Algorithm Application 

Disadvantage 

 

1 genetic algorithm 

Detect various types of network 

Intrusions 

There is an issue with 

packet loss at high 

speeds. 

2 

hardware-supported lower-

level micro-architectural 

features 

Examine the feasibility and 

limits of using unsupervised 

learning on micro-architectural 

features from HPCs to detect 

malware. 

The system  is  highly  

extensible 

3 Neural network recognizing IIS  attacks 

It is not feasible for 

administrators to 

determine the 

concealed meanings 

within log files. 

4 Dynamic emulation feature 

Detection with emulation to 

automatically identify 

malicious JavaScript code  

Large data 

requirements 

5 Bayesian Network 
accurately detecting unknown 

worm activity in individual  

Increase False 

positive rate 

6 Naive Bayes  Algorithm 

Detect and classify zero-day 

malware with high levels of 

accuracy and efficiency. 

Computation cost is 

high because compute 

the distance of each 

query instance to all 

training samples. 
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7 
Principal Component 

Analysis 

Suitable for high-speed 

processing of massive data 

streams in real-time from 

various data  

Time-varying 

 

8 

API 

call features 

To detecting both known and 

unknown malware efficiently. 
Lack of transparency 

9 
supervised  Bayesian 

classifier 

detect web  crawlers  from  web  

server logs   

 

class imbalance 

problem and 

misleading 

10  malicious URL detection  

Table 1: some of the malicious detection research paper under 2003-2010 

DISCUSSION: 

Mohammad Sazzadul Hoque et al. [1] have explained An implementation of intrusion 

recognition System Using Genetic Algorithm. The main application of this paper is to detect 

various types of network intrusions, which mainly focus on detecting intrusion by genetic 

algorithm. The drawback of this paper is an issue with packet loss at high speed. An Intrusion 

Detection System by applying a genetic algorithm to efficiently detect various types of network 

intrusions. To implement and measure the performance of their system they used the standard 

KDD99 benchmark dataset and obtained reasonable detection rate. Moreover, Adrian Tang et al. 

[2] have described Unsupervised Anomaly-based Malware Detection using Hardware Features, 

which mainly focused on examining the feasibility and limits of using unsupervised learning on 

micro-architectural features from HPCs to detect malware by using anomaly-based detection. 

This represents the feasibility and limits of using unsupervised learning on micro-architectural 

features from HPCs to detect malware. Demonstrate that the dynamic execution of commonly 

attacked programs was efficiently characterized with minimal features – the stream of event 

measurements easily accessible from the HPC and used to detect lower-level perturbations 
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caused by malware exploits to the baseline characteristics of programs. The disadvantage of this 

paper was the system was highly extensible. 

Rather than, Shi-Jinn et al. [3] have explained recognizing IIS attacks based on neural networks. 

This method was not feasible for administrators to determine the concealed meanings within log 

files. Either than, Marco Cova et al.[4] have introduced  Detection and Analysis of Download 

attacks using  Machine-learning techniques. The main application of this paper was detection 

with emulation to automatically identify malicious JavaScript code and to support its analysis. 

Then, during detection, the system was able to identify anomalous JavaScript code by emulating 

its behavior and comparing it to the established pro- files. In addition to identifying malicious 

code, the system was able to support the analysis of obfuscated code and to generate detection 

signatures for signature-based systems. But in this paper not feasible for large data requirements. 

Moreover, Robert Moskovitch et al.[5] have explained the Detection of unknown computer 

worms based on the behavioral classification of the host. This paper focuses on the feasibility of 

accurately detecting unknown worm activity in individual computers while minimizing the 

required set of features collected from the monitored computer. A comprehensive experiment for 

testing the feasibility of detecting unknown computer worms, employing several computer 

configurations, background applications, and user activity, was performed. But this method in 

detection stage the false positive rate was increased. 

Rather than, Mamoun Alazab et al.[6]have explained Zero-day Malware detection by using 

Supervised Learning Algorithm. The main application of this paper is Detect and classifies zero-

day malware with high levels of accuracy and efficiency. Several data mining techniques to 

detect and classify zero-day malware with high levels of accuracy and efficiency based on the 

frequency of Windows API calls. This paper describes the methodology employed for the 

collection of large datasets to train the classifiers, and analyses the performance results of the 

various data mining algorithms adopted for the study using a fully automated tool developed in 

this research to conduct the various experimental investigations and evaluation. The 

disadvantage of this paper is computation cost is high because compute the distance of each 

query instance to all training samples.  

Wei Wanga et al. [7] have explained the processing of massive audit data streams for real-time 

anomaly intrusion detection based on the principal component analysis (PCA). The model was 
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more suitable for high-speed processing of massive data streams in real-time from various data 

sources by considering the frequency property of audit events than by use of the transition 

property or the correlation property. In this method was a multi-pronged anomaly detection 

model is used to monitor various computer system and network behaviors. But this method takes 

a lot of time to complete the work. In order to overcome the difficulty present in the above work, 

Mamoun Alazab et al. [8] have explained Malware Detection based on structural and behavioral 

features, which mainly focused on to detecting both known and unknown malware efficiently. 

But one of the difficulty presents their work was a lack of transparency.In  [9],  the  authors  

utilize  supervised  Bayesian classifier  to  detect  the  presence  of  web  crawlers  from  web  

server logs  and,  subsequently,  they  compare  their  results  to  the  results obtained  with  the  

decision  tree  technique.  The  proposed  methodology  achieves  very  high  recall  and  

precision  values  in  web  robot detection. Guan et al.[10] explained a suspicious URL detection 

method used in instant message environments, noting the discrepancies between human and 

robot interactions and proposing features based on anomalous user behaviors, such as response 

time entropy, delay time entropy, and the domains of attached links (e.g. domain rank, lexical 

features, and WHOIS information). The experimental results demonstrated that the features were 

effective and the scoring model attained a sufficient performance level. 

 ARTICLES FROM 2011 TO 2013 

A number of earlier works (research papers from 2011 to 2013) related to malicious 

detection in the literature inspired us to do this research. Some of such recent researches 

are briefly described in this section.   Table 2 shows the   some of the research papers of 

malicious detection from 2011 to 2013. 

 

No Algorithm Application Disadvantage 

11 

Fuzzy logic and 

RIPPER Data 

 

Method  for 

assessing and identifying phishing 

emails 

It  does  not  automatically  

mean  that  the  email  is  a 

Phishing email 
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12 
Genetic Algorithm 

and fuzzy logic 

Utilized for the detection of 

intrusive activities against 

computer systems or networks. 

Improve the precision with 

minimum overhead only 

13 
Naïve Bayes classifier 

and genetic algorithm 
Malicious Website Classification Time taken for convergence 

14 
questionnaire based 

survey 

It is used to Detect  mobile 

malware 
- 

15 Bayesian classifier 
detecting Malicious URLs in E-

mail 
Time complexity 

16 

SOM and  Modified  

ART2 

 

detection  of  malicious  web  

crawlers 
- 

17 
Graph matching 

algorithm 
Malware Behaviour detection 

It is slow because of 

computational complexity 

18 Batch algorithm 

Detect malicious 

Web sites from the lexical and 

host-based features 

accuracy appears is limited 

Table 2: some of the malicious detection resesrch paper under 2011-2013 

DISCUSSION: 

Rosana J. Ferolin et al [11] have described A Proactive Anti-Phishing Tool Using Fuzzy Logic 

and RIPPER Data Mining Classification Algorithm , which mainly focused on Method  

forassessing and identifying phishing emails. The  Data  Mining  RIPPER  algorithm  is  used  to 

characterize  the  Phishing  emails  and  classify  them  based  on  both  content-based and  non-
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content  based  characteristics  of  Phishing  emails.  Furthermore,  after  the email has been 

assessed and classified as a Phishing email, the system proactively gets  rid  of  the  Phishing  

site  or  Phishing  page  by  sending  a  notification  to  the Administrator of the host server that it 

is hosting a Phishing site which may result in the  removal  of the  site. The drawback of this 

paper is it  does  not  automatically  mean  that  the  email  is  a Phishing email. Rather than, 

Mostaque Md. and Morshedur Hassan [12] have explained current studies on intrusion detection 

system based on genetic algorithm and fuzzy logic, which mainly focused on utilized for the 

detection of intrusive activities against computer systems or networks. The different detection 

challenges that affect the decision policy of the IDS employed in an organization are clearly 

outlined. I propose to use the new definition of the complement of fuzzy sets where the fuzzy 

membership value and fuzzy membership function for the complement of a fuzzy set are two 

different concepts because the surface value is not always counted from the ground level. The 

drawback of this paper was improved the precision with minimum overhead only. Monther et al. 

[13] have explained A Lightweight Malicious Website Classification Based on URL Features.  

The system relies on Naïve Bayes classifier as a probabilistic model to detect if the target 

website was a malicious or benign. It introduces new features and employs self learning using 

Genetic Algorithm to improve the classification speed and precision. 

Moreover, Lamia Ketari and Mohammadi [14] have introduced Malicious Code Detection 

Techniques for Mobile Devices. They conducted a questionnaire based survey to know about the 

mobile device security concern among the users. The results indicate a high awareness but a low 

use of strong security measures.  In a similar study, Dhanalakshmi and chellappan [15] have 

explained the detecting Malicious URLs in E-mail. E-mails were used as phishing tools in which 

legitimate looking emails were sent making the genuine users identity with legitimate content 

with malicious URLs. This method was better for malicious detection but it has time complexity 

problems. Another study utilizing detection of malicious and non-malicious website section was 

reported in Dusan Stevanovic et al. [16]. In this study the author explained the  use  of  two  

unsupervised  neural network  (NN)  learning  algorithms  for  the  purpose  web-log  analysis:  

the  Self-Organizing  Map  (SOM) and  Modified  Adaptive  Resonance  Theory  2  (Modified  

ART2).  Either than, Ammar Ahmed E et al.[17] have described improve the detection of 

malware behavior, which mainly focused on calculate similarity between the input sample and 

malware API call graph samples stored in a database, it is based on API call graph and differs 
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from other systems in that the proposed system simplifies the data dependent API call graph to 

reduce the computation complexity of the matching process by selecting paths with the same 

edge label in the two input API call graphs, namely, the query graph and the data graph. It 

clearly detects the malware even though the system was slow because of computational 

complexity.  

 ARTICLE FROM 2014-2016 

A number of earlier works (research papers from 2013 to 2016) related to malicious detection in 

the literature inspired us to do this research. Some of such recent researches are briefly described 

in this section.    

No Algorithm Application Disadvantage 

19 Link analysis algorithm. finding spam URLs 

Difficult to handle 

dynamic redirections 

 

20 Link Guard Algorithm 
phishing detection and 

prevention 
High false positives 

21 
Bayesian  Classification  

Algorithm 
Detecting Suspicious URLs 

Detecting large 

numbers of malicious 

websites from their 

URLs, with modest 

false positives. 

22 
Heuristic-based  phishing  

detection  technique 
Phishing Site Detection 

Intend  to  address  the  

time-intensive 

23 
Different machine learning 

clssifiers 
ETECT PHISHING URLs - 

24 
Heuristic based phishing 

detection technique 
Identify the phishing site With a large 
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number of features, it 

is time-consuming 

25 Bayesian classification 
detecting suspicious URLs in 

social network 
Difficult to do 

26 

Naive  

Bayes algorithm 

URLs detection 
Obtained low 

accuracy 

Table 3: some of the malicious detection research paper under 2014-2016 

DISCUSSION: 

M. Rajesh et al.[19] have introduced URL Attacks , which mainly focused on for finding spam 

URLs. Conditional redirection method was used here by which the URLs get classified and also 

the target page that the user needs is achieved. Learning methods also introduced to differentiate 

the URLs. The main drawback of this paper is has to be extended to handle dynamic redirections.  

Either than, Narendra. M. Shekokar et al.[20] have described Approach for detection and 

prevention of phishing attacks, which mainly focused on proceeds to the visual similarity based 

detection, LinkGuard Algorithm is used to analyze the two URLs and finally depending on the 

result produced by the algorithm the procedure proceeds to the next phase. If phishing is not 

detected or Phishing possibility is predicted in URL-based detection, the algorithm proceeds to 

the visual similarity based detection. The drawback of this paper is high false positives.  

Rather than, Bargal  Varsharani et al.[21] have introduced Detecting Suspicious  URLs using 

Bayesian Classification. The main application is to discover lexical and host based properties of 

malicious web sites URLs. So  is  uses  approach  to  prevent  the  system  is  based  on  URL 

classification, using statistical methods to discover lexical and host based  properties of 

malicious web sites URLs.In this a feature set is presented that combines the features of 

traditional social networking. Even though, detecting large numbers of malicious websites from 

their URLs, with modest false positives was obtained. Either than, Jin-Lee Lee et al.[22] have 

described Heuristic-based Approach for Phishing Site Detection, which mainly focused on 

security  for  personal information and reduce  damage  caused  by  phishing  attacks, this  type  
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of  attack  can  be detected  by  blacklist-based  detection  techniques;  however, these  methods  

have  some  disadvantages  and  the  numbers  of victims  have  therefore continued to  increase. 

Generated  classifiers  through  several machine  learning  algorithms  and  determined  that  the  

best classifier  was random  forest. The drawback of this paper is intended to address the time-

intensive.  

Morte over, Ram B. Basnet et al.[23] have introduced Learning To Detect Phishing URLs, 

which mainly focused on efficiency of real -time application, the approach on real-world public 

data sets by comparing  performance  results  of  several  popular supervised  learning  methods. 

Random Forest  (RF)  classifier,  however,  provided  the  best  tradeoff between the 

classification performance and the training and testing  time.The drawback of this paper is not 

only automatically collects allows registered  users  to  manually  submit  a  URL  for 

verification.  Moreover, Jaydeep Solanki, and Rupesh G. Vaishnav [24] have described Website 

Phishing Detection using Heuristic Based Approach. The main application of this paper is 

identify the phishing site. First extract the features which clearly differentiate that whether 

website are phished or legitimate. Then we apply this features to  machine  learning  techniques  

it  will  identify  website  are phished  or  legitimate.  In  this  way  it  will  help  towards  our 

society. The drawbacks of this paper is impact of a heuristic evaluation on an interface is 

minimal due to organizational constraints. 

Chia et al. [25] have explained the Feature set identification for detecting suspicious URLs using 

Bayesian classification in social networks. Here, a feature set was presented that combines the 

features of traditional heuristics and social networking. Furthermore, a suspicious URL 

identification system for use in social network environments was proposed based on Bayesian 

classification. The experimental results indicate that the proposed approach achieves a high 

detection rate. Moreover, Roshani et al. [26] have explained machine learning system to find 

Malicious URLs and spam and to identify whether a given tweet is spamming of not in a Social 

Network such as Twitter. By collecting dataset and training the classifier we classified the input 

tweet. The Naive Bayes algorithm, a supervised learning model with associated learning 

algorithms which are used to analyze data used for classification and regression analysis. After 

classification the sensitivity of each tweet was calculated. 
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CONCLUSION 

Malware is a malicious code that propagates over the connected systems in network. This 

scenario is increasing day by day with advanced computing technology and communication 

network. In this paper we analyze the malicious detection problems .Using standard publisher 

methods; we have offered a survey of the malicious website detection techniques. Now, 26 

articles are recognized from 2003 to 2016 associated to malicious detection.  According to the 

year, these 26 articles are categorized into three kinds.  And also we have studied their 

limitations and time complexity. So we need to improve availability and reliability of malicious 

detection. At last, some of the research issue is as well addressed to lead the further research on 

the similar direction. 
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