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ABSTRACT 

The World Wide Web is growing massively larger with the exponential growth of websites 

providing the user with heaps of information. Text files called as web logs are used to store the 

clicks of a user whenever a user visits a website. Web usage mining is a stream of web mining 

that involves the applications of mining techniques to be applied on the server logs containing 

the user clickstreams. These logs are unstructured, incomplete and noisy in nature. Hence 

preprocessing is an important phase prior to analysis. Web log preprocessing has sub phases: - 

Data cleaning, user identification, session identification, path completion. This paper emphasizes 

on cleaning phase in preprocessing. 
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Removal 

 

 

INTRODUCTION 

As the services provided on the web are increasing day by day. So the number of clickstreams 

captured at the server are also increasing exponentially. Every single click made by the user is 

recorded because it is assumed that it can be a potential source of any useful information. If 

this clickstream is analyzed, the results can help the organization to understand the interest of 

each user and hence providing the more personalized information to each user, the design of 

the website can be modified accordingly and e-commerce websites can use this information to 

build their cross-marketing strategies. This analysis can be done by applying the data mining 

techniques on the huge data captured in the log files in unstructured or semi-structured format 

maintained at the server and this is called as Web Usage Mining. Prior to analysis these web 

logs need to be preprocessed because data in these log files is generally unstructured, 

incomplete, noisy and inconsistent. Preprocessing results in a smaller volume of datasets 

which can be analyzed more efficiently. Various steps included in web usage mining are: - 

Data Preprocessing, Pattern Discovery and Pattern Analysis. Data preprocessing phase 

includes various tasks like data cleaning, user & session identification and path completion. In 

pattern discovery techniques from several research areas such as data mining, machine 
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learning, statistics are applied to generate the meaningful patterns out of the preprocessed 

data. In pattern analysis phase uninteresting patterns are filtered out from the set of patterns 

obtained in the pattern discovery phase. 

DATA PREPROCESSING 

The information present in the web logs is generally heterogeneous and semi-structured in 

nature. These log files also contain some entries which are not of any use during analysis. So 

to perform analysis in a better and fruitful way it is important to remove these undesirable 

entries. This will reduce the volume of data by keeping only the useful data for analysis. The 

goal of preprocessing is to transform the raw click streams into a set of user profiles [1]. 

Preprocessing presents a number of challenges which led to a variety of algorithms and a 

number of heuristic techniques for each step of preprocessing. Various phases of 

preprocessing are discussed below:-  

1. Data Cleaning 

In this phase, irrelevant entries are removed from the web logs. These irrelevant entries may 

include:-  

 Accessorial entries like .jpg, .css, .png files which may have no relation with the content 

of the page. Rather they can be a part of some advertisement embedded inside the HTML 

page. 

 Click streams having the failed HTTP status i.e other than 2XX series. 

 Spider navigation records which are captured when the software used by the search 

engines periodically access the website for keeping their index up to date. 

Web logs can be used in many applications and steps in cleaning also varies accordingly. The 

above given points are appropriate when the cleaned web log is to be used for understanding 

the navigation pattern of the users for site modification purpose or personalization. But when 

web log is to be used for intrusion detection, cleaning is performed in a different way.  

2. User Identification 

An easiest way of identifying the user is to use the login credentials of the users such as 

username and password. But this information is not always provided by the users for some 

security issues. Hence some heuristics are used to identify the users:- 

1. Each different IP will represent a new user. 

2. When IP is same but browser and operating system information is different, this is also 

marked as a different user. 

3. Session Identification 

The clickstream of user means a delimited set of individual sessions each user access the page 

divide. The method to identify the user session include timeout mechanism [2] and referrer 

based method [3]. In timeout based method if there is a large gap (usually more than 30 mins 

or 25.5 mins) between two consecutive accesses then it is assumed that the user is starting a 

new session. In referrer based method the referrerURI is checked. If the URL in referrer field 

is not accessed previously, then it is assumed as a new session. 

4. Path Completion [4] 

This is an important and difficult phase. Path completion is used to access the complete user 

access path. The incomplete user access path is recognized on the basis of user session 

identification. There are chances of missing path because of proxy and caching problems. 
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Various algorithms can be used for path completion like Maximal Forward Reference (MFR) 

and Reference Length (RL) algorithm. At the end of this step we will get the user session file. 

RELATED WORK 

Surbhi Anand & Rinkle Rani Aggarwal [5] proposed the algorithm for data field extraction, 

data storage and data cleaning. In data cleaning entries having method other than get, entries 

with failed HTTP status code, and accessorial entries like .jpg, .gif, .css are removed. But the 

author did not remove the robot entries from the log file, which is also an important step in 

cleaning. Shaily Langhnoja et. al. [6] explained the algorithms for data cleaning and user & 

session identification. In data cleaning algorithm the author removed the entries with links 

which are not application specific and entries with non-page links like images, scripts, pdfs 

etc. The author did not removed the entries with failed HTTP status and spider navigation 

entries which are important steps in cleaning of web logs. Ankit R Kharwar et. al. [2] 

described the steps included in pre-processing:- Data cleaning, user & session identification 

and path completion. The paper presented experimental results of various combinations of 

heuristic techniques for robot entry removal in cleaning step. Theint aye [7] proposed 

algorithms for data cleaning and field extraction in web usage mining process. The 

experimental results obtained after applying the proposed algorithms were displayed. Mitali 

Srivastava et. al. [8] described various heuristic and non-heuristic techniques for each step of 

web log pre-processing. 

PROPOSED WORK 

1. Data Storage 

Web logs are originally present in the form of text files. Various fields in this text file are 

separated using a different character such as space character or comma character, this step in 

preprocessing is known as Field Extraction. After field extraction to store these web logs in 

the knowledge base a table is needed to be created. The fields in the log file are to be stored in 

respective columns of the table. The SQL query for creating a table with name TestLog and 

having the columns as fields in the Apache common log format is shown below in Fig 1:- 
 

 
Fig 1: Sample SQL query for creating a table 

Data Storage Algorithm: - 

Input: Log file in text format 

Output: Log Table  

1. Open SQL Server Management Studio and connect to an instance. 
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2. Create a table with SQL query as shown above with appropriate columns to store the log 

data. 

3. Insert data in bulk from the text file. 

4. Close the database connection. 

2. Data Cleaning 

The next algorithm is for data cleaning. This algorithm will remove the accessorial entries like 

jpg, css, gif, png files, entries with status code other than 200 and entries made by spiders or 

bots. The text file used in step 2 of below given algorithm can be created from various sources 

providing the list of spider IP like [9], [10]. 

Data Cleaning Algorithm 

Input: Log Table 

Output: Summarized Log Table 

1) Declare filename, method, ip_address, file_extension, hostname, username, timestamp, 

offset, protocol, bytes, status_code. 

2) Declare spiderIpList which reads the IP addresses of spiders from a text file. 

3) Open a database connection. 

4) Create an object of PreparedStatement to read each record in the log table. 

5) For each record in the log table 

a) Read status_code 

b) Read method 

c) Read filename 

d) Read ip_address 

e) If (filename.contains=”robots.txt”) 

{ 

If (!spiderIpList.contains=ip_address) 

Add ip_address to spiderIpList 

      } 

f) If (status_code=200 and method=GET and !spiderIpList.contains(ip_address)) 

i) Read hostname, username, timestamp, offset, protocol, bytes. 

ii) Extract file_extension from filename. 

iii) If file_extension !={.png, .jpg, .gif, .css} 

         Insert data into summarized log table. 

iv) Else  

v) Remove the entry. 

6) Close the connection 

7) End 

EXPERIMENTAL RESULTS 

The sample log file used for the work was in Apache common log format. Size of the file 

before cleaning was 171 KB with 1545 entries. When cleaning was performed without 

removing the spider entries then, size of file after cleaning was 95 KB with 874 entries. When 

cleaning was performed, including the removal of spider entries then the size of file was 

reduced to 49 KB with 462 entries. Results are shown in Fig 2, Fig 3 and Fig 4. 
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Fig 2: Result of the Data Storage algorithm 

 

 
Fig 3: Result of Existing Data Cleaning Algorithm (without removal of robot entries) 

 

 

Fig 4: Results of Proposed Data Cleaning Algorithm (with robot entry removal) 

PROPOSED METHODOLOGY 

Sql server 2012 was used by the researcher to create a database having table TestLog using 

the query as shown in Fig 1. To load the web log from text file access_log.log to table 

TestLog, the query executed is shown in Fig. 5. Netbeans was used as IDE and Java as 

programing language to implement the proposed cleaning algorithm using JDBC connection 

with the database in SQL server. After running the cleaning algorithm, the SQL query fired to 

get the above shown results is: - SELECT * FROM dbo.TestLog; 
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Fig. 5: SQL query for inserting data into table from text file 

ANALYSIS & INTERPRETATION 

The results shown that the proposed methodology reduces the number of records considerably 

and hence the size of the file is also reduced. Initially Log table had 1545 entries. After 

applying the proposed algorithm the number of entries remained 462. The size of the log file 

is decreased up to approx. 71%. The graph shown below makes it clear that there is a severe 

change in number of records after cleaning. Surbhi Anand & Rinki Rani Aggarwal [5] 

explained the cleaning algorithm without the robot entry removal. The results of that 

algorithm are compared with the proposed cleaning algorithm in the below shown bar graph. 

 

CONCLUSION 

The WWW is a critical resource for business as well as commercial activities. Hence to make 

it better to use it is important to carry out analysis of web logs to derive some potential 

knowledge out of it. Preprocessing is an important phase prior to analysis because good 

results can be obtained from good quality of data. In this paper an approach for cleaning phase 

of preprocessing is described and experimental results are presented. 
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