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Abstract— : Providing confidential information and establishing 

concealed association has been a great interest since long time 

ago. So, there are various kind Techniques which are widely 

used. This paper provides a review on the various  

steganography techniques. Steganography is the art and science 

of hiding a confidential message in a cover media such as image, 

text, signals or sound in such a way that no one, except the 

intended recipient knows the availability of the data. The future 

research in the field of Steganography is briefly studied. There 

are different types of steganography techniques each have their 

strengths and weaknesses. In this paper, we review the different 

data hiding techniques that are used to implement a 

steganography , various types of stegnography and various 

Applications of Steganography etc. 
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I. INTRODUCTION 

In today’s world, the communication is the basic necessity of 

every growing area. Everyone wants the secrecy and safety of 

their communicating data. In our daily life, we use many 

secure pathways like internet or telephone for transferring and 

sharing information, but it's not safe at a certain level. In order 

to share the information in a concealed manner two techniques 

could be used. These mechanisms are cryptography and 

steganography[9] .  

 

Cryptography : One of the popular techniques used for 

ensuring privacy of files and communication is Cryptography. 

It is the science of secret writing, translating  messages or data 

into a different form to exchange messages between two 

parties who wants to communicate over an insecure channel. 

Without the right knowledge of the key no-one can access the 

correct information [1, 2]. It uses  all of the elements 

necessary for secure communication over an insecure channel, 

namely privacy, confidentiality, key exchange, authentication 

and non-repudiation.  

For securing the data three types of cryptographic schemes are 

used : secret key (or symmetric) cryptography, public-key (or 

asymmetric) cryptography, and hash functions (or Protocols). 

The type and length of the keys utilized depend upon the 

encryption algorithm. Cryptanalysis is a study of how to 

compromise (defeat) cryptographic mechanism. 

Steganography : Steganography is the art of hiding and 

transmitting data through apparently unharmed carriers in an 

effort to hide the existence of the data. In general the 

Steganography and cryptography are closely related. Where 

cryptography scuffles the messages so they cannot be easily 

understood by an unauthorized person, steganography on the 

other hand, will hide the message so there is no knowledge of 

the existence of the message in the first place. A secret 

message can be plaintext, ciphertext, an image, or anything 

that can be represented as a bit stream. Once the cover object 

has information embedded in it, it is called a stego object[5]. 

After the embedding process the stego object send to receiver 

by choosing the suitable channel, where decoder system is use 

with the same stego key to find original information as sender 

would like to transfer. Protection against detection can be 

needed if someone wants to ensure that the embedded 

message is not detected by a third unauthorized party. For 

example, a user wants to prevent others from finding out that 

an image contains a secret message hidden by the "Least-bit 

insertion method". This aim of data hiding is achieved by 

using ways that do not modify the original object in a visible 

form; all changes should be inconspicuous to the human eye 

or the computer Protection against removal, on the other hand, 

tries to prevent the removal of hidden data without making it 

useless or degrading its quality. There are various kind of 

steganography methods that support almost all the digital file 

formats. The high degrees of redundancy formats are most 

suitable for this type of techniques. Redundancy can be 

defined as the bits of an object that provide accuracy 

fargreater than necessary for the object’s use and display [3]. 

The redundant bits of an object are those bits that can be 

changed  without the changement  being detected easily [4]. 

There are four kinds of steganography methods :  

1 .Fourier Transform Method 

2. Statistical Method  

3. Hash-LSB Method  

4. Domain Method 

 
Basic requirements for a Steganography :  
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•Imperceptibility: Means that the embedded messages should 

not be discernible to the human eye.  

•Embedding Capacity: Means the capacity of embedding the 

secret image.  

•Security: Means that the Stego image should be fool proof 

and  robust.  

 

II . HISTORY 

 To understand steganography, we must first understand its 

predecessor: cryptography. Cryptography is the art of 

protecting information by transforming it into an unreadable 

format, called cipher text. To decipher this unreadable format, 

a secret key is required. Cryptography has followed man 

through many stages of evolution. Cryptography can be found 

as far back as 1900 B.C. in ancient Egyptian scribe using non-

standard hieroglyphics in an inscription. From 500 – 600 B.C. 

Hebrew scribes used ATBASH, a reversed alphabet simple 

solution cipher. From 50 - 60 B.C. Julius Caesar used a simple 

substitution with the normal alphabet in government 

communications. Cryptography continued through history 

with may variations. Today cryptography has reached a new 

level, quantum cryptography. Quantum cryptography 

combines physics and cryptography to produce a new 

cryptosystem that cannot be defeated without the sender and 

receiver having the knowledge of the attempted and failed 

intrusion. Through the long history of cryptography, 

steganography was developed and flourished on its own.  

Steganography comes from the Greek steganos (covered or 

secret) and -graphy (writing or drawing). Steganography can 

be defined as the hiding of information by embedding 

messages within other, seemingly harmless messages, 

graphics or sounds. The first steganographic technique was 

developed in ancient Greece around 440 B.C. The Greek ruler 

Histaeus employed an early version of steganography which 

involved: shaving the head of a slave, tattooing the message 

on the slaves scalp, waiting for the growth of hair to disclose 

the secret message, and sending the slave on his way to 

deliver the message. The recipient would have the slave’s 

head to uncover the message. The recipient would reply in the 

same form of steganography. In the same time period, another 

early form of steganography was employed. This method 

involved Demerstus, who wrote a message to the Spartans 

warning of eminent invasions from Xerxes. The message was 

carved on the wood of wax tablet, and then covered with a 

fresh layer of wax. This seemingly blank tablet was delivered 

with its hidden message successfully. Steganography 

continued development in the early 1600s as Sir Francis 

Bacon used a variation in type face to carry each bit of the 

encoding.  

Steganography continued over time to develop into new levels. 

During times of war steganography[14] is used extensively. 

During the American Revolutionary War both the British and 

American forces used various forms of Invisible Inks. 

Invisible Ink involved common sources, this included milk, 

vinegar, fruit juice, and urine, for the hidden text. To decipher 

these hidden messages required light or heat. During World  

 

War II the Germans introduced microdots. The microdots 

were complete documents, pictures, and plans reduced in size 

to the size of a period and attached to common paperwork. 

Null ciphers were also used to pass secret messages. Null 

ciphers are unencrypted messages with real messages 

embedded in the current text. Hidden messages were hard to 

interpret within the innocent messages. An example of an 

innocent message containing a null cipher is:  

Fishing freshwater bends and saltwater coasts rewards anyone 

feeling stressed. Resourceful anglers usually find masterful 

leapers fun and admit swordfish rank overwhelming any day.  

By taking the third letter in each word the following message 

emerges:  

Send Lawyers, Guns, and Money.1  

III. TYPES OF STEGANOGRAPHY 

 

1. Text Steganography: It combines the hiding information 

inside the text files. In this method, the secret data is hidden 

behind every nth letter of every words of text message. 

Numbers of methods are available for hiding data in text file. 

These methods are  

i) Format Based Method 

 ii) Random and Statistical Method 

 iii) Linguistics Method.  

2. Image Steganography: hiding the data by taking the cover 

object as image is called as image steganography[17]. In 

image steganography pixel rapidities are used to hide the data. 

In digital steganography, images are widely used cover source 
because there are number of bits presents in digital 

representation of an image. 

 3. Audio Steganography: It includes hiding data in audio 

files. This method hides the data in WAV, AU and MP3 

sound files. There are various methods of audio 

steganography. These methods are 

 i) Low Bit Encoding 

 ii) Phase Coding  

iii) Spread Spectrum. 

 4. Video Steganography: It is a technique of hiding any kind 

of files or data into digital video format. In this case video 

(combination of pictures) is used as carrier for hiding the data. 

Generally discrete cosine transform (DCT) change the values 

(e.g., 8.667 to 9) which is used to hide the data in each of the 

images in the video, which is unnoticeable by the human eye. 

H.264, Mp4, MPEG, AVI are the formats used by video 

steganography. 

 5. Network or Protocol Steganography: It includes hiding 

the information by using the network protocol such as TCP, 

UDP, ICMP, IP etc, as cover object. . In the OSI layer 

network model there exist convert channels where 

steganography can be used. 

IV. TECHNIQUES OF STEGANOGRAPHY 

1. Spatial Domain Methods: In this method the secret 

information is embedded directly in the intensity of pixels. It 

means some pixel values of the image are altered directly 
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during hiding data. Spatial domain techniques[9] are 

categories into following parts : 

 i) Least significant bit (LSB) 

 ii) Pixel value differencing (PVD) 

 iii) Edges based data embedding method (EBE)  

iv)  Random pixel embedding method (RPE) 

 v) Mapping pixel to hidden data method 

 vi) Labelling or connectivity method  

vii) Pixel intensity based. 

 

i)LSB: this method is most commonly used for hiding data. In 

this method the embedding is done by replacing the least 

significant bits of image pixels with the bits of secret data[10]. 

The image possessed after embedding is almost similar to 

original image because the change in the LSB of image pixel 

does not make  too much  in the image.  

 

ii) BPCP: In this segmentation of image are used by 

measuring its complexity. Complexity is used to define the 

noisy block. In this method noisy blocks of bit plan are 

replaced by the binary patterns mapped from a secret data.  

 

iii) PVD: In this method, two continually pixels are selected 

for embedding the data. Payload is determined by checking 

the difference between two continually pixels and it serves as 

basis for identifying whether the two pixels belongs to an 

edge area or smooth area.  

2. Spread Spectrum Technique: The concept of spread 

spectrum is used in this technique[11]. In this method the 

secret data is spread over a large frequency bandwidth. The 

ratio of signal to noise in every frequency band must be so 

small that it become difficult to detect the availability  of data. 

Even if parts of data are removed from several bands, there 

would be still enough information is present in other bands to 

recover the same data. Thus it is difficult to remove the data 

completely without completely destroying the cover .It is a 

very robust technique mostly used in military communication.  

3. Statistical Technique: In the technique message is 

embedded by changing some properties of the cover. It 

involves the fission of cover into blocks and then embedding 

one message bit in each block. The cover block is changed 

only when the size of message bit is one otherwise no change 

is required[12]. 

4. Transform Domain Technique: In this technique the 

secret message is embedded in the transform or frequency 

domain of the cover. This is a more difficult way of hiding 

message in an image. Different algorithms and 

transformations are used on the image to hide message in it. 

Transform domain techniques are  classified as  

i) Discrete Fourier transformation technique (DFT)  

ii) Discrete cosine transformation technique (DCT) 

iii) Discrete Wavelet transformation technique (DWT)  

iv) Lossless or reversible method (DCT)  

v)Embedding in coefficient bits  

 

 

 

Algorithms Used In Steganography : 

 

A.  RSA Algorithm 

RSA Algorithm uses a encrypt cryptosystem where it uses two 

prime numbers at the first stage and the results of the values is 

used as a key such as private and public key where at end the 

process we uses this key as encryption and decryption of the 

messages. Here RSA Algorithm[13] used when embedding 

the original image into the cipher text. Thus by using this 

algorithm the messages are highly secured. At end of the 

process the steganalysis only the cipher text can detached 

which the messages are in the encrypted format but it cannot 

be readable. 

Embedding Algorithm: 

Begin 

Step 1: Select the Image and a text. 

Step 2: Encrypt the text by using RSA algorithm. 

Step 3: Select any 4 LSB bits for each image pixels. 

Step 4: Use hash function on LSB image to get the position. 

Step 5: Insert the bits of encrypted message into 4 bits of LSB 

of RGB pixels of cover image in the order of 3, 3 and 2 

respectively using the position obtained from hash function 

given in equation 1. 

Step 6: Send steganography image to receiver. 

End 

 

B.  Least Significant Bit (LSB) Insertion Method : One of 

the most common techniques used in steganography today is 

called least significant bit (LSB) insertion. 

Also called LSB (Least Significant Bit) substitution and it is 

the process of adjusting the least significant bit pixels of the 

carrier image. It is a simple approach for embedding message 

into the image. In this method some information from the 

pixel of the carrier image is replaced with the message 

information so that it can't be observed by the human visual 

system, therefore it exploits some limitations of the human 

visual system. The Least Significant Bit insertion varies 

according to number of bits in an image [15]. For an 8-bit 

image, the least significant bit i.e. the 8th bit of each byte of 

the image will be changed by the 1-bit of secret message. For 

24 bit image, the colours of each component like RGB (red, 

green and blue) will be changed. LSB steganography involves 

the operation on least significant bits of cover image, audio or 

video. The least significant bit is the lowest bit in a series of 

binary number [10]. In LSB substitution the least significant 

bits of the pixels are displaced by the bits of the secret 

message which gives rise to an image with a secret message 

embedded in it. The method of embedding differs according to 

the number of bits in an image (different in 8 bit and 24 bit 

images). 

Extracting Algorithm: 

Begin 

Step1. Select the steganography image. 

Step2. Select the folder in which you want to extract the 

hidden text file. 

Step3. Apply the security key. 
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Step4. Convert the binary file into human readable form. 

End    

 

C. Blindhide 

This is the simplest way to hide information in an image. It 

blindly hides because it just starts at the top left corner of the 

image and works it's way across the image (then  down - in 

scan lines) pixel by pixel. As it goes along it changes the least 

significant bits of the pixel colours to match the message. To 

decode the process the least significant bits starting at the top 

left are read off. This is not very secure - it's really easy to 

read off the least significant bits. It also isn't very smart - if 

the message doesn't completely fill up the possible space then 

just the top part of the image is degraded but the bottom is left 

unchanged - making it easy to tell what's been changed. 

 

Algorithm Pixel Swap 

• Randomly select 2 pixels x1 and x2 from the cover image 

using a pseudo–random sequence. 

• If the two pixels lie within a specified distance α (α=2 or 3 

generally), they are suitable for embedding, otherwise 

generate another set of  pixels. 

• Pick up the message bit. If the message bit is zero (or one), 

check if x1 > x2 otherwise swap x1 and x2. Do the reverse 

operation for the message bit one (zero) 

• For decoding, select the pixels using the same pseudo-

random sequence. Check if the 2 pixels are within the pre-

specified range α. If x1>x2, the message bit is zero (one) 

otherwise the message bit is one (zero). 

This scheme preserves the first order statistic (histogram) 

inherently without applying separate restoration process. This 

scheme also does not add any visual distortion to the image 

since the threshold used for swapping of pixels is kept 

considerably small (α <=5) which only affects the least 

significant bit planes of an image. To measure the distortion 

introduced by the embedding in the cover image, the Peak 

Signal to Noise Ratio (PSNR) after embedding was observed 

for one hundred images. 

 

D.  Hide Seek 

This algorithm randomly distributes the message across the 

image. It is named after "Hide and Seek" - a Windows 95 

steganography tool that uses a similar technique. It uses a 

password to generate a random seed, then uses this seed to 

pick the first position to hide in. It continues to randomly 

generate positions until it has finished hiding the message. It's 

a little bit smarter about how it hides because you have to try 

every combination of pixels in every order to try and "crack" 

the algorithm - unless you have the password. It's still not the 

best method because it is not looking at the pixels it is hiding 

in - it might be more useful to figure out areas of the image 

where it is better to hide in. 

 

E. Filter First 

This algorithm filters the image using one of the inbuilt filters 

and then hides in the highest filter values first. It is essentially 

a fancier version of BlindHide as it doesn't require a password  

 

to retrieve the message. Because we are changing the pixels 

we need to be careful about filtering the picture because we 

don't want to use information for filtering that might change. 

If we do, then it may be difficult (if not impossible) to retrieve 

the message again. 

So this algorithm filters the most significant bits, and leaves 

the least significant bits to be changed. It is less noticeable on 

an image because using the filter ensures we are hiding in the 

parts of the image that are the least noticeable. 

 

F. Battle Steg 

The best of all. This algorithm performs "Battleship 

Steganography". It first filters the image then uses the highest 

filter values as "ships". The algorithm then randomly "shoots" 

at the image (like in HideSeek) and when it finds a "ship" it 

clusters it's shots around that hit in the hope of "sinking" the 

"ship". After a while it moves away to look for other ships. 

The effect this has is that the message is randomly hidden, but 

often hidden in the "best" parts to hide in thanks to the ships. 

It moves away to look for other ships so that we don't degrade 

an area of an image too greatly. It is secure because you need 

a password to retrieve the message. It is fairly effective 

because it is hiding (if you set the values right) the majority of 

the information in the best areas. 

 

G. Dynamic Battlesteg And Filterfirst 

These two algorithms do the same as BattleSteg and 

FilterFirst, except they use dynamic programming to make the 

hiding process faster and less memory intensive. They are 

NOT compatible with the original algorithms because the 

order of pixels kept in the dynamic array is not exactly the 

same. 

V. APPLICATIONS OF STEGANOGRAPHY 

 

 i)Confidential Communication and Secret Data Storing[16] 

 ii) Protection of Data Alteration 

 iii) Access Control System for Digital Content Distribution  

 iv) E-Commerce 

 v) Media  

vi) Database Systems. 

vii) digital watermarking.                                         

VI. FACTORS EFFECTING STEGANOGRAPHY METHOD 

 

 There are some factors that effect the Steganography  

technique. These factors are:  

1) Robustness: Robustness refers to the ability of embedded 

data to remain intact if the stego- image undergoes 

transformations, such as linear and non-linear filtering, 

sharpening or blurring, addition of random noise, rotations 

and scaling, cropping or decimation, lossy compression.  

2) Imperceptibility: The imperceptibility means invisibility 

of a steganographic algorithm. Because it is the first and 

foremost requirement, since the strength of steganography 

lies in its ability to be unnoticed by the human eye. 
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3) Payload Capacity: It refers to the amount of secret 

information that can be hidden in the cover source. 

Watermarking usually embed only a small amount of 

copyright information, whereas, steganography focus at 

hidden communication and therefore have sufficient 

embedding capacity.  

4) PSNR (Peak Signal to Noise Ratio): It is defined as the 

ratio between the maximum possible power of a signal and the 

power of corrupting noise that affects the fidelity of its 

representation. This ratio measures the quality between the 

original and a compressed image. The higher value of PSNR 

represents the better quality of the compressed image.  

5) MSE (Mean Square Error): It is defined as the average 

squared difference between a reference image and a distorted 

image. The smaller the MSE, the more efficient the image 

steganography technique . MSE is computed pixel-by-pixel by 

adding up the squared differences of all the pixels and 

dividing by the total pixel count.  

6) SNR (Signal to Noise Ratio): It is the ratio between the 

signal power and the noise power. It compares the level of a 

desired signal to the level of background noise. 

 

                                            CONCLUSIONS 

This  paper  introduced the concept of steganography as well 

as the methods for carrying it out. We consider that 

steganography when combined with encryption provides a 

secure medium of secret communication between two parties. 

In this paper we also study that we have various methods by 

which we can easily implement any type of steganography 

and easily make our data secure from any unauthorized 

access. Steganography are now an indiscernible part of the 

development strategy for hiding information. Not only do 

steganography provide additional advantages for images in 

terms of data hiding , but they also provide the possibility of 

data hiding in audio, video and text. Accordingly the use of 

steganography will become a boost in the information hiding 

roadmap for the future. 
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