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Abstract 

 Steganography is the art of hiding the fact that communication is taking place, by hiding information in 

other information. In the proposed approach we focus on improving quality of stego-image by increasing value 

of PSNR and MSE based on searching about the identical bits between the secret messages and the cover image 

pixel value. The results of the proposed approach are discussed and analyzed based on the PSNR MSE values. 

The proposed approach is efficient and simple, it robust to attack and improve the stego-image quality. The 

experimental results show that the proposed approach is undetectable by the stego-analyzer, security it was one 

of the goals of the proposed approach is to hide the existence of confidential information and increase the level 

of security by encrypting it. 
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1. INTRODUCTION 

 Steganography is the art and science of invisible communication. This is accomplished through hiding 

information in other information, thus hiding the existence of the communicated information. The word 

steganography is derived from the Greek words “stegos” meaning “cover” and “grafia” meaning “writing” [7] 

defining it as “covered writing”. In image steganography the information is hidden exclusively in images. 

Today steganography is mostly used on computers with digital data being the carriers and networks being the 

high speed delivery channels. Steganography differs from cryptography in the sense that where cryptography 

focuses on keeping the contents of a message secret, steganography focuses on keeping the existence of a 

message secret [8]. Steganography and cryptography are both ways to protect information from unwanted 

parties but neither technology alone is perfect and can be compromised. Once the presence of hidden 

information is revealed or even suspected, the purpose of steganography is partly defeated [8]. The strength of 

steganography can thus be amplified by combining it with cryptography. Research in steganography has mainly 

been driven by a lack of strength in cryptographic systems. Many governments have created laws to either limit 

the strength of a cryptographic system or to prohibit it altogether [5], forcing people to study other methods of 

secure information transfer. Businesses have also started to realize the potential of steganography in 

communicating trade secrets or new product information. Avoiding communication through well-known 

channels greatly reduces the risk of information being leaked in transit [3].  

Hiding information in a photograph of the company picnic is less suspicious than communicating an 

encrypted file. 

2. CATEGORIES OF STEGANOGRAPHY  

Almost all digital file formats can be used for steganography, but the formats that are more suitable are 

those with a high degree of redundancy. Redundancy can be defined as the bits of an object that provide 

accuracy far greater than necessary for the object’s use and display [4]. The redundant bits of an object are 

those bits that can be altered without the alteration being detected easily [2]. Image and audio files especially 

comply with this requirement, while research has also uncovered other file formats that can be used for 

information hiding .Figure (1) shows the four main categories of file formats that can be used for 

steganography.  

 

 

 

 

Figure (1): categories of steganography. 
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Hiding information in text is historically the most important method of steganography. An obvious 

method was to hide a secret message in every nth letter of every word of a text message. It is only since the 

beginning of the Text Images Audio/video Protocol Internet and all the different digital file formats that is has 

decreased in importance [6]. Text steganography using digital files is not used very often since text files have a 

very small amount of redundant data.  

Given the proliferation of digital images, especially on the Internet, and given the large amount of 

redundant bits present in the digital representation of an image, images are the most popular cover objects for 

steganography.  

To hide information in audio files similar techniques are used as for image files. One different technique 

unique to audio steganographyis masking, which exploits the properties of the human ear to hide information 

unnoticeably. A faint, but audible, sound becomes inaudible in the presence of another louder audible sound 

[6]. This property creates a channel in which to hide information. Although nearly equal to images in 

steganographic potential, the larger size of meaningful audio files makes them less popular to use than images 

[6].  

The term protocol steganography refers to the technique of embedding information within messages and 

network control protocols used in network transmission [1]. In the layers of the OSI network model there exist 

covert channels where steganography can be used [6]. An example of where information can be hidden is in the 

header of a TCP/IP packet in some fields that are either optional or are never used. 

3. PROPOSED APPROACH 

In the proposed approach the principle of the game minesweeper is used adopting its method of 

determining the number of pixels used to hide and their locations, in which the cover-image is scanned as two-

dimensional arrays (3X3), and checking the values of the pixels surrounding the center of the matrix after 

separating them to the three basic colors (red, green, and blue) see Figure (2), and matching their values with 

the value of a letter from the secret message encrypted, and if a match is found, the values of the cover image 

and the secret message encrypted are swapped, and the number, location, and color of the pixels are indexed, 

and the process is repeated until hiding the entire secret message encrypted. 

In the end, the final number of replacements will represent the number of characters from the secret 

message encrypted that is hidden in the cover-image, and our stego-image will be generated. And the indexing 

table and the stego-image will be sent to the recipient. 
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c) 

Figure (2): a) cover-image. b) Principle of the game minesweeper c) stego-image 

 

4. FLOWCHART OF ALGORITHMS: 

Hiding operation: 
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Extracting operation: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. EVALUATION OF IMAGE QUALITY 

For comparing stego image with cover results requires a measure of image quality, commonly used 

measures are Mean-Squared Error, Peak Signal-to-Noise Ratio[7]. 

A. Mean-Squared Error 

The mean-squared error (MSE) between two images I1(m,n) and I2(m,n) is: 

 

M and N are the number of rows and columns in the input images, respectively. Mean-squared error 

depends strongly on the image intensity scaling. A mean-squared error of 100.0 for an 8-bit image (with pixel 

values in the range 0-255) looks dreadful; but a MSE of 100.0 for a 10- bit image (pixel values in [0,1023]) is 

barely noticeable 

B. Peak Signal-to-Noise Ratio 

Peak Signal-to-Noise Ratio (PSNR) avoids this problem by scaling the MSE according to the image range 

 

PSNR is measured in decibels (dB). PSNR is a good measure for comparing restoration results for the same 

image, but between-image comparisons of PSNR are meaningless. 

6. Experimental results: 

The proposed approach has been implemented in Matlab (R2008a). The proposed approach is applied to 

hide the secret message consists of 100 characters on two JPG cover- images, the first with size (24 x 225 x 

217) and called “lena image” see Figure (3a), the second one with size (24 x 225 x 225) and called "pepper 

image" see Figure (3b). The stego-images are show in figure (4a, 4b) as a result of the proposed approach on 

the images above. 
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Figure (3) :   a) lena cover-image   b) pepper cover-image 

 

Figure (4): a) lena stego-image   b) pepper stego-image 

Following table (1) shows the result of the proposed approach for the images above: 

Table (1): PSNR and MSE of the Proposed approach 

Image name Lena.jpg 24 true color Pepper.jpg 24 true color 

Image size 225 x 217 225 x 225 

Message (no. of char.) 100 100 

PSNR of stego-image 69.826 70.836 

MSE of stego-image 0.012 0.010 

 

7. Conclusion: 

This paper conclude that the proposed approach is more efficient, simple, appropriate and accurate than 

other methods of steganoraphy, it search about the identical then start hiding, hence the change in the image 

resolution is quite low, as well as it makes the secret message more secure, this is proven by MSE and PSNR.  

The proposed approach being the most efficient can be used to transmit confidential data such as user 

passwords, PIN (personal identity no.), etc. securely over the Internet. 
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The challenge point of the proposed approach is in the long time of the hiding operation that is spend 

during the exhaustive search to find the best matching when using a large size stego-image. In the next work, 

we will try to minimize the effect of this weak point on the performance of the proposed approach. But in spite 

of this point, the proposed approach still can be used instead of other methods of steganography to satisfy more 

security for the secret message. 

The Implementation of this method for Audio and Video Steganography will considered as a future work. 

References 

[1] Ahsan, K. & Kundur, D., “Practical Data hiding in TCP/IP”, Proceedings of the Workshop on Multimedia 

Security at ACM Multimedia, 2002 

[2] Anderson, R.J. & Petitcolas, F.A.P., “On the limits of steganography”, IEEE Journal of selected Areas in 

Communications, May 1998  

[3] Artz, D., “Digital Steganography: Hiding Data within Data”, IEEE Internet Computing Journal, June 2001 

[4] Currie, D.L. & Irvine, C.E., “Surmounting the effects of lossy compression on Steganography”, 19th 

National Information Systems Security Conference, 1996  

[5] Dunbar, B., “Steganographic techniques and their use in an Open-Systems environment”, SANS Institute, 

January 2002  

[6] Handel, T. & Sandford, M., “Hiding data in the OSI network model”, Proceedings of the 1st International 

Workshop on Information Hiding, June 1996  

[7] Moerland, T., “Steganography and Steganalysis”, Leiden Institute of Advanced Computing Science,  

       www.liacs.nl/home/ tmoerl/privtech.pdf  

[8] Wang, H & Wang, S, “Cyber warfare: Steganography vs. Steganalysis”, Communications of the ACM, 

47:10, October 2004  

 

 


