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ABSTRACT  

Information security has important attention for years, since there is sensitive 

information or data should be secure. The development of security leads to develop attacks of 

intruders. This paper introduces a method to enhance the security against attacks. It produces 

the security through three levels based on hiding data, symmetric cryptography and 

asymmetric cryptography. Hiding information via changing file format type (association) is a 

technique adopted in this paper. This technique saves resources such as memory since it 

doesn’t add new bits. After hiding the data pass through AES encryption for more security. 

RSA algorithm is used to encrypt AES key and hiding information pointer. The proposed 

method is implemented via Java V6.   
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I. INTRODUCTION  

The sensitive data that can be send over network for social, economic and political 

purposes relays on confidentiality, integrity and authenticity in the developed countries. There 

are legal responsibilities for governments and corporations to their customers, constituents 

and investors to protect the confidentiality of their sensitive information [1]. 

The transmission of data via computer networks made security demand.   Many techniques 

have been made for providing robust security. Krypton Graphein are Greek words means 

hiding information are the origin of cryptography. Cryptographer is a person who discovers 

and studies cryptography, while studying of cryptography is called cryptanalysis. 

Cryptography is considered as part of information security. It is an art and science of securing 

the information transmitted over the network. It converts a readable form into another 

unreadable one. It can be divided into three types: Hashing, Symmetric and Asymmetric key 

cryptography. An algorithm that uses the same key for encrypting the plaintext and decryption 

process is called symmetric key cryptographic such as Advance Encryption Standard (AES) 

and Data Encryption Standard (DES). Martin Hellman and Whitfield Diffie developed 

asymmetric (Public Key) cryptography concept in 1976. In 1977, Rivest, Adi Shamir and 

Leonard Aldeman are developed RSA algorithm as Public Key cryptography concept. It 

generates public key to encrypt the message and private key to decrypt the cipher text [2]. 
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 RELATED WORK   

H. Trang and N. Van produce a design depends on approach of iterative looping with block 

and the size of key is 128 bit. It coded via Verilog HDL. Results of their work simulate and 

synthesize depending on Quatus 9.0 Sim model. The encryption and decryption latency on 

Xilinx platform equals 51 cycles [3].  

Kumar et al. provide a framework of secure architecture for data gathering and sharing. They 

create a hierarchy of permissions at different levels and focus on the security [4].  

W. Wei et al. present an AES algorithm implementation relayed on FPGA to enhance data 

transmission safety. They introduce logic structure, arithmetic and encryption process of AES 

algorithm based on parallel and pipelining processing [5]. 

M. Venkatesh el al. proposes a system for security of data called RSASS which uses public 

key algorithm (RSA) for encrypting and storing large files. The system uses large databases to 

store the files, it convenient for static data [6]. 

Y. Jun et al. produce a system in order to reduce structure of hardware and increase the 

reliability and security. They provide a design which doesn’t need to store key round and it 

calculated currently in accordance that algorithm requires low terminal throughput 

requirements [7]. 

P. Rewagad et al. propose a system uses AES algorithm and Diffie Hellman for digital 

signature in order to provide the security via cloud network [8]. 

II. MATERIALS AND METHODS 

This paper presents a proposed method which is based on three security levels as it is 

explained below: 

AES Algorithm 

The proposed method depends on building system  that uses AES algorithm as base for 

encryption. An AES algorithm relays on block cipher, it operates on data block contains 128 

bit. The length of key differs as 128, 192 or 256 bit. It operates with rounds of key called 

AddRoundKey transformation but the first and last rounds are different from the other. The 

first round is called pre-round which requires AddRoundKey transformation that isn’t needed 

at the last round. The proposed method uses 128 bit as key length. The following steps are a 

transformation that uses in the proposed method to implement AES algorithm: 

1- SubBytes Transformation: is non-linear substitution, treating each state independently. 

It uses S-Box table which is pre-calculated table for substitution process.  S-Box table 

begins from 0 to 255 forming 256 numbers and contains values of corresponding 

results. It is used to minimize the latency and hardware computation complexity, 

because it performs using single cycle. 

2-  ShiftRows Transformation: is a process that performs left shifting for state rows 

circularly, but the first row is remaining without any changing. The second row shift 

one byte at time to the left, third row shift two bytes and fourth one shift three bytes. 

3- MixColumns Transformation: state columns are treated at this step as GF polynomials 

(    multiplied by (   + 1) with fixed polynomials as c(x)=(03)x3 + (01)x2 + (01)x + 

(02).   
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4-   AddRoundKey Transformation: this is performed by adding round key to state that 

obtains from previous step. It is performed by XOR operation, KeyExpansion algorithm 

is applied to obtain the RoundKey at each Round. Eleven RoundKey are needed for 

encryption and decryption for 128 bit key length represented as RoundKey[x], where x 

from 0 to 10. 

Decryption process is reverse of encryption process which transforms a cipher text to 

plaintext by applying the following operations: 

1- AddRoundKey : is XOR function, so it is own inverse, therefore RoundKey XOR with 

cipher text. Key expansion results the round key which is chosen in reverse manner. 

2- InvShiftRows Transformation: it is an opposite process to the ShiftRows 

Transformation, in other words, it performs ShiftRows operations but in opposite 

manner. 

3- InvSubBytes Transformation: at this step InvS-Box table is used to perform substitution 

process. InvS-Box is pre-calculated table and its length 256 (0-255). 

4- InvMixColumns Transformation: it implements as polynomials over GF(    and its 

degree less than 4. The elements in state column represent polynomials coefficients 

multiplied by (   + 1) with fixed polynomials d(x) = (0B)x3 + (0D)x2 + (09)x + (0E), 

where (0B), (0D), (09), (0E) are hexadecimal values. 

 

Key Expansion  

Key used in AES algorithm to encrypt plaintext and decrypt cipher text is generated by 

implementing key expansion. It uses four bytes as input and treats them with S-Box to result an 

output. The input function is called SubWord, while output function is called RotWord that 

uses [a0,a1,a2,a3] as input then manipulating permutation cyclically produces the word. 

RSA Algorithm 

The proposed method uses RSA algorithm to enforce the security of symmetric 

cryptography (AES at this paper). The proposed method uses RSA to protect cryptography key 

of AES, because key of symmetric cryptography represents a strength of cryptanalysis. RSA 

also used in proposed method to hold data (file) format (type) which is used to hide the nature 

data type in order to enforce the security. RSA uses two keys, one for encryption and the other 

for decryption. Encryption uses public key which is known to audience, decryption uses private 

key to obtain plain text from cipher. Modulus n has length can be specified by product two 

prime numbers (p , q) is comprised of an exponent e to form the public key. Length of n is 

represented in bits, the numbers of bit that is form the value is termed as “8-bit RSA key". 

Private key is associated to public key and uses n modulus with d value that obtained using d*e 

= 1 mod _ (n) where _ (n) = (p - 1)*(q - 1). For R is plaintext and S is cipher text, the 

cryptography is done as follows: 

S = R e mod n, R = S d mod n.  

RSA algorithm includes key generation, encryption and decryption as explain at following: 

Key generation: 
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STEP 1: Select two prime’s number p, q. 

STEP 2: Calculate n=p*q to obtain n value. 

STEP 3: Calculate ɸ (n) = ɸ (p) ɸ (q) = (p-1)(q-1) Euler function. 

STEP 4: Select an integer number e that achieve gcd (e, ɸ (n)) =1. 

STEP 5: Compute d value as d*e=1(mod ɸ (n)). 

STEP 6: Choose (e, ɸ (n)) as public key. 

STEP 6: Choose (d, ɸ (n)) as private key. 

The private key and p, q, ɸ (n) values. Then the equation (S = R e mod n) is used to encrypt 

plaintext R, S represents cipher text. Decryption uses R = S d mod n. 

III. PROPOSED METHOD  

The proposed method is based on three levels as follows: 

1. Hiding Information: A computer system uses different types of files such as video, image, 

text, music etc. these files treat information differently and there are different ways to store, 

process and act each of these information. The idea of proposed method is based on 

representing data or information via different way to hide the original information. 

Operating system uses association with files to associate them with certain program. 

Therefore changing file association makes them unreadable, for example changing 

association of HTML files and dealt with them as RAR files will make these files 

unreadable and hide the original data. Hiding information then delivers for encryption 

algorithm to encrypt them.  

2. AES algorithm: It is used in proposed method because it is adopted by US government and it 

supersedes DES algorithm. It uses long key for encryption as 128,192,256 that make it a 

strong technique and is not attacked yet. Symmetric key uses to encrypt and decrypt data, so 

it must be secure. First of all, data are made as block then represent as State (array) to 

implement in the algorithm. An initial round key is added, the algorithm manipulate State 10 

round (since no. of State columns = 4, no. of cipher key columns = 4). There are differences 

between final round and the precedent rounds. The proposed method uses 128 bits as length 

of cipher key and block size. Figure 1 represent  AES algorithm: 

 

 

 

 

 

 

 

 

 

 

Figure 1: Flowchart of AES Algorithm 
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3. RSA Algorithm: New association of files which hide the original information must be 

known only for the sender and receiver to protect them from intruders. The proposed method 

uses RSA algorithm for this purpose, because it can be used to improve the integrity of 

cryptography. In addition, it relays on public key for encryption and only the person who has 

private key can decrypt the message. It signs message to verify the identity of the sender. 

Also it uses long key for encryption as 1024 bit. The following pseducode represent 

proposed method algorithm: 

STEP 1: Import the file. 

STEP 2: Read file association which identify file type. 

STEP 3: Change file association ( to hide its information ).  

STEP 4: Make a table contains new and old association and use pointer to points to them. 

STEP 5: Encrypt the obtained file using AES algorithm. 

STEP 6:  Encrypt the pointer and AES key via RSA algorithm. 

STEP 7: Use RSA digital signature to improve the integrity. 

STEP 8: Send pointer and AES key and original file to the receiver. 

After that the receiver uses RSA digital signature to identify sender identity then decrypt the 

pointer and AES key using RSA algorithm. Then AES algorithm is used to decrypt the original 

file, until this step the file is unreadable since the operating system read it as different type from 

origin type such as read it as image. The receiver must return the original file type; this is done 

depending on the table and pointer. Figure 2 represent HAR (Hide, AES and RSA) application 

which developed using Java V6 to implement the proposed method: 

 
 

Figure 2 HAR Application 
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IV. RESULTS  

AES is strong algorithm and adopted by US government as standard algorithm, also it isn’t 

attacked yet. Although, the attacker may put malware in sender’s computer in order to monitor 

algorithm behaviors. The malware may record information to obtain AES key and crack the 

algorithm. Also RSA algorithm may attack using brute force technique. So the information 

should be secure in sender’s computer. The proposed method uses changing association of file to 

change file type and hiding the original information. 

The proposed method depends on famous algorithms, this leads to the using of API 

programming feature. This will make building an application fast and easy. The proposed 

method introduces three levels of security which are symmetric cryptography (AES), asymmetric 

cryptography (RSA) and hiding data technique (changing file association). So the proposed 

method is more secure. Table 1 represents most features provided by proposed method which are 

guaranteed after experimentation.   
 
                        Table 1: Features are supported by proposed method   
 

 

 

V. CONCLUSION  

The conclusions which can be obtained from the proposed method are listed below: 

1. Cryptographic processes using combined algorithms require a lot of mathematic 

operations, which lead to make CPU busy at most time. 

2. Changing association of file make it represented as different type, so the operating 

system can’t read it. This feature can be used for hiding sensitive information. 

3. The operating system like Windows supports changing association of file originally, 

therefore there is no need for more effort to build it from scratch. 

4. Using association changing technique to hide information save the time and resources 

such as memory. Because it doesn’t require more bits, it depends on representing  the 

Features Whether supported by proposed method or not 

Authentication Yes 

Integrity Yes 

Encryption Yes 

Enhancing some vulnerability of AES 

and RSA 

 

Yes 

Speedy of building an application 
 

Yes 
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file data in different form to make the file seems as different file type to operating 

system. 

5. The proposed method depends on pointer to represent a new and old file type that 

makes it doesn’t waste a lot of bytes via packet.      
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