
International Journal of Computer Application (2250-1797)  

Volume 6– No.4, July- August 2016 

 

5 
 

AN OVERVIEW ON CLOUD DEPLOYMENT MODELS & 

SECURITY ISSUES IN CLOUD 

 

SHRINIVAS ADHYAPAK 

DEPARTMENT OF MCA, BLDEA’S COLLEGE OF ENGINEERING & 

TECHNOLOGY, ASHRAM ROAD, VIJAYAPUR, 

 

ABSTRACT 

The Cloud in cloud computing is the set of hardware, software, networks, storage which provides the services 

to end-users. The software and other resources can be shared on demand basis. It allows the people to do things 

they wanted to do without the need for them to buy and set up IT infrastructure. The services provided by cloud 

may be available globally, and at low in cost and on-demand basis. Cloud also provides different deployment 

models and also offers different services to those models. Cloud also offers some security measures for various 

deployment models. Cloud computing and storage solutions provide end users and organizations with different 

functionalities to store and process their data in third-party data centers. The cloud can be used in a variety of 

different service models like (SaaS, PaaS and IaaS) and deployment models like (Private, Public, Hybrid and 

Community) by the organizations. There are number of security concerns associated with cloud computing. 
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INTRODUCTION 

A cloud computing is a type of computing in which different business processes and application data & 

different resources can be provided as a service to users. 

A cloud can be deployed in 3 different ways: 

1) Public cloud: The different services are available to clients through third-party service provider Via 

Internet. It provides cost-effective solutions to deploy manage and secure the infrastructure. The companies can 

use it on demand basis and also pay as per use option, just like utility consumption. The third party service 

providers are also also called as hosts. The term “public” doesn’t mean that its for free. Public cloud vendors 

provide data access manage mechanism for their users. It has shared cloud computing infrastructure that anyone 

can access. 

 

              Applications of Public clouds: 

 Useful in data intensive workloads 

 Software-as –a –Service applications 

 Online backup/restore solutions. 

 It doesn’t require upfront capital investment in setting up the infrastructure. 
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2) Private Clouds: 

     Private clouds are deployed inside the company’s firewall i.e. they run by their own servers and is deployed 

within the campus itself. It also provides service-based access and also improved security because user access 

and network usage is restricted and designated. A private cloud is a computing infrastructure owned by a single 

party. 

 

3) Hybrid clouds: 

   A combination of both public and private clouds. It provides a combined cloud services offered by both 

public and private clouds to perform specific functions within the same organization. This model allows Pay-as-

you-go pricing. All resources were in a privately owned center for data.  

  

4) Community Clouds:   

A community cloud is managed and used by a group of organizations that have shared interests. The members 

those belongs to the specific community have access to the data. 

 

 SECURITY ISSUES IN CLOUD 

 The security issues in the cloud are classified into two different categories 

1) Security issues related to cloud service providers. 

2) Security issues related to customers where the companies or organizations hosts applications or stores  

          the data on the cloud and that information can be shared. 

 

The responsibility of the provider is to ensure that their infrastructure is secured and their clients data is 

protected with different authentication measures. When the organization opted to host their applications on the 

public cloud the sensitive data is at the risk. In order to save resources and for the cost cut cloud service 

providers often store many customer's data on the same server. As a result, there is a chance that one of the 

user's private data can be viewed by others. To handle such sensitive situations, cloud service providers should 

ensure proper data protection and logical storage. 
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Privacy: Providers must ensure that all confidential informations are encrypted and that only authorized users 

have access to data in its entirety. The digital identities and credentials of customers must be protected by the 

provider. 

 

Data Integrity: The owner of data always expects that his/her data to be secured and stored in a systematic 

manner, in the sense original data should not be tampered or fabricated. If the data is corrupted the owner must 

be able to detect the loss of data & must be able retrieve the lost data. 

 

 

Data accessibility: The cloud service provider must provide the permission to only data owner for giving the 

accessibility to different users in the cloud. All the privileges related to data must be given to only data owner. 

The access authorization must be kept with owner in the untrusted cloud environments. 

 

 

CONCLUSION 

The security of data is the main factor for any cloud deployment. The organization need to ensure that the data 

is adequately protected by different effective encryption techniques so that the data can be kept confidentially. 

Adopting effective data control mechanism helps to keep data safe and secure from outsiders. It is better to 

choose deployment model according to the needs and functionalities of organization. 
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