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ABSTRACT 
This paper proposes a novel pixel wise fragile watermarking 
scheme in spatial domain by which one can effectively locate 

the  tamper    in  every  pixel  of  the  images  accurately  and 

scheme is also protected by user defined secret key which is 
given explicitly. Proposed watermarking algorithms has good 

PSNR value and have less complexity of algorithms. Proposed 

algorithms can also work on color images efficiently. Tamper 
detection rate of proposed approach is good and also able to 

achieve  100%  effectiveness  in  some  cases,  which  is  good 
enough. Experimental results show the efficiency of proposed 

approach for various types of temporization attacks. 
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1.  INTRODUCTION 
 

Watermarking is the exercise of undetectably altering a work 

to embed a message about that work. This technique contains 

two high level elements embedder and detector as shown in 

Fig 1. The embedder takes two inputs. One is the payload we 

want to embed (e.g. either the watermark or secret message), 

other is the cover work in which we want to embed the 

payload. The output of embedder is called watermarked work 

and presented as an input to the detector. 

 

 
 

Figure 1: A generic watermarking system 

 
Watermarks are broadly classified into three categories viz. 

fragile, semi fragile and robust watermark. 
Fragile watermark: A watermark that becomes undetectable 

after  even  minor  modification  of  the  work  in  which  it  is 

embedded. 

Robust watermark:  A watermark designed to survive on 

legitimate and everyday usage of content. 

Semi fragile watermarking: A watermark that is unaffected 

by   legitimate   distortion   but   destroyed   by   illegitimate 

distortion. 

For ensuring the legitimacy and data integrity the notion of 
fragile watermarking [1, 6, 8, 11] came into picture. A fragile 

watermark is a mark that is destroyed when the host image is 

modified by any attack [2] .The sensitivity of fragile 

watermark to alteration leads to their use in image 
authentication. In proposed approach we are just focusing on 

fragile watermarking 

 
The  fragile  watermarking  scheme  [7]  was  proposed  by  P. 

wong et.al. This approach is based on secret key and public 

key cryptography. Here an image is used as watermark instead 

of self-embedding technique. 

Another fragile  watermarking approach  [5]  is proposed by 

Hongjie is a standard technique to detect alteration. The 
embedded watermark is generated using the discrete wavelet 

transform (DWT), and then the improved security watermark 

by   scrambling   encryption   is   embedded   into   the   least 

significant bit (LSB) of the host image. 

 
Fragile watermarking approach having restoration capacity 

[12]. Here cover work is converted in to wavelet domain by 

DWT and higher bits of watermark is embedded in to lower 

sub band of wavelet and the lower order bits are embedded 

into another wavelet sub-band. The steno image is acquired by 

an inverse transform from the wavelet domain into the spatial 

domain. To validate a test image which could have undergone 

changes, a DWT is performed and the watermark is extracted 

from the wavelet sub-bands. 

 
The watermark is then compared with a down-scale version of 

the test image. If the similarity between them exceeds a 

threshold value, then the test image is classified as authentic. 

Otherwise, tampered regions will be highlighted and content 

recovery is carried out using the watermark information 

extracted. 

Fragile watermarking can be further classified into two major 

classes, block-wise fragile watermarking [2, 4, 5, 6, 8] and 
pixel-wise fragile watermarking [7, 9, 10, 11, 12, 13]. The 

main concept behind the block-wise fragile watermarking is 

that the host image is  divided  into  small blocks and  each 

block has watermark information. This watermark may be any 

function based on principal content of host image. If image is 

altered  intentionally or unintentionally, the tampered  block 

and watermark contained in that block will mismatch. The 

fragile watermark scheme can identify these tampered blocks. 

In   case   of   pixel   wise   fragile   watermark,   watermark 

information  is  generated  for  each  pixel  so  that  they  can 

identify the tamper in pixel level. Watermark may be either 

self-embedding or any other additional image. 
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2.  PROPOSED MODEL 
 

Proposed watermarking algorithm is based on LSB 

replacement and self-embedding technique. Pixel wise 

authentication is done in proposed approach.  Consider a host 

image  I  having  dimension  r  x  c  then  resize  it  to  size  of 

256x256 and then assign 2 LSBs to zero. After that apply 

given  formulas  to  generate  two  authentication  bits.  Block 
diagrams for embedding and extracting watermarks are shown 

by Fig 2 and Fig 3 simultaneously. 

 
2.1 WATERMARKING EMBEDDING PROCESS 

 
1. Take a greyscale Image I of size r x c, such that r, 

c>=0 as input 

2. Resize Greyscale Image I, such that 1≥r, c≤256. 

3. Generate Secret  matrix Sm, by using a  randomly 

selected Secret Key K. 

4. In an Image I, do 

i) For every Pixel p of an image, 

a) Convert pixel p in 8-bit binary format from decimal 

format. 

b) Set first 2 LSB of pixel p to zero. 
 

 

 
 

Figure 2: Watermark embedding procedure of 

proposed approach 

 
Now generate 2 bits by only six MSBs of each pixel by 

following way: 

 
For 1st bit generation- 

 
Step 1- Take bit wise XOR of six bits of each pixel and 

calculate the modulo two of the sum of them. Resultant 

bit is denoted by A1. 
 

                       (1) 

 
Step 2- Generate a random matrix Rm of size r x c 

whose values ranges from 0 to 63. Do bit wise XOR 

between corresponding pixels of Rm and Im. Resultant 

bit is denoted by A2. 

 
Step 3- Now take bit wise XOR operation between A1 

and      A2          to      get      1st          authentication      bit. 

 
 
For 2nd bit generation- 
 
Step 4- Take the XOR of the 6 MSBs of corresponding 

row and column values of pixel. 

P=   (bi     ((R)                 bi(C))   for   i   =   1to   6 

 
 
Where R and C are the corresponding row and column 

value of processing pixel. And P is 6 bit vector. Now 

calculate the 2nd bit by following way. 

 

(5) 

Step 5- Embed all generated two bits in to first  two 

LSBs  of  its  corresponding  pixel.  Now  the  resultant 

image will be called watermarked image. 

 
2.2 WATERMARKING EXTRACTING PROCESS 

 
1. Input Tampered Watermarked Image T of size r*c, 

such that r=255 and c=255. 

 
2. Input a Secret Key K, which is previously used in 

insertion process 

 
3.  Generate Secret matrix Sm, by Applying Pseudo- 

random function on randomly selected Secret Key K. 

 
4. Generate 255*255 Tampered Pixel Localization 

Image Ti for locating tampered pixels, Such that every 

pixel p has value equal to zero. 

 
5. In Tampered Watermarked Image T, do 

 
6. for every Pixel p of an image, 

 
a) Represent pixel p in 8-bit binary format from 

decimal format. 

b)   Store 2 LSB of pixel p in a vector, named as 

LSB_ORG. 

c)    Now, Set 2 LSB of pixel p to zero. 

 
7. Generate two bits by using eq. 1, 2 3.4 and 5 these 

are  called  recalculated bits.  Now compare it  by  the 

corresponding two LSBs of vector LSB_ORG. 

 
8.   If   any   mismatch   is   found   then   mark   the 

corresponding pixel of TPL by white pixels. 
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Figure 3:  Watermark extraction procedure of proposed approach 

 
 

 

3.  EXPERIMENTAL RESULT AND 

ANALYSIS 

 
Experimental have been performed for different types of 

temporization like addition of some object or text, deletion of 

some object or text etc. Different greyscale images are used to 

show how watermarks are embedded and extracted. Here, 

experimental results show that this scheme is able to achieve 

PSNR value up to 50 db and tamper localization efficiency up 

to 100%. Fig.4 (a) and (b) shows original and the results after 

applying watermarking embedding procedure. Fig.4 (c) and 

(d) shows the results after applying watermarking extracting 

procedure and tamper localization. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Tamper localization result for Lena image. 

 
In Fig.5, temporization is done by adding a small rose flower 

on the hat of Lena by tampering 850 pixels. Then, by applying 

watermarking extracting procedure, 769 pixels are detected. 
Thus, this gives efficiency equal to 91.1% and PSNR value 

equal to 44.09 dB.  Similarly Fig. 5 also shows the alteration 

in number plate, which is effectively detected. 

 
 
Figure 5: Tamper localization result for number plate 

image. 

 
Various  observations  can  be  perceived  by  table  1 

which   shows   the   effectiveness   of   the   proposed 

approach. 
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Host 
Image 

PSN 
R 

Valu 

es 

Altered 
Pixel 

Detecte 
d Pixel 

% of 
Accur 

acy 

Detecti 
on Time 

(Sec) 

Baboon 41.1 
4 dB 

1515 1421 93.79 147.3 

Lena 40.9 
8dB 

1739 1656 95.22 140.5 

Camera 41.1 
1dB 

818 766 93.64 150.3 

Number 
plate 

40.7 
9 

818 841 97.7 148.8 

 

 
show the effectiveness of the proposed approach. Thus, these 
watermarking algorithms give significant responses in finding 

various types of temporization attacks. 

 
 
 
 
 
 
 
 

 
Table 1: Observations for various images 

 
. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6: Plot between altered and detected pixels. Fig 6 

shows the effectiveness of the proposed approach. 

Diagonal straight line indicates the good tamper 

localization efficiency. 

 

CONCLUSION 
 

This paper proposes a novel watermarking embedding and 

extraction algorithm which works in spatial domain. One can 

easily identify alterations in every pixel of the images 

accurately and also algorithm is protected by secret key. 

Proposed watermarking algorithms are able to increase PSNR 

value and also have low complexity of algorithms because 

only  two  bits  are  generated  for  authentication  of  six  bits. 

These algorithms also work on color images efficiently, but 

show alteration results in all three RGB planes. Experiments 
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