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ABSTRACT 

The distortion of fingerprints is one of the major causes for 

false non-match. These type of problem affects all fingerprint 

recognition applications. It is especially dangerous in negative 

recognition applications. Poor quality images result in 

specious and missing features. In such applications, malicious 

users may purposely reduce their fingerprint quality to prevent 

their true identity to be revealed. In this paper, we proposed 

novel algorithms to detect and rectify skin distortion based on 

a fingerprint image. Here the input is a distorted fingerprint 

and the output is the distortion field. In this paper, a database 

called reference database of various distorted reference 

fingerprints and corresponding distortion fields is built in the 

offline stage, and then in the online stage, the nearest 

neighbour of the input fingerprint is found in the reference 

database and the corresponding distortion field is used to 

transform the input fingerprint into a normal one. We have 

proposed a system to that will automatically detect the altered 

fingerprints and produce the match count. For analysis and 

detection of altered fingerprints we are using minutiae 

algorithm to detect fake users and altered fingerprints. 
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1.   INTRODUCTION 

The automatic fingerprint recognition technologies have 

rapidly advanced during the last few years, there still exists 

several challenging research problems, such as recognizing 

low quality fingerprints. Finger print matcher is very sensitive 

to image quality as observed in the FVC2006 database[4]. The 

difference between the accuracies of plain, rolled and latent 

fingerprint matching is even larger[1][2]. The consequence of 

low quality fingerprints depends on the type of the fingerprint 

recognition system or machine used. A fingerprint recognition 

system can be classified into two categories; which may be 

either a positive or negative system[1][2]. In a positive 

recognition system, such as physical access control systems, 

the user is to be cooperative and fingerprint into a normal 

fingerprint is similiar to transforming a face with expression 

into a neutral face, which can improve face recognition 

performance. Distortion rectification or distortion field 

estimation is viewed as a regression problem, where the input 

is a distorted fingerprint and the output is the distortion 

field[1][2]. In this paper, a database of various distorted 

reference fingerprints and corresponding distortion fields is 

built in the offline stage. In the online stage, the nearest 

neighbour of the input fingerprint is found in the database of 

distorted reference fingerprints and the corresponding 

distortion field is used to rectify the input fingerprint[3]. An 

important property of the proposed system is that it does not 

require any changes to existing fingerprint sensors and also 

the fingerprint acquisition procedures. Such property is 

important for the existing fingerprint recognition systems. The 

proposed system has been evaluated on three databases, 

FVC2004 DB1, in which images are markedly affected by 

distortion are stored, Tsinghua distorted fingerprint database 

which contains 320 distorted fingerprint video files, and also 

NIST SD27 latent fingerprint database[7][4][8]. Experimental 

results demonstrate that the proposed algorithms can have the 

power to improve the matching accuracy of distorted 

fingerprints.  

2.   EXISTING SYSTEM 

2.1  Detecting Fingerprint Distortion From 

A Single Image 

Elastic distortion of friction ridge skin is one of the major 

challenges in fingerprint matching system[2]. Since existing 

fingerprint matching systems cannot match distorted 

fingerprints, criminals may purposely distort their fingerprints 

to prevent finding their true identity. Existing distortion 

detection techniques requires availability of specialized 

hardware or any other fingerprint video. Here a study on 

fingerprint distortion and develop an algorithm to detect 

fingerprint distortion from a single image. And which is 

captured using traditional fingerprint sensing techniques is 

conducted. The detection is based on analyzing ridge period 

and orientation informations. Promising results are obtained 

on these fingerprint database containing distorted fingerprints. 

The proposed approach falls into the category of distortion 

detection of fingerprints. However, different from existing 

distortion detection approaches, our approach can detect 

distortion based on a single fingerprint image which is 

obtained using also the traditional fingerprint sensing 

techniques. An important merit of the proposed approach is 

that it can be easily incorporated into existing automatic 

fingerprint recognition systems, since it can have the 

following properties; (i) it does not require designing new 

fingerprint sensors; (ii) it can detect distorted fingerprints in 

existing fingerprint databases; and (iii) it does not require any 

change of fingerprint matchers.  
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2.2  Localized Dictionaries Based 

Orientation Field  Estimation For Latent 

Fingerprints 

Dictionary based orientation field estimation approach has 

shown promising performance for the latent fingerprints. In 

this paper, we can realize that ridge orientations at different 

locations of fingerprints have different characteristics, we 

propose a localized dictionaries-based orientation field 

estimation algorithm, in which noisy orientation patch at a 

location output by a local estimation approach is replaced by 

real orientation patch in the local dictionary at the same 

location. The precondition of applying localized dictionaries 

is that the pose of the latent fingerprint needs to be estimated 

here. We propose a Hough transform-based fingerprint pose 

estimation algorithm, in which the predictions about 

fingerprint pose made by all orientation patches in the latent 

fingerprint. Experimental results on challenging latent 

fingerprint datasets show the proposed method performs very 

well. 

Latent fingerprints refers to the impressions of fingers left on 

objects or surfaces. Such type of impressions are usually not 

directly visible unless some physical or chemical techniques 

are used to enhance them. Latent fingerprints are very 

important evidence to identify criminals and terrorists[1]. 

Because of the very low image quality of fingerprints, features 

such as minutiae in latents are routinely marked by trained 

latent examiners so that they can be matched by automated 

fingerprint identification systems (AFIS)[4]. In last few years, 

the need for “lights out” latent identification is rapidly 

increasing because of the increasing number of latent 

matching transactions. To fulfill “lights out” latent 

identification, robust latent enhancement techniques cannot be 

destroyed. A very popular and also succesful fingerprint 

enhancement method is based on contextual filtering. If we 

give some correct local ridge orientations and frequencies, 

contextual filtering can successfully connect broken ridges 

and also can separate joined ridges. 

2.3 Orientation Field Estimation For Latent 

Fingerprint Enhancement 

Identifying latent fingerprints is of vital importance for law 

enforcement agencies to apprehend criminals or terrorists. 

Compared to live-scan and also inked fingerprints, the image 

quality of latent fingerprints is much lower, with complex 

image background, unclear ridge structure, and even 

overlapping patterns. A robust orientation field estimation 

algorithm is indispensable for enhancing and recognizing poor 

quality latent fingerprints. The conventional orientation field 

estimation algorithms, which can process most live-scan and 

inked fingerprints, which do not provide acceptable results for 

most latents. To believe that a major limitation of 

conventional algorithms is that they do not utilize prior 

knowledge of the ridge structure in various fingerprints. 

Inspired by spelling correction techniques in natural language 

processing, we propose a novel fingerprint orientation field 

estimation algorithm based on prior knowledge of fingerprint. 

To represent prior knowledge of fingerprints using a 

dictionary of reference orientation patches which is 

constructed using a set of true orientation fields of 

fingerprints, and also the compatibility constraint between 

neighboring orientation patches[11].  

2.4 A Comparitive Study Of Fingerprint 

Image-Quality Estimation Methods 

One of the open issues in fingerprint verification is the lack of 

robustness against image-quality degradation  of fingerprints. 

Poor-quality images results in spurious and missing features, 

thus degrading the performance of the overall fingerprint 

system. Therefore, it is important for a fingerprint recognition 

system to estimate the quality and also the validity of the 

captured fingerprint images. In this work, we review existing 

approaches for fingerprint image-quality estimation, including 

the rational behind the published measures and visual 

examples showing their behaviour under different quality 

conditions. It also tested a selection of fingerprint image–

quality estimation algorithms. For these experiments, employ 

the BioSec multimodal baseline corpus, which includes 19200 

fingerprint images from 200 individuals acquired in two 

sessions with three different sensors[4]. The behaviour of the 

selected quality measures is compared, showing high 

correlation between these most cases. The effect of low-

quality samples in the verification  performance is also studied 

for a widely available minutiae-based fingerprint matching 

systems[12]. 

3.   PROPOSED SYSTEM 

In this paper, we have tried to proposed a very robust method 

for detection and rectification of distorted fingerprints. 

Distortion detection is seen as a two class classification 

problem, where the registered ridge orientation map and the 

period map of a particular fingerprint are utilized as the 

feature vector and an SVM classifier is used to mainly 

perform the classification task[9]. Distortion correction is a 

regression problem, the input is always a distorted fingerprint 

and the output is the distortion field[1][2][6]. A database of 

several distorted reference fingerprints and accompanying 

distortion fields is made in the offline stage, and then in online 

stage, the closest neighbour of all the input fingerprint is 

found in the database of distorted reference fingerprints and 

their corresponding distortion field is used to rectify the input 

fingerprint.   

3.1 Fingerprint identification 

Fingerprints are made of a series of ridges and furrows on  

surface of the finger and it have a core around it which 

patterns like swirls, loops, or arches are curved to ensure that 

each print is unique[5] . An arch is a pattern where the ridges 

enter from one side of the finger, rise in the center forming an 

arc, and  exit the other side of the finger. The loop is a pattern 

where the ridges enter from one of the side of a finger, form a 

curve, and tend to exit from the same side . In the whorl, 

ridges form circularly around the central point on the finger.  

The ridges and furrows are characterized by irregularities 

known as minutiae, the distinctive feature upon which finger 

scanning technologies are based. Minutiae points are local 

ridge characteristics that occur at either a ridge bifurcation or 

a ridge ending. The ridge ending is the point at which a ridge 

terminates. Bifurcations are points at which a single ridge 

splits into two ridges[8]. Minutiae and patterns are very 

important in the analysis of fingerprints since no two fingers 

have been shown to be identical[9]. A sensor take a 

mathematical snapshot of the user unique pattern, which is 

saved as a fingerprint database. The main fingerprint 

enhancement algorithm that uses Gabor filters and band-pass 

filters to remove the noise and preserve true ridge/valley 

structures is included in the minutiae extraction module to 

ensure that the performance of  system is not affected by 

variations quality of fingerprint images. 

3.2 Feature extraction of fingerprint 
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The most Feature extraction algorithms function on the 

following four steps   

 Determine the reference point for the fingerprint image. 

 Tessellate the region around the reference point,already 

determined. 

 Filter the region of interest in different directions. 

 Define the feature vector. 

3.3 Fingerprint matching 

 Fingerprint matching refers to finding the similarity between 

two given fingerprint images. Due to noise and distortion 

introduced during fingerprint capture and the inexact nature of 

feature extraction, the fingerprint representation often has 

missing, spurious, or noisy features. Therefore, the matching 

algorithm should be immune to these errors. The matching 

algorithm outputs a similarity value that indicates its 

confidence in the decision that the two images come from the 

same finger. One of the main difficulties in the minutiae-

based approach is that it is very difficult to reliably extract 

minutiae in a poor quality fingerprint image. The simplest 

correlation-based technique is to align the two fingerprint 

images and subtract the input image from the template image 

to see if the ridges correspond. 

3.4 Detection of altered fingerprints 

Normalization: The input fingerprint image is normalized by 

using a small rectangular region from the centre of the 

fingerprint. This extracted features are invariant to translation 

and rotation [1]. 

 Orientation field estimation: The fingerprint orientation field 

is to be calculated by using the gradient based method [5]. 

The initial field should be obtained by the smoothed average 

filter, followed by this averaging the orientations in the form 

of  pixel blocks. A foreground mask is created for the filling 

of the local blocks and for morphological process is 

performed[10].  

Orientation field approximation.: The orientation field is 

approximated by a polynomial model [12]. 

Feature extraction: The error map is computed using the 

absolute difference and is used to construct the feature vector. 

3.5  Analysis of Minutiae Distribution 

The ridge characteristic in the image is indicated by minutiae 

technique[8].In most of the finger print approaches minutia is 

used the matching process. In addition the orientation field 

abnormalities of altered finger prints have differences in the 

minutia too.  

 

4. CONCLUSION 

The problem of fingerprint alteration is very different from 

that of fingerprint spoofing, where an individual uses a fake 

fingerprint in order to adopt the identity of another individual. 

While the problem of spoofing has received substantial 

attention in the literature, the problem of obfuscation has not 

been addressed in the biometric literature, in spite of 

numerous documented cases of fingerprint alteration for the 

purpose of evading identification. While obfuscation may be 

encountered with other biometric modalities (such as face and 

iris), this problem is especially significant in the case of 

fingerprints due to the widespread deployment of AFIS in 

both government and civilian applications and the ease with 

which fingerprints can be obfuscated.  

A major limitation of the current approach is efficiency. Both 

detection and rectification steps can be significantly speeded 

up if a robust and accurate fingerprint registration algorithm 

can be developed. Another limitation is that the current 

approach does not support rolled fingerprints. It is difficult to 

collect many rolled fingerprints with various distortion types 

and meanwhile obtain accurate distortion fields for learning 

statistical distortion model. It is our ongoing work to address 

the above limitations. 
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