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ABSTRACT  

 

Now a day’s security plays a very important role in each and every aspect of human life. 

As security plays a very important role in all aspects of life, a lot of illegal users try to access the 

information of others illegally. To avoid this there was various new techniques proposed in order 

to store the data safely on remote machines.Eventhough there was no mechanism which clearly 

provides complete security over the local and remote system storage. So the design of a secure 

authentication protocols is quite challenging problem in the recent days. Till now almost each 

and every user try to provide security only user username and password, it doesn’t achieve high 

security because of guessing or dictionary attacks. In this paper we have implemented a novel 

security system by involving the visual authentication protocols for storing the data safely inside 

the system. For this we have taken image as primary security for storing and accessing the data. 

Also we have implemented a new pattern mechanism which was implemented for the first time 

in order to provide more security for the sensitive data. By conducting various experiments on 

the proposed mechanism we finally came to a conclusion that this technique was implemented 

for the first time in order to give high level of security for the sensitive data. 

 

Key Words: Visual Authentication Protocols, Guessing Attacks, Dictionary Attacks. 

  

 

 

I. INTRODUCTION 
 

In current days there were a lot of security primitives that are available in literature to 

provide highest level of security for the sensitive data which is stored on various local or remote 

servers, but they failed in achieving highest level of security in various applications. In the 

current days the main fundamental task of a security admin is to create cryptographic primitives 
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based on hard mathematical problems that are computationally intractable. One of the challenges 

that occur in the current days is the design of secure authentication protocols as we know that 

there is a lot of root kits reside in PCs (Personal Computers) to observe user’s behavior and to 

make PCs untrusted devices. Also involving human  beings in authentication protocols as a 

promising approach, but it is not easy because of their limited capability of computation and 

memorization. Therefore rely on  users to enhance security of the application mainly degrades 

the  usability. In this paper, we mainly demonstrate how careful visualization design can enhance 

not only the security but also the usability of authentication protocol. To that end, we propose 

two main visual authentication protocols:  

 

One is a one-time-password protocol, and  

The other is a password-based authentication protocol.  

 

By making a deep analysis, we verify that our protocols are immune to many of the 

challenging authentication attacks applicable in the literature. Furthermore, using an extensive 

case study on a prototype of our protocols, we highlight the potential of our approach for real-

world deployment: we were able to achieve a high level of usability while satisfying stringent 

security requirements. 
 

 

Figure 1.Represents the Detailed Working of One Time Password Protocol 

 

From the figure 1, we can get a clear idea that user while he need to get login into in this 

site, he need to substitute the code which is displayed either in mobile device. If the code is 

correctly substituted in the box given below then the page will be directed to the successful 

login, if not page will be directed to the error page. 
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Figure 2.Represents the sample of Password Based Authentication Protocol 

 

From the figure 2, we can clearly get an idea that password based authentication protocol 

gives almost more security for the user at the time of login. As this password scheme is available 

in all websites both in commercial or open source, the user need to register first with all his 

credentials including the user name and password and he need to enter all the things in his login 

time. Sometimes the user may forget his password what he gave at the time of registration, then 

it is a big problem to identify that password manually, so there will be a facility to retrieve the 

password what the user forgets by clicking on forget password option. 

 

II. RELATED WORK 

 

In this section we will find the background /related work that was analyzed and studied in 

order to implement this current paper. This section will describe the work that is related to 

various types of works that was carried out for giving security for the application. 

 

Main Motivation  

 
      Generally the threats against electronic and financial services can be classified into two major 

classes: credential stealing and channel breaking attacks [20]. Credentials such as users’ 

identifiers, passwords, and keys can be stolen by an attacker when they are poorly managed. For 

example, a poorly managed personal computer (PC) infected with a malicious software 

(malware) is an easy target for credential attackers [51], [46]. On the other hand, channel 

breaking attacks—which allow for eavesdropping on communication between users and a 

financial institution—are another form of exploitation [22]. While classical channel breaking 

attacks can be prevented by the proper usage of a security channel such as IPSec [13] and SSL 

(secure sockets layer) [43], recent channel breaking attacks are more challenging. Indeed, 

“keylogging” attacks— or those that utilize session hijacking, phishing and pharming, and visual 

fraudulence— cannot be addressed by simply enabling encryption. 
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AI-Hard or AI-Complete Problem 

 
In this section we can mainly discuss  about the AI-Hard or AI-Complete problems that 

was available in the field of Artificial Intelligence. AI-complete problems are hypothesised to 

include computer vision, natural language understanding, and dealing with unexpected 

circumstances while solving any real world problem[2].Currently, AI-hard problems cannot be 

solved with modern computer technology alone, but would also require human computation. 

This property can be useful, for instance to test for the presence of humans as with CAPTCHAs, 

and for computer security to circumvent brute-force attacks [3], [4]. 

AI-Hard Problems 

The following are the AI-Hard and AI-Complete problems that are hypothesized. They are as 

follows: 

1.  Computer vision also some of sub problems like object recognition. 

2. Problem like Natural language understanding  

3. Some of the problems like text mining, machine translation, and word sense 

disambiguation. 

4. Another Problem like dealing with unexpected circumstances while solving any real 

world problem, whether it's navigation or planning or even the kind of reasoning done 

by expert systems. 

 

A  Mechanism to Translate the Text to Machine Understandable 
 

To translate accurately, a machine must be able to understand the text first. It must be 

able to follow the author's argument, so it must have some ability to reason. It must have 

extensive world knowledge so that it knows what is being discussed — it must at least be 

familiar with all the same commonsense facts that the average human translator knows. Some of 

this knowledge is in the form of facts that can be explicitly represented, but some knowledge is 

unconscious and closely tied to the human body: for example, the machine may need to 

understand how an ocean makes one feel to accurately translate a specific metaphor in the text. It 

must also model the authors' goals, intentions, and emotional states to accurately reproduce them 

in a new language. In short, the machine is required to have wide variety of human intellectual 

skills, including reason, commonsense knowledge and the intuitions that underlie motion and 

manipulation, perception, and social intelligence. Machine translation, therefore, is believed to 

be AI-complete: it may require strong AI to be done as well as humans can do it [5]. 
 

https://en.wikipedia.org/wiki/Computer_vision
https://en.wikipedia.org/wiki/Natural_language_understanding
https://en.wikipedia.org/wiki/Human_computation
https://en.wikipedia.org/wiki/CAPTCHA
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Brute-force_attack
https://en.wikipedia.org/wiki/Computer_vision
https://en.wikipedia.org/wiki/Object_recognition
https://en.wikipedia.org/wiki/Natural_language_understanding
https://en.wikipedia.org/wiki/Text_mining
https://en.wikipedia.org/wiki/Machine_translation
https://en.wikipedia.org/wiki/Word_sense_disambiguation
https://en.wikipedia.org/wiki/Word_sense_disambiguation
https://en.wikipedia.org/wiki/Robotic_mapping
https://en.wikipedia.org/wiki/Automated_planning_and_scheduling
https://en.wikipedia.org/wiki/Reasoning
https://en.wikipedia.org/wiki/Expert_system
https://en.wikipedia.org/wiki/Artificial_intelligence#Deduction.2C_reasoning.2C_problem_solving
https://en.wikipedia.org/wiki/Commonsense_knowledge
https://en.wikipedia.org/wiki/Artificial_intelligence#Deduction.2C_reasoning.2C_problem_solving
https://en.wikipedia.org/wiki/Commonsense_knowledge
https://en.wikipedia.org/wiki/Robotics
https://en.wikipedia.org/wiki/Robotics
https://en.wikipedia.org/wiki/Machine_perception
https://en.wikipedia.org/wiki/Artificial_intelligence#Social_intelligence
https://en.wikipedia.org/wiki/Machine_translation
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Figure 3. Represents a mechanism to translate the Text to Machine Understandable 

III. USAGE  OF GRAPHICAL PASSWORDS 
 

In this section, we mainly describe the family of graphical passwords that was used in 

various applications in order to provide security for the valuable or sensitive data. 

 

A large number of graphical password schemes have been proposed. They can be 

classified into three categories according to the task involved in memorizing and entering 

passwords: 

 

1) Recognition Based Scheme,  

2) Recall  Based Scheme ,     &  

3) Cued Recall Based Scheme. 

 

A recognition-based scheme requires identifying among decoys the visual objects 

belonging to a password portfolio.A typical scheme is Passfaces [6] wherein a user selects a 

portfolio of faces from a database in creating a password. During authentication, a panel of 

candidate faces is presented for the user to select the face belonging to her portfolio. This process 

is repeated several rounds, each round with a different panel. A successful login requires correct 

selection in each round. The set of images in a panel remains the same between logins, but their 

locations are permuted. Story [7] is similar to Passfaces but the images in the portfolio are 

ordered, and a user must identify her portfolio images in the correct order. Deja Vu [8] is also 

similar but uses a large set of computer generated “random-art” images. Cognitive 

Authentication [9] requires a user to generate a path through a panel of images as follows: 

starting from the top-left image, moving down if the image is in her portfolio, or right otherwise. 

The user identifies among decoys the row or column label that the path ends. This process is 

repeated, each time with a different panel. A successful login requires that the cumulative 
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probability that correct answers were not entered by chance exceeds a threshold within a given 

number of rounds.  

 

A recall-based scheme requires a user to regenerate the same interaction result without 

cueing. Draw-A-Secret (DAS) [3] was the first recall-based scheme proposed. A user draws her 

password on a 2D grid. The system encodes the sequence of grid cells along the drawing path as 

a user drawn password. Pass-Go  improves DAS’s usability by encoding the grid intersection 

points rather than the grid cells. BDAS [10] adds background images to DAS to encourage users 

to create more complex passwords. 

 

In a cued-recall scheme, an external cue is provided to help memorize and enter a 

password. Pass Points [11] is a widely studied click-based cued-recall scheme wherein a user 

clicks a sequence of points anywhere on an image in creating a password, and re-clicks the same 

sequence during authentication. Cued Click Points (CCP) is similar to Pass Points but uses one 

image per click, with the next image selected by a deterministic function. Persuasive Cued Click 

Points (PCCP) [8] extends CCP by requiring a user to select a point inside a randomly positioned 

viewport when creating a password, resulting in more randomly distributed click-points in a 

password. Among the three types, recognition is considered the easiest for human memory 

whereas pure recall is the hardest [12]. 

 

Recognition is typically the weakest in resisting guessing attacks. Many proposed 

recognition-based schemes practically have a password space in the range of 2
13

 to 2
16

 passwords 

[2]. A study [9] reported that a significant portion of passwords of DAS and Pass-Go [6] were 

successfully broken with guessing attacks using dictionaries of 2
31

 to 2
41

 entries, as compared to 

the full password space of 2
58

 entries. Images contain hotspots [5], [9], i.e., spots likely selected 

in creating passwords. Hotspots were exploited to mount successful guessing attacks on Pass 

Points: a significant portion of passwords were broken with dictionaries of 2
26

 to 2
35

 entries, as 

compared to the full space of 2
43

 passwords. 

 

IV. PROPOSED NOVEL CAPTCHA USING IMAGE CLICK POINTS 
ALGORITM (NCICP) 

 
In this section we mainly describe about the proposed NCICP algorithm which is mainly 

used for providing security for our application while storing and retrieving valuable data to and 

from the system. 

 
In NCICP, a new image is generated for every login attempt, even for the same user. 

NCICP uses an alphabet of visual objects (e.g., alphanumerical characters, similar animals) to 

generate a NCICP image, which is also a Captcha challenge. A major difference between NCICP 

images and Captcha images is that all the visual objects in the alphabet should appear in a 

NCICP image to allow a user to input any password but not necessarily in a Captcha image. 

Many Captcha schemes can be converted to NCICP schemes, as described in the next subsection. 

 

NCICP  schemes are clicked-based graphical passwords. According to the memory tasks 

in memorizing and entering a password, NCICP schemes can be classified into two categories:  
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1. Recognition and a new category,  

2. Recognition-Recall, 

 

 
Figure 4. Represents the detailed Flow of NCICP Algorithm 

Both these categories require recognizing an image and using the recognized objects as cues 

to enter a password. Recognition-recall combines the tasks of both recognition and cued-recall, 

and retains both the recognition-based advantage of being easy for human memory and the cued-

recall advantage of a large password space. Exemplary NCICP schemes of each type will be 

presented clearly in figure 4 

 
Generally from figure 4, we can able to identify that user needs to substitute the NCICP 

image which is generated dynamically for each and every user registration at the time of 

registration as well as login in order to give security at the initial level of primary user 

authentication level. Once the user gets registered by applying the authentication request by 

substituting the captcha image, he then immediately need to enter into the second level of 

security like image click points, this is explained clearly in the below paragraph. 

 

PERSUASIVE CUED CLICK POINTS   

 

In this paper we try to use the Persuasive Cued Click Points as the extended algorithm for 

giving security for the data which is stored by the user. As there was many recognition methods 

available in literature and all have been under working effectively, this is the new method which 

can take more than one click on a single image so that others fail to do so.As this Persuasive 

Cued Click Points algorithm randomly chooses many click points on a single image, it will 

capture the position information of each and every individual click and then stores in the data 

base. For the effective usage of this Persuasive Cued Click Points  ,in our application we have 

use 2-clicks on a single image where the image has a facility to accept the  clicks for only 2 times 

and it will take 4 co-ordinate values like (x1,y1) and (x2,y2). 
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Figure 5. Represents the Architectural Flow of 2 Click Algorithm on a Image 

 

Persuasive Technology was first articulated by Fogg [6] as using technology to motivate 

and influence people to behave in a desired manner. A verification system which applies 

Persuasive Technology should guide and encourage users to select stronger passwords, but not 

impose system generated passwords. To be adequate, the users must not ignore the persuasive 

elements and the resulting passwords must be memorable. As detailed below, PCCP achieves 

this by making the task of selecting a weak password more monotonous and time consuming.  

 

Flow Chart  for the Persuasive Cued Click Points 
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From  the figure 5,we can clearly get an idea that we have used  2 click algorithm for 

selecting randomly 2 clicks on a single image which will take total of 4 values like (x1,y1) and 

(x2,y2) where the single click will be formed by a combination of x and y co ordinate values. So 

a total of 4 values appeared due to 2 clicks on a single image. This is very crucial role in this 

current application where an user try to access the points by shoulder surfing attack he can’t 

break the system security because the exact positions to be marked in order to break the image 

security. By using this 2-click point algorithm we have achieved highest level of security in this 

current application as even though there was many attackers who try to get access illegally 

through various modes. 

 

V.IMPLEMENTATION MODULES 
 

Implementation is the stage of the project when the theoretical design is turned out into a 

working system. Thus it can be considered to be the most critical stage in achieving a successful 

new system and in giving the user, confidence that the new system will work and be effective. 

The implementation stage involves careful planning, investigation of the existing system and it’s 

constraints on implementation, designing of methods to achieve changeover and evaluation of 

changeover methods. The proposed consists of totally four modules: 

 

A. User Registration Module 

B. Captcha Generation and Substitution Module 

C. Upload or Download a File 

D. Capturing Image Click Points Module 

E. Overcoming the Thwart Attacks 

A.  User Registration Module 

 

 In this module the user need to acquire a valid username and password in order to upload 

or download his sensitive data in this security system. For doing this the user should register 

initially with all his primary details along with username, password. Also he should choose a 

secret key during registration which acts like a second level of authentication during login. 

 

B. Captcha Generation and Substitution Module 

 

In this module the user after getting registered he will get a captcha image to his 

registered mail id.This captcha will be generated randomly for each and every user at the time of 

registration. Once a user is assigned with a captcha image the same willn’t be assigned for any 

other user at the time of registration. This captcha image should be substituted by the user at the 

time of login into his account. If the user substitutes the captcha image correctly then only he can 

enter into his account if not he can’t enter into his account. 

 

C. Upload or Download a File: 
In this module once the user is successfully login into his account. He will have a facility 

to upload or download the files which he wishes to store securely. For this he needs to satisfy 

another security level like image click which is explained in next module. 
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D. Capturing Image Click Points Module 
 

In this module the user who wishes to store his valuable data into the system he needs to 

click on a image which is generated by system randomly. In this module he need to place 2 

clicks on that image so that the click points will generate 4 values like (x1, y1) and 

(x2,y2).Where each image has 2 click points in both x and y axis. So this module acts a major 

role in this application for giving highest level of security for the sensitive data which is 

uploaded by the user. 

 

E. Overcoming the Thwart Attacks 

 
This is the final module in which by applying all the above modules, we can avoid 

several attacks like password based attacks, guessing attacks, dictionary attacks and shoulder 

surfing attack. If the adversary who wish to break this system with any of the attack type he can’t 

able to break the system as we have given a highest limit of 3 chances so that user can have a 

chance of attempting the faults only 3 times, if he fail in doing so the account will be 

automatically blocked and the same thing is informed to the valid user through a alert mail. 

 

VI.   CONCLUSION 
 

In this paper, we have  finally proposed a new captcha scheme like NCICP, which a new 

security primitive is relying on unsolved hard AI problems. NCICP is assumed as both a Captcha 

and an image click point scheme. The notion of NCICP introduces a new family of graphical 

passwords, which adopts a new approach to counter online guessing attacks: a new NCICP 

image, which is also a Captcha challenge, is used for every login attempt to make trials of an 

online guessing attack computationally independent of each other. In this paper as an extension 

we have also implemented a new level of security by using 2 click algorithms, where this 

algorithm mainly takes two clicks as input from the image. Whenever a user who try to store the 

valuable data into the system he first try to store that data by clicking on image for two times and 

the click points are stored into the database. If the same user or different user who try to 

download the uploaded file, then they may get same or different image while download, so they 

need to enter the valid inputs during download process despite of the image what it appears at the 

time of download. So by conducting various experiments on our proposed NCICP along with our 

Image Click Algorithm we finally came to an conclusion that our approach is best suited for 

providing security for the valuable data. 
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