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Challenges 

 

 

 

 

Abstract - The emergence of sensor networks as one of the dominant technology trends 

in the coming decades has posed numerous unique challenges to researchers. These 

networks are likely to be composed of hundreds, and thousands of tiny sensor nodes, 

functioning autonomously. Due to a wide range of applications, wireless sensor 

networks (WSNs) have recently attracted a lot of interest to the researchers. However, 

due to inherent resource and computing constraints, security in sensor networks poses 

different challenges than traditional network security. The unreliable communication 

channel and unattended operation make the security defenses even harder. With that 

in mind, many researchers have begun to address the challenges of maximizing the 

processing capabilities and energy reserves of wireless sensor nodes while also securing 

them against attackers. While the set of challenges in sensor networks are diverse, we 

focus on security of Wireless Sensor Network in this paper. 
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I. INTRODUCTION 

A Wireless Sensor Network (WSN) 

consists of spatially distributed 

autonomous sensors to monitor physical or 

environmental conditions, such as 

temperature, sound, pressure, etc. to 

cooperatively pass their data through the 

network to a particular location. The 

development of wireless sensor networks 

was motivated by military applications 

such as battlefield surveillance and are 

later used in many industrial and consumer 

applications, such as industrial process 

monitoring and control, machine health 

monitoring etc [1]. A sensor network 

consists of multiple detection stations 

called sensor nodes, each of which is 

small, lightweight and portable. Every  

 

sensor node is equipped with a 

transducer, microcomputer, transceiver 

and power source. The transducer 

generates electrical signals based on 

sensed physical effects and phenomena. 

The microcomputer processes and stores 

the sensor output. The transceiver receives 

commands from a central computer and 

transmits data to that computer. The power 

for each sensor node is derived from a 

battery [12]. These sensor nodes are 

densely deployed in a predetermined 

geographical area to self-organize into ad-

hoc wireless networks to gather and 

aggregate data. They use multi-hop and 

cluster based routing algorithms based on 

dynamic network and resources algorithms 

based on dynamic network and discovery 

protocol. The ad hoc nature of sensor 

networks poses unique challenges with 

their security and reliability. Resource 

constrained sensor nodes in terms of 

limited memory; low power, limited 
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processing abilities, and low coverage are 

vulnerable to intrusion, interception, 

modification and fabrication. Because of 

these unique challenges traditional security 

techniques are not enough to meet the 

security goals of confidentiality, integrity, 

reliability and availability [2]. Unlike 

traditional networks, sensor nodes are 

deployed physically in open areas where 

there is added risk of intervention with 

people and environment. Therefore, new 

security measures are needed to address 

these unique sensor networks security 

challenges [3].  

II. LIMITATIONS IN SENSOR 

NETWORKS 

The following section lists the inherent 

limitations in sensor networks which make 

them more complicated.  

Node limitations: A typical sensor node 

processor is of 4-8 MHz, having 4KB of 

RAM, 128KB flash and ideally 916 MHz 

of radio frequency. Heterogeneous nature 

of sensor nodes is an additional limitation 

which prevents one security solution. Due 

to the deployment nature, sensor nodes 

would be deployed in environments where 

they would be highly prone to physical 

vandalism [4].  

Network limitations: Beside node 

limitations, sensor networks bring all the 

limitations of a mobile ad hoc network 

where they lack physical infrastructure, 

and they rely on insecure wireless media.  

Physical limitations: Sensor networks 

deployment nature in public and hostile 

environments in many applications makes 

them highly vulnerable to capture and 

vandalism. Physically security of sensor 

nodes with tamper proof material increases 

the node cost. 

III. WSN SECURITY 

ANALYSIS 

Simplicity in Wireless Sensor Network 

with resource constrained nodes makes 

them extremely vulnerable to variety of 

attacks. Attackers can eavesdrop on our 

radio transmissions, inject bits in the 

channel, replay previously heard packets 

and many more. Securing the Wireless 

Sensor Network needs to make the 

network support all security properties: 

confidentiality, integrity, authenticity and 

availability [6]. Attackers may deploy a 

few malicious nodes with similar hardware 

capabilities as the legitimate nodes that 

might collude to attack the system 

cooperatively. The attacker may come 

upon these malicious nodes by purchasing 

them separately, or by "turning" a few 

legitimate nodes by capturing them and 

physically overwriting their memory. 

Also, in some cases colluding nodes might 

have high-quality communications links 

available for coordinating their attack. 

Sensor nodes may not be tamper resistant 

and if an adversary compromises a node, 

,one can extract all key material, data, and 

code stored on that node. While tamper 

resistance might be a viable defense for 

physical node compromise for some 

networks, we do not see it as a general 

purpose solution. Extremely effective 

tamper resistance tends to add significant 

per-unit cost, and sensor nodes are 

intended to be very inexpensive [5].  

A. Overview of Security Constraints in 

WSN 

Security goals in sensor networks depend 

on the need to know what we are going to 

protect. We determine four security goals 

in sensor networks which are 

Confidentiality, Integrity, Authentication 

and Availability (CIAA). Confidentiality is 

the ability to conceal message from a 

passive attacker, where the message 

communicated on sensor networks remain 

confidential. Integrity refers to the ability 

to confirm the message has not been 

tampered, altered or changed while it was 

on the network. Authentication Need to 

know if the messages are from the node it 

claims to be from, determining the 

reliability of message’s origin. Availability 
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is to determine if a node has the ability to 

use the resources and the network is 

available for the messages to move on. 

A WSN is a special network which has 

many constraints compared to a traditional 

computer network. Therefore, to develop 

useful security mechanisms while 

borrowing the ideas from the current 

security techniques, it is necessary to know 

and understand these constraints first 

Memory and power limitations: A sensor 

is a tiny device with only a small amount 

of memory and storage space for the code. 

It is necessary to limit the code size of the 

security algorithm to build an effective 

security mechanism,. Energy is the biggest 

constraint to wireless sensor capabilities. 

We assume that once sensor nodes are 

deployed in a sensor network, they cannot 

be easily replaced or recharged because of 

high operating cost. Unreliable 

Communication: It is one of the major 

threats to sensor security [7]. The security 

of the network relies heavily on a defined 

protocol, which in turn depends on 

communication. The major parameters are 

unreliable transfer, latency and conflicts. 

Security Requirements: The security 

requirements of a wireless sensor network 

can be classified as follows. 

Authentication: In any decision making 

process, the receiving nodes need to ensure 

that the data originates from the reliable 

source. Similarly, authentication is 

necessary during an exchange of control 

information in the network. Data 

authenticity is an assurance of the 

identities of communicating nodes 

Integrity: Data in transit can be changed 

by the adversaries. Data loss or damage 

can even occur without the presence of a 

malicious node due to the harsh 

communication environment. Data 

integrity ensures that the information is not 

changed in transit, either due to malicious 

intent or by accident. Use of message 

integrity code is a standard approach for 

ensuring data integrity.  

 Data confidentiality: Applications like 

surveillance of information, industrial 

secrets and key distribution need to rely on 

confidentiality. The standard approach for 

keeping confidentiality is through the use 

of encryption. The major problem is that 

radio spectrum is an open resource and can 

be used by anyone equipped with proper 

radio transceivers. An attacker can 

eavesdrop on the packets transmitted in the 

air as long as he is able to keep track of the 

radio channels used in the communication. 

The attacker can also discover the secrets 

in a node without capturing it, which can 

be done by analyzing the secret data 

collected from other compromised nodes 

and/or packet protocol data units (PDUs). 

Under the attacker's control, the new 

compromised node can be used to launch 

more malicious attacks [8]. 

Data freshness: Data freshness suggests 

that the data is recent, and it ensures that 

no old messages have been replayed. This 

requirement is especially important when 

the WSN nodes use shared keys for 

message communication, where a potential 

adversary can launch a replay attack using 

the old key as the new key is being 

refreshed and propagated to all the nodes 

in the WSN. The out-dated information 

contained in the packet can cause many 

problems to the applications deployed in 

the network. An example is the wormhole 

attack in WSNs  

 Availability: Sensor nodes may run out of 

battery power due to excess computation 

or communication and become 

unavailable. It may happen that an attacker 

may jam communication to make sensor(s) 

unavailable. The requirement of security 

not only affects the operation of the 

network, but is also highly important in 

maintaining the availability of the network 

 Self-Organization: In WSN, every sensor 

node is independent and flexible enough to 

be self-organizing and self-healing 

according to different hassle environments. 

Due to the random deployment of nodes 
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no fixed infrastructure is available for 

WSN network management. Distributed 

sensor networks must be self-organize to 

support multi-hop routing. They must also 

be self-organize to conduct key 

management and building trust relation 

among sensors. A number of key pre-

distribution schemes have been proposed 

in the context of symmetric encryption  

 Time Synchronization: In order to 

conserve power, an individual sensor node 

may be turned off periodically. Any 

security mechanism for WSN should also 

be time-synchronized 

 Secure Localization: The sensor network 

often needs location information 

accurately and automatically. However, an 

attacker can easily manipulate non secured 

location information by reporting false 

signal strengths and replaying signals, etc. 

V. SECURITY THREATS AND 

ATTACKS IN WSN 

Attackers may devise different types of 

security threats to make the WSN system 

unstable. Wireless networks are vulnerable 

to security attacks due to the broadcast 

nature of the transmission medium. The 

objective of confidentiality is required in 

sensors environment to protect information 

traveling among the sensor nodes of the 

network or between the sensors and the 

base station from disclosure. 

Authentication in sensor networks is 

essential for each sensor node and base 

station to have the ability to verify that the 

data received was really sent by a trusted 

sender or not. This authentication is 

needed during the clustering of sensor 

node in WSN. We can trust the data sent 

by the nodes in that group after clustering 

[10]. Integrity controls must be 

implemented to ensure that information 

will not be altered in any unexpected way. 

Many sensor applications such as pollution 

and healthcare monitoring rely on the 

integrity of the information to function 

with accurate outcomes. Secure 

management is needed at base station, 

clustered nodes, and protocol layer in 

WSN. Because security issues like key 

distribution to sensor nodes in order to 

establish encryption and routing 

information need secure management 

A. Security Threats 

The basic categories of attacks against 

privacy in sensor networks are 

eavesdropping, disruption and hijacking. 

The eavesdropping is used to know the 

output of sensor networks by listing 

transmitted messages of sensor nodes. 

There are mainly two ways to know about 

output data by concealing from sensor 

nodes or sending queries to sensor nodes 

or root nodes or aggregation points or 

attacks sensor nodes. The former approach 

is called passive eavesdropper and later 

approach is called active eavesdropper. 

The location of eavesdropper plays major 

role in getting information. This attack 

affects the property of confidentially, 

authentication in WSN [11]. So proper 

encryption mechanism, message 

authentication code are needed before 

broadcasting data. The disruption mainly 

influences output of the network. 

According to capability of attacker, threats 

in WSNs can be classified into the 

following categories  

External versus internal attacks: The 

external attacks come from nodes which 

do not belong to a WSN. An external 

attacker or outsider has no access to most 

cryptographic materials in sensor network. 

External attacks may cause passive 

eavesdropping on data transmissions as 

well as can extend to inject bogus data into 

the network to consume network resources 

and raise denial of service (DoS) attack. 

On the contrary, the internal attacks occur 

when legitimate nodes of a WSN behave 

in unintended or unauthorized ways. 

Internal attacker or insider is an authorized 

participant in the sensor network who 

seeks to disrupt operations or exploit 

organizational assets.  
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Passive versus active attacks: Passive 

attacks include eavesdropping or 

monitoring packets exchanged within a 

WSN whereas active attacks involve some 

modifications of the data stream or the 

creation of a false stream.  

 Mote-class versus laptop-class attacks: 
In mote class (sensor-class) attacks, an 

adversary attacks a WSN by using a few 

nodes with similar capabilities as that of 

network nodes. In laptop-class attacks, an 

adversary can use more powerful devices 

like laptop, etc. and can do much more 

harm to a network than a malicious sensor 

node. These devices have a greater 

transmission range, processing power, and 

energy reserve than the network nodes. In 

a sensor network, sensors monitor the 

changes of specific parameters or values 

and report to the sink according to the 

requirement. While sending the report, the 

information in transit may be attacked to 

provide wrong information to the base 

stations or sinks. The weakness in a 

system security design, implementation, 

configuration or limitations that could be 

exploited by attackers is known as 

vulnerability or flaw. 3.2. 

B.  Security Attacks 

 Attacks on the computer system or 

network can be broadly classified as 

interruption, interception, modification and 

fabrication.  

 Interruption: Interruption is an attack on 

the availability of the network, for 

example physical capturing of the nodes, 

message corruption, insertion of malicious 

code etc. The main purpose is to launch 

DoS attacks.  

 Interception: Interception is an attack on 

confidentiality. The sensor network can be 

compromised by an adversary to gain 

unauthorized access to sensor node or data 

stored within it.  

 Modification: Modification is an attack 

on integrity. Modification means an 

unauthorized party not only accesses the 

data but also tampers it. For example, by 

modifying the data packets being 

transmitted or causing a DoS attack such 

as flooding the network with bogus data. 

The main purpose is to confuse or mislead 

the parties involved in the communication 

protocol. This is usually aimed at the 

network layer and the application layer, 

because of the richer semantics of these 

layers. 

 Fabrication: Fabrication is an attack on 

authentication. In fabrication, an adversary 

injects false data and compromises the 

trustworthiness of the information relayed. 

This threatens the message authenticity. 

This operation can also facilitate DoS 

attacks by flooding the network. 

 

 

VI. DEFENSIVE MEASURES 

Now we are in a position to describe the 

measures for satisfying security 

requirements, and protecting the sensor 

network from attacks. We start with key 

establishment in wireless sensor networks, 

which lays the foundation for the security 

in a wireless sensor network, followed by 

defending against DoS attacks, secure 

broadcasting and multicasting, defending 

against attacks on routing protocols, 

combating traffic analysis attacks, 

defending against attacks on sensor 

privacy, intrusion detection, secure data 

aggregation, defending against physical 

attacks, and trust management [12]. 

A. Key Establishment 

One security aspect that receives a great 

deal of attention in wireless sensor 

networks is the area of key management. 

Wireless sensor networks are unique 

(among other embedded wireless 

networks) in this aspect due to their size, 

mobility and computational/power 

constraints. Indeed, researchers envision 
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wireless sensor networks to be orders of 

magnitude larger than their traditional 

embedded counterparts. This, coupled with 

the operational constraints described 

previously, makes secure key management 

an absolute necessity in most wireless 

sensor network designs. Because 

encryption and key 

management/establishment are so crucial 

to the defense of a wireless sensor 

network, with nearly all aspects of wireless 

sensor network defenses relying on solid 

encryption, we first begin with an 

overview of the unique key and encryption 

issues surrounding wireless sensor 

networks before discussing more specific 

sensor network defenses. 

B. Defending Against DoS Attacks 

The most common layers of a typical 

wireless sensor network are summarized 

along with their attacks and defenses. 

Since denial of service attacks are so 

common (see Section 5), effective 

defenses must be available to combat 

them. One strategy in defending against 

the classic jamming attack is to identify 

the jammed part of the sensor network and 

effectively 20 route around the unavailable 

portion. Wood and Stankovic [88] describe 

a two phase approach where the nodes 

along the perimeter of the jammed region 

report their status to their neighbors who 

then collaboratively define the jammed 

region and simply route around it. To 

handle jamming at the MAC layer, nodes 

might utilize a MAC admission control 

that is rate limiting. This would allow the 

network to ignore those requests designed 

to exhaust the power reserves of a node. 

This, however, is not fool-proof as the 

network must be able to handle any 

legitimately large traffic volumes. 

 

VII.CONCLUSION 

Most of the attacks against security in 

wireless sensor networks are caused by the 

insertion of false information by the 

compromised nodes within the network. 

For defending the inclusion of false reports 

by compromised nodes, a means is 

required for detecting false reports. 

However, developing such a detection 

mechanism and making it efficient 

represents a great research challenge. 

Again, ensuring holistic security in 

wireless sensor network is a major 

research issue. Many of today’s proposed 

security schemes are based on specific 

network models. As there is a lack of 

combined effort to take a common model 

to ensure security for each layer, in future 

though the security mechanisms become 

well-established for each individual layer, 

combining all the mechanisms together for 

making them work in collaboration with 

each other will incur a hard research 

challenge. Even if holistic security could 

be ensured for wireless sensor networks, 

the cost-effectiveness and energy 

efficiency to employ such mechanisms 

could still pose great research challenge in 

the coming days.   
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