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Design of Pipeline based DES FPGA Module with Highly Secured 

Faster Data throughput 

 

 

Abstract 

With the popularity of Internet and Public Network Interfaces, and the data transfer over the 

networks have increased by several folds. These data transfers however, takes place over a public 

network which also brings around the tendency for the data to get stolen or leaked [13] [11] [3]; 

which further places a demand for a more secure line to transmit data. This security can be 

enforced by using cryptographic encryption of the transmitted data, and corresponding 

decryption by the receiver. This paper presents a design of a module that will perform 

Encryption and Decryption, using DES algorithm. DES is a secure algorithm, with 64-bit (56-

bits core [4]) key being used for the process. It is secure enough for most of the everyday 

transactions, like banking, money transfer, etc. [11]. Further, the algorithm will be implemented 

using Pipeline architecture, to reduce computing time and increase throughput of the system [9]. 

The Pipeline architecture will streamline the Encryption or Decryption operation, so speed of 

conversion increases, even on low end (FPGA) hardware [9] [10]. Furthermore, the hardware 

implementation of such dedicated DES encryption/decryption device will free the data 

processing devices, so that while data processing device is concerned only with the data it gets 

and this module takes care of the encryption and decryption process [2]. Further, the module 

output bus can be easily shared with multiple devices, since the output will be tri-stated, when 

the module is not in use. This operation can be performed under the control of a 

microprocessor/microcontroller interface, such that this device can communicate with a 64 bit 

computing device directly through its data bus without blocking it, when not in use.   

Key words: DES, Encryption, Decryption, Feistel Cipher, Pipeline, Tri-stated bus, 

Microprocessor, Microcontroller, High-Speed Secure Data, Asymmetric Block Cipher, FPGA,  
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INTRODUCTION  

Internet is a public network and all the data that traverses through the network can be 

intercepted at any node without any knowledge of the sender. The interceptor may also distort or 

even change the data that is being sent. Hence, internet traffic that contains sensitive data needs 

to be protected from unauthorized interception [1]. This protection requires the use of encryption 

at sender’s end and decryption at the receiver’s end. But adding encryption and decryption acts 

as an additional burden on the data processing system. With a given processing power and also 

specified data transfer throughput, the algorithm used for data encryption is just a matter of 

tradeoff between security and specified factors [2]. Further, the security provided by a selected 

algorithm is also a decision factor, which depends on the protection that the data being 

transmitted requires. Hence, for the purpose of this paper, DES was selected, which provides 

necessary security required for most data that traverses the public Internet [3]. 

DES is a secure algorithm that uses a 64-bit Key (of which only 56-bits are useful, 

limited by the Data Protection laws enforced by country of operation [4]), and generates several 

56-bit sub-keys from it, which are then used to encrypt the data passed down from the previous 

stage [5]. Each of these individual stages are called rounds [5]. Hence, in each round the data is 

being actually encrypted to form a new data block for the next encryption block. This provide 

multiple level of encryption and finally, the encrypted data cannot be reassembled to represent 

the original data, without the proper key used during the Encryption process [6]. And as DES is a 

symmetric cipher, the receiver must utilize the same key to retrieve the data from the encrypted 

block. A good advantage of DES encryption in this regard, is that, the encryption and decryption 

process, is also symmetric [5]. For example, from the Fig 1, it can be seen that encryption occurs 

if control flow occurs from top to bottom. The decryption process would then be represented by 

the control flow from bottom to top [5] [7].  

This paper presents the use of DES to design a FPGA based module, that will not only 

provide encryption and decryption but will also use pipelining architecture to increase processing 

capability and data throughput of the system [8]. Pipelining, is a recent enhancement to computer 

based data processing system [9]. In pipelining, the data is treated as a stream. This stream flows 

from the input, and each individual processing elements are aligned such that the outputs are 

guaranteed once every clock cycle. This technique will enhance data throughput, to be much 

higher than that obtained when, using serial processing, with the same clock period [9]. 

 

DES ENCRYPTION [6] [5] 

The DES encryption is an asymmetric block cipher whose design follows the basic 

structure [5]: 

• DES is a block cipher which uses a 64 bits block size and a 56 bits key size. 

• The cipher is based on Feistel cipher structure with 16 rounds of encryptions. 

• Each of these rounds uses a 48 bits long key which is derived from the 56-bit DES 

key. 

The overall structure of the encryption consists of the 4 stages [5] [7]: 

1. Initial permutation 

2. 16 rounds of encryption 

3. Swapping 

4. Final permutation 
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Initial Permutation – Here, the initial 64 bit input data is processed by an initial permutation 

block, which scrambles the input octet using the matrix below [5] [6]: 

16 Rounds of Encryption - The output of permutation rounds is fed into following 16 
encryption box, each being based on Feistel cipher structure [5], which encrypts one of the two 
halves received as output of the previous round – An odd round encrypts left-half block and an 
even round encrypts right-half block. Each half consists of 32 bit of data. Encryption is carried 
out using XOR operation, as shown in Fig.2. 

 

Fig. 1: Outline for DES Encryption 

Encrypted Data 

Input Data 

Initial Permutation 

Round 1 Encryption 

Round 2 Encryption 

Round 16 Encryption 

Swapping 

Final Permutation 

58, 50, 42, 34, 26, 18, 10, 2, 
60, 52, 44, 36, 28, 20, 12, 4,  
62, 54, 46, 38, 30, 22, 14, 6, 
64, 56, 48, 40, 32, 24, 16, 8, 
57, 49, 41, 33, 25, 17, 9, 1, 
59, 51, 43, 35, 27, 19, 11, 3, 
61, 53, 45, 37, 29, 21, 13, 5, 
63, 55, 47, 39, 31, 23, 15, 7 
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Swapping – After the final or 16
th

 round of encryption, the two halves are swapped. This 
ensures that the encryption and decryption algorithm to be the same except for the order of the 
usage of the keys. In encryption, if the Keys are of order K0, K1… K15. But during decryption, 
the Key order should be reversed as K15, K14 … K1, K0 [5]. 

Final Permutation– The 64 bit encrypted data, is subjected to a final permutation, which is 
just the inverse of the initial permutation matrix. 

Scrambling Function
 
[5] [6], g– The scrambling function g is a non-invertible function, 

which performs expansion, substitution and permutation. The function takes a 48-bit round key 
Ki, and 32-bit half data to generate a 32-bit scrambled output. This function’s output is XORed 
with the other 32-bit half of data, and passed to next encryption block. 

 The first stage of function g is Expansion. It takes in 32 bits half data. It then generates 8 
sub-blocks of 4 bits each, which are expanded to 6 bit block. This expansion uses an 
expansion table, which reassembles 4 bits into 6 bits, and finally 32 bit input half data 
into a 48 bit data. 

 These 48 bits are again designated as 6 bit words, in second stage, called Substitution. 
Here, a substitution table is used to convert these 6-bit word into a 4-bit word, using 8 
different tables called S-Box or Substitution Box, one for each word. Hence, we get a 32-
bit output. Each of these S-Box are basically a (4x16) lookup table, the first and last bit 
of the 6-bit word determine one of the 4 rows, and the middle 4 bits of the word 
determines one of the 16 columns of the lookup table. It should be noted that the 
substitution is non-invertible. 

 Finally, permutation is performed with the 32-bit data output of the S-Box, using a fixed 
permutation table. 

Round-Keys- The key length used for DES is a 64-bit key. The 64-bit key consists of 56-bit 
actual key [4] and 8-bits for odd parity check. Hence, each 8

th
 bit of the key is a parity check bit. 

For all application purposes, these bits can be neglected and set to zero, without affecting the 
outcome of the round-key generation. Hence, the 56-bit actual key are used to generate the 48-
bits round keys, that are used by each stages of DES.  

In order to generate the round keys, the 56 bits are first permuted using a permutation table 
and then split into 2 halves of 28-bits each. Each of these halves are circularly shifted left once or 
twice depending on the round number. For example, they are shifted once for rounds 1, 2, 9 and 
16. Then the new halves are concatenated and subjected to contracting permutation to generate 
the 48-bits round key K1. The next round key Ki+1 is obtained by performing the above steps with 
the 28-bit half-keys, after they are subjection to a circular shift by 1 or 2 bits, and again applying 
contracting permutation. 

32 bit Input data 32 bit Input data 

32 bit Output data 32 bit Output data 

g + 
Key (Ki) 

Fig 2: Single round of encryption. 
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FPGA AND PIPELINING 

FPGA is an Integrated Circuit design that offers reconfigurable logic blocks for the end-

customers [10]. The logic blocks are configured by using Hardware Description Languages 

(HDL), which offers several advantage over static logic design. The most popular HDLs are 

VHDL and Verilog [10]. For the purpose of this demonstration, VHDL, Xilinx ISE 12, ISim is 

chosen for the development and demonstration purpose. But, future work, may use the logic 

presented here, unaltered to implement hardware modules on SOC [8] or FPGA chipset to 

increase capability and obtain benefit of this approach. 

Further, Pipelining [9] of the whole system was done to ensure that the outputs are 

obtained continuously, after the first data output is obtained. Also, the process layout is such that, 

if an encryption system wants to switch from encryption to decryption mode, branching of the 

code module from Encryption mode to Decryption mode and vice versa is completely 

eliminated, so that context switching does not result in flushing of entire pipeline and hence, 

eliminates any wastage of clock cycle [9]. Instead, the round key and data at any stage of 

encryption is preserved at that stage, and also the mode of that (say k
th

 stage) is preserved. If the 

mode switch occurs at any previous stage, say (k-1)
th

 stage, then only (k-1)
th

 stage is realigned 

for requested mode, but k
th

 stage remains in its previous mode, until the data it is processing is 

fully processed.  

In Fig. 3(a), it can be seen that, the Input data datain is encrypted by the key, and the 

encrypted data is available as output from dataout. Next, from Fig. 3(b), it can further be seen 

that, an encrypted data is provided at the input datain, and the same key for decryption is used, 

(key), and the decrypted data is obtained at dataout. The mode can be specified using 

dec_encbar. When dec_encbar=0, then datain is encrypted and when dec_encbar=1, then 

 
Fig 3(a):Encryption 

 

 
Fig 3(b):Decryption 

 

 

 
Fig 4: ChipSelect, Encryption, Decryption and Pipelining action 
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datain is decrypted. The line csbar is used to select the chip, it is an active low line, which when 

1 will tristate the output and disable the module. But when it is 0, will keep the device active for 

encryption and decryption operation.  From Fig. 4, the effect of csbar can be seen. 

 

ALGORITHM 
Inputs:csbar (=0/1) for Chip Select (Active Low). 
 dec_encbar = (0 means Encrypt, 1 means decrypt). 
 key (64 bits) used for encryption and decryption. Every 8

th
 bit of which is neglected, as 

they contain parity bits, which will not affect the 48-bit round keys. 
 datain (64 bits), this represents unencrypted data when dec_encbar=0, and encrypted 

data when dec_encbar=1 
Outputs:dataout (64 bits), this represents output data, which represents encrypted data when 

dec_encbar=0, and decrypted data when dec_encbar=1. But when csbar=1, the outputs are 
tristated and so outputs “Z”, which means a High-Impedence state. 

Process: There will be 2 parallel processes that will be executed: 
1.The following process takes in a 64-bit key and extracts the actual 56-bits and use these 

56-bits to generate the 16 sub-keys to be used in each round. 
a.Call a module KeyPC1 which takes in 64 bit key and extracts 56-bit key. 
b.Call a module CreateSubKeys which uses the 56-bit key input and produces 16 keys, 

each of which is 48-bit words. 
c. Store these 16-keys in a key-list table called K, each key represented as Ki where i= 

0, 1, 2, 3 … 15. 
2.The second parallel process is a recursive module, in itself, which proceeds in 3 steps: 

a.If encryption is requested, then- 
i. Perform initial permutation IP with unencrypted input data datain and produces 

a scrambled data. Here both input and output data are 64-bit wide. The output is 
stored in a variable dtemp. 

ii. Loop for i= 0 to 15,  perform- 
1.Use 48-bit key Kiand 64-bit data dtemp as input to an encryption module 

DataEncode1,the output of which will replace the value previously in dtemp. 
2.Perform Step-1 above, 16 times till all keys are processed. 

iii.  The round-key encryption is now complete. Therefore, perform a final Inverse 
Permutation IPInverse with dtemp and produce the 64-bit encrypted data 
dataout.  

b.If decryption is requested then- 
i.Perform initial permutation IP with input data datain, which is DES encrypted 

data, and store the result in dtemp. 
ii. Loop i=0 to 15, perform- 

1. Using key K(15-i), and data dtemp, perform DataEncode1, to produce another 
output, which will now be stored in dtemp, destroying the revious value in it. 

2.Perform the step-1, 16 times and note, that the keys are now applied in reverse 
order. 

iii. After 16-rounds are performed, dtempcontains inverse encrypted data. This 64-bit 
data is inverse permuted using IPInverse module, to generate a 64-bit data which 
is the decrypted data. 

3.When the csbar=1, the entire module is disabled and the output bus is released and the 
dataout lines are tri-stated. 
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ALGORITHM FOR KEYPC1 
Inputs:keyin, is a 64-bit input key 
Outputs:keyout, is a 56-bit key obtained from 64-bit input key. This key is actually used for 

encryption or decryption process. 
Process:Here we use the table below to scramble the bits: 

57, 49, 41, 33, 25, 17, 9, 1, 58, 50, 42, 34, 26,18, 
10, 2,59, 51, 43, 35, 27, 19, 11, 3, 60, 52, 44, 36,  
63, 55, 47, 39, 31, 23, 15, 7, 62, 54, 46, 38, 30, 22, 
14, 6, 61, 53, 45, 37, 29, 21, 13, 5, 28, 20, 12, 4 

 The scrambling logic for a k, which varies from 1 to 64, we use the relation: keyout(64-
table(k-1)) = keyin(56-k). 

 

ALGORITHM FOR CREATESUBKEYS 
Inputs:keyin, is a 56-bit input key 
Outputs: keylist, is a collection of 16 48-bits words, represents the round keys used for each 

round of encryption and decryption. Thus, 16 sub keys are obtained, which can be used to 
encrypt the data as it flows through each round of encryption. 

Process:  
1.Split the 56-bit keys into 2 halves, called C and D. 
2.Loop from I = 1 to 16, perform the following: 

a.Cyclic shift c and d by 1 position right. 
b.If I=1, 2, 9, 16, then cyclic shift c and d again. 
c. Concatenate c and d to form a temporary key K’. 
d.With the temporary key, K’ we will perform bit permutation using the table below: 

 14, 17, 11, 24, 1, 5, 3, 28, 15, 6, 21, 10, 
23, 19, 12, 4, 26, 8, 16, 7, 27, 20, 13, 2, 
41, 52, 31, 37, 47, 55, 30, 40, 51, 45, 33, 48, 
44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32 

  The permutation equation is: key1 (48-table (k-1)) = K’ (56-k
th

 bit), where k varies from 
1 to 56. 

3.Store key1 in keylist(I). 

 

ALGORITHM FOR IP 
Inputs:datain, is a 64-bit input data. 
Outputs: dataout, is the permuted 64-bit output data. 
Process:The IP block represents initial permutation for the input data. It uses the equation 

dataout (64-table (k-1)) = datain (k-1), and use the table below, and provides first scrambling of 
the input data before any encryption process is applied. This cancels any chance of reformatting 
the original data from the scrambled data without the knowledge of this table below. Hence, a 
very basic protection level is provided, and resembles a classic Ceaser Cipher. 

58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,  
62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8, 
57, 49, 41, 33, 25, 17, 9,  1, 59, 51, 43, 35, 27, 19, 11, 3, 
61, 53, 45, 37, 29, 21, 13, 5, 63, 55, 47, 39, 31, 23, 15, 7 

 

ALGORITHM FOR IPINVERSE 
Inputs:datain, is a 64-bit input data. 
Outputs: dataout, is the permuted 64-bit output data. 
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Process:The IP block represents final permutation for the input data. This permutation is the 
inverse of the initial permutation. It uses the equation dataout (64-table (k-1)) = datain (k-1), 
and use the table below. This section operates on the already encrypted data and produces 
another interleaved data, which makes encrypted data seem uncorrelated to the original data. 
This is the final step in encryption, and removes any traces of the original data, reducing the 
whole data to noise, for intruders. 

40, 8, 48, 16, 56, 24, 64, 32, 39, 7, 47, 15, 55, 23, 63, 31, 
38, 6, 46, 14, 54, 22, 62, 30, 37, 5, 45, 13, 53, 21, 61, 29, 
36, 4, 44, 12, 52, 20, 60, 28, 35, 3, 43, 11, 51, 19, 59, 27, 
34, 2, 42, 10, 50, 18, 58, 26, 33, 1, 41, 9, 49, 17, 57, 25 

 

ALGORITHM FOR DATAENCODE1 
Inputs:datain, is a 64-bit input data. 
 Keyin, is a 48-bit round key, which is used for Feistel encryption. 
Outputs: dataout, is the permuted 64-bit output data. 
Process: The process of 1 round of encryption follows the following order: 

1. Partition the input data datain, into 2 32-bit halves, called L (upper half) and R (lower 
half). 

2. Obtain g = DataFunction(R, Keyin), where DataFunctionmodule is the scrambling 
function. 

3. Set L’ = R, and R’ = L xor g. 
4. Combine L’ and R’ to form output round data, dataout. 

The result is an encoded data obtained at each round. This section uses the function defined 
in Section-X to encode the data input to this round and produce an encoded data that can be 
passed to successive encoding stage. All the Encoding stages uses this method for encryption, 
and hence, encryption using this module is performed for a total of 16 times, before the final 
encoded result is ready to be passed to the IPInverse section. 

 

ALGORITHM FOR DATAFUNCTION 

Inputs:datain, is a 32-bit input data. 
 Keyin, is a 48-bit round key, which is used for Feistel encryption. 

Outputs: dataout, is the permuted 32-bit output data. 
Process: The scrambler function performs the following process: 

1. Use the following scrambling table below with the datain and convert it into a 48-bit 
data and stored in a variable d48. 

16, 7, 20, 21, 29, 12, 28, 17, 1, 15, 23, 26, 5, 18, 31, 10, 
2, 8, 24, 14, 32, 27, 3, 9, 19, 13, 30, 6, 22, 11, 4, 25 

2. Now perform v = d48 xorKeyin. The variable v is a 48-bit data. And partition v into 8 6-
bit words and name them b1, b2, b3 … b8. 

3. For, each of the 6-bit word, we need to perform S-Box application. For word bk, use the 
k

th
S-Box.  

4. For the selected S-Box, we need to extract the index of element to choose from the S-Box: 
a.Row = ToDecimal(6

th
 bit and 1

st
 bit of v) 

b.Column=ToDecimal(middle 4 bits of v) 
c. The substitution element from the selected S-box is that element of that element from 

the S-Box k, located at (Row, Column). 
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K
th

 S-Box S-Box matrix (4 x16) 

1 (14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7 ), 
(0, 15, 7, 4, 14, 2, 13, 1, 10, 6, 12, 11, 9, 5, 3, 8 ), 
(4, 1, 14, 8, 13, 6,  2, 11, 15, 12, 9, 7, 3, 10, 5, 0), 
(15, 12, 8, 2, 4, 9, 1, 7, 5, 11, 3, 14, 10, 0, 6, 13 ) 

2 (15, 1, 8, 14, 6, 11, 3, 4, 9, 7, 2, 13, 12, 0, 5, 10), 
(3, 13, 4, 7, 15, 2, 8, 14, 12, 0, 1, 10, 6, 9, 11, 5), 
(0, 14, 7, 11, 10, 4, 13, 1, 5, 8, 12, 6, 9, 3, 2, 15), 
(13, 8, 10, 1, 3, 15, 4, 2, 11, 6, 7, 12, 0, 5, 14, 9) 

3 (10, 0, 9, 14, 6, 3, 15, 5, 1, 13, 12, 7, 11, 4, 2, 8), 
(13, 7, 0, 9, 3, 4, 6, 10, 2, 8, 5, 14, 12, 11, 15, 1), 
(13, 6, 4, 9, 8, 15, 3, 0, 11, 1, 2, 12, 5, 10, 14, 7), 
(1, 10, 13, 0, 6, 9, 8, 7, 4, 15, 14, 3, 11, 5, 2, 12) 

4 (7, 13, 14, 3, 0, 6, 9, 10, 1, 2, 8, 5, 11, 12, 4, 15), 
(13, 8, 11, 5, 6, 15, 0, 3, 4, 7, 2, 12, 1, 10, 14, 9), 
(10, 6, 9, 0, 12, 11, 7, 13, 15, 1, 3, 14, 5, 2, 8, 4), 
(3, 15, 0, 6, 10, 1, 13, 8, 9, 4, 5, 11, 12, 7, 2, 14) 

5 (2, 12, 4, 1, 7, 10, 11, 6, 8, 5, 3, 15, 13, 0, 14, 9), 
(14, 11, 2, 12, 4, 7, 13, 1, 5, 0, 15, 10, 3, 9, 8, 6), 
(4, 2, 1, 11, 10, 13, 7, 8, 15, 9, 12, 5, 6, 3, 0, 14), 
(11, 8, 12, 7, 1, 14, 2, 13, 6, 15, 0, 9, 10, 4, 5, 3) 

6 (12, 1, 10, 15, 9, 2, 6, 8, 0, 13, 3, 4, 14, 7, 5, 11), 
(10, 15, 4, 2, 7, 12, 9, 5, 6, 1, 13, 14, 0, 11, 3, 8), 
(9, 14, 15, 5, 2, 8, 12, 3, 7, 0, 4, 10, 1, 13, 11, 6), 
(4, 3, 2, 12, 9, 5, 15, 10, 11, 14, 1, 7, 6, 0, 8, 13) 

7 (4, 11, 2, 14, 15, 0, 8, 13, 3, 12, 9, 7, 5, 10, 6, 1), 
(13, 0, 11, 7, 4, 9, 1, 10, 14, 3, 5, 12, 2, 15, 8, 6), 
(1, 4, 11, 13, 12, 3, 7, 14, 10, 15, 6, 8, 0, 5, 9, 2), 
(6, 11, 13, 8, 1, 4, 10, 7, 9, 5, 0, 15, 14, 2, 3, 12) 

8 (13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3, 14, 5, 0, 12, 7), 
(1, 15, 13, 8, 10, 3, 7, 4, 12, 5, 6, 11, 0, 14, 9, 2), 
(7, 11, 4, 1, 9, 12, 14, 2, 0, 6, 10, 13, 15, 3, 5, 8), 
(2, 1, 14, 7, 4, 10, 8, 13, 15, 12, 9, 0, 3, 5, 6, 11) 

5. The S-Box performs a complete substitution of the 6-bit word with a 4-bit substitution 

word. Hence 8 x 6-bit word is substituted by 8 x 4-bit word, and a total of 32-bit string is 

produced. 
6. The resultant 32-bit string is now permuted using a new permutation table to form a new 

32-bit. This new 32-bit scrambled string is the output string, and is copied to dataout. 
 The permutation table used here is: 

16, 7, 20, 21, 29, 12, 28, 17, 1, 15, 23, 26, 5, 18, 31, 10, 
2, 8, 24, 14, 32, 27, 3, 9, 19, 13, 30, 6, 22, 11, 4, 25 

 Hence, in this section, the actual S-BOX or Substitution Box is introduced and used. This 
section replaces even the encoded data using Substitution matrix, resulting in a bit stream which 
is uncorrelated with the original input data. This previous two sections, takes advantage of 
Balanced Fiestel Network with additional security provided by Substitution Matrix [5] [6]. 
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CONCLUSION 

We have established a recursive and pipeline efficient algorithm to perform Encryption 

and Decryption using DES. This algorithm effectively utilizes 16 rounds of DES encryption to 

establish complete and secure FPGA module. The use of FPGA and the specified algorithm 

increases data throughput, and therefore, generates one output every FPGA system clock cycle. 

Hence, data throughput increases if clock cycle is increased. As DES is a Block Cipher, a block 

of 64 bit data can be used at one time. Hence, for 1 clock cycle, a 64 bit block of data can be 

securely transferred, increasing data throughput speed by a factor of 64. This is evident by 

simulating the algorithm on ISIM Simulator and Xilinx 12.1 IDE (Fig.-3a and 3b). The fast 

switching of the context is also evident from Fig-4.  Therefore, the module designed can 

effectively increase the speed with which DES cryptography can be performed, as DES has 

always been touted for being slow with Software [8]. Therefore, its application to Online 

Banking, Secure Data Transferring [11], E-Marketing systems can efficiently benefit and service 

more customers. Further work can be established by enhancing the system to include more 

cipher algorithms and increase flexibility and enhance the prospective applicability of the 

module designed here for biomedical use in the field of Biotelemetry, Bioinformatics, etc., to 

convey secure patient information over insecure communication channel [12]. 
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