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ABSTRACT  

 

Now a day’s cloud computing has become one of the fascinating domains which are used 

by almost all MNC and IT companies. Generally this is formed by interconnecting a large 

number of systems connected all together for remote servers hosted on internet to store, access, 

retrive data from remote machines not from local machines. As the cloud server has the 

capability to store a lot of valuable data on its memory block, a lot of users can connect with the 

centralized location to access, retrieve and modify the data which is stored on the cloud server. 

As we know that the corporate network is one type of network which is often used for sharing 

information among the participating companies and facilitating collaboration in a certain 

industry sector where companies share a common interest. By using these techniques the 

companies can share a lot of amount in storing and sharing the data among each other. As we 

know that the data will be shared among each other in an inter-company, it poses a unique 

challenge to data management system in terms of scalability, performance and security. In this 

paper we have integrated the corporate network data sharing with cloud computing data base 

where the data which is to be stored by inter-companies will be stored on a cloud server and in 

turn the data will be shared among various peers which are connected to the centralized cloud 

server. During the data sharing and data transfer there may be some attacks occur by an un-

authorized users who reside in the peers, such a peers are treated as attacked nodes of 

corresponding peers. In this Paper those peers which has no attacks or  very less count of  attacks 

compared with other peers is treated as Best Peer++.The term Peer++ is named by integrating the 

cloud computing and P2P technology into a single system. By conducting various experiments 

on this proposed BestPeer++, our simulation results clearly tells that BestPeer++ achieves near 

linear scalability for throughput with respect to the number of peer nodes. 
 

 

Key Words: Data Management Systems, Peer to Peer, Cloud Server, Centralized Server, 

Attacker. 
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I. INTRODUCTION 
 

Cloud Computing is one among the fascinating domain in recent analysis space wherever 

all the info is always processed remotely in unknown machines those users don't own or operate. 

As cloud computing has raised user attention in storing their valuable knowledge however limits 

in allocating resources dynamically. The Cloud computing presents a replacement thanks to 

supplement the present consumption and delivery model for IT services supported the web, by 

providing for dynamically ascendable and sometimes virtualized resources as a service over the 

net. Now a days there was a variety of notable business and individual cloud computing services, 

together with Yahoo, Silicon House, Amazon, Google, Microsoft, and sales division. Moreover, 

users might not recognize the machines that truly method and host their knowledge [1]. Whereas 

enjoying the convenience brought by this new technology, users additionally begin worrying 

regarding losing management of their own knowledge [2]. 
 

 
 

Figure. 1. Represents the Various Cloud Service Providers 
 

From the figure 1, we can clearly represent various types of cloud service providers that 

are available in current days. All these service providers provide a rich facility to store the 

valuable data on their individual memory blocks that are provided for the individual cloud users. 

As we know that a lot of users shown their attention towards the usage of cloud servers for 

storing their valuable sensitive or private data, there was some limitations that were still not 
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however resolved in cloud server. One of the major limitation that is available in current cloud is 

data which is stored in the cloud servers either public or private memory blocks is stored in the 

form of plain text not in any encrypted manner.  

 

As we know that the companies of the similar industry sector are often connected into a 

corporate network for collaboration purposes. Each company maintains its own site and 

selectively shares a portion of its business data with the other sites. The companies will share 

only a small portion of data as common with other sites but not all the data. Examples of such 

corporate networks include supply chain networks where organizations such as suppliers, 

manufacturers, and retailers collaborate with each other to achieve their very own business goals 

including planning production-line, making acquisition strategies and choosing marketing 

solutions. 

 

 
 

Figure 2.Represents the Sample Architecture of an ERP  

 

If we look from the technical point of view, the key for the success of any corporate 

network is choosing the right data sharing platform, a system which enables the shared data 

(stored and maintained by different companies) network-wide visible and supports efficient 

analytical queries over those data. Traditionally, data sharing is achieved by building a 

centralized data warehouse, which periodically extracts data from the internal production 

systems (e.g., ERP shown in figure 2) of each company for subsequent querying. Unfortunately, 

such a warehousing solution has some deficiencies in real deployment. From figure 2 we can 

clearly get an idea that the following departments which come under ERP like purchasing, 

production, accounting, HR, Engineering and so on. 

 

In this paper we present a Best Peer++, a cloud enabled data sharing platform which is 

mainly designed for corporate network applications. The term Peer++ is named after integrating 

Cloud computing, the database, and peer-to-peer (P2P) technologies all together into a single 

one. BestPeer++ achieves its query processing efficiency and is a promising approach for 

corporate network applications, with the following distinguished features. 
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In this paper the Best Peer++ is deployed as a one of the service in the cloud, where we 

know that there are many services already available in the cloud. This Best Peer++ is also 

integrated as a new service in the current paper where BestPeer++ is deployed as a service in the 

cloud. In order to form a corporate network with all its related sites included in that.Initailly the 

companies simply register their sites with this new type of service and once they get relation with 

this site, then they will export all the data into that service. Generally we know that cloud 

computing domain as PAUZ service (I.e. Pay As You uZe), this new service also adopts the 

same model while they were linked and executed. As all companies were integrated into a single 

service instead of individual usage, here there will be a lot of reduction in the cost in terms of 

deploying hardware and software’s individually in their locations. They will just pay for 

whatever the data they store and in turn retrieve from that server at the time of need. 

 

In this paper the BestPeer++   also extends the role-based access control for the inherent 

distributed environment of corporate networks. Through a web console interface, companies can 

easily configure their access control policies and prevent undesired business partners to access 

their shared data. Also this new service employs the P2P technology so in order to retrieve the 

data between business partners. Here in order to access the data, this is indexed in the form of a 

table with table name, column name and also the range field for the data retrieval. 

 

II. RELATED WORK 

 

In this section we will find the background /related work that was analyzed and studied in 

order to implement this current paper. This section will describe the work that is related to 

various types of works that was carried out for extracting the best peer from a set of connected 

papers in the corporate network. 

 

Main Motivation  

 
In this paper we have mainly designed the BestPeer data management platform, where 

the traditional P2P network has not been designed for enterprise applications, the ultimate goal 

of Best Peer is to bring the state-of-art database techniques into P2P systems. In its early stage, 

BestPeer employs unstructured network and information retrieval technique to match columns of 

different tables automatically [3]. After defining the mapping functions, queries can be sent to 

different nodes for processing. In the later stage this new service has introduced a set of 

techniques for improving the query performance and result quality to enhance its suitability for 

corporate network applications. Also we know that this Best- Peer develops adaptive join query 

processing [4] and distributed online aggregation [5] techniques to provide efficient query 

processing. 

 

Now a days this BestPeer++, is evolved as a cloud enabled service where the service is 

integrated with cloud server in order to provide access to the end users in an efficient manner. 

Now in the last stage of its evolution, BestPeer++ is enhanced with distributed access control, 

multiple types of indexes, and pay-as-you-go query processing for delivering elastic data sharing 
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services in the cloud. The software components of  BestPeer++ are separated into two parts: core 

and adapter. The core contains all the data sharing functionalities and is designed to be platform 

independent. The adapter contains one abstract adapter which defines the elastic infrastructure 

service interface and a set of concrete adapter components which implement such an interface 

through APIs provided by specific cloud service providers (e.g., Amazon). We adopt this “two-

level” design to achieve portability. With appropriate adapters, BestPeer++ can be ported to any 

cloud environments (public and private) or even non-cloud environment (e.g., on-premise data 

center). Currently, we have implemented an adapter for Amazon cloud platform. In what 

follows, we first present this adapter and then describe the core components. 

 

Amazon Cloud Adapter Service 
 

From the figure 3, we can clearly find out the bestpeer deployed on cloud server in order 

to process the data which is need by corporate companies based on their requirements. The main 

key idea of BestPeer++ is to use dedicated database servers to store data for each business and 

organize those database servers through P2P network for data sharing. The Amazon Cloud 

Adapter provides an elastic hardware infrastructure for BestPeer++ to operate on by using 

Amazon Cloud services. The infrastructure service that Amazon Cloud Adapter delivers includes 

launching/terminating dedicated MySQL database servers and monitoring/backup/auto-scaling 

those servers. We use Amazon EC2 service to provision the database server. Each time a new 

business joins the BestPeer++ network, a dedicated EC2 virtual server is launched for that 

business. The newly launched virtual server (called a BestPeer++ instance) runs dedicated 

MySQL database software and the BestPeer++ software. The BestPeer++ instance is placed in a 

separate network security group (i.e., a VPN) to prevent invalid data access. Users can only use 

BestPeer++ software to submit queries to the network. 
 

 
Figure 3.Represents the Sample Architecture of a BestPeer Deployed on Amazon Server  
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      Generally the threats against electronic and financial services can be classified into two major 

classes:  

a. Credential Stealing and  

b. Channel Breaking Attacks  

 

  We know that the credentials such as users’ identifiers, passwords, and keys can be easily 

stolen by an attacker when they are poorly managed. For example, a poorly managed personal 

computer (PC) infected with a malicious software (malware) is an easy target for credential 

attackers [6], [7]. On the other hand, channel breaking attacks—which allow for eavesdropping 

on communication between users and a financial institution—are another form of exploitation 

[8]. While classical channel breaking attacks can be prevented by the proper usage of a security 

channel such as IPSec [9] and SSL (secure sockets layer) , recent channel breaking attacks are 

more challenging. Indeed, “keylogging” attacks— or those that utilize session hijacking, 

phishing and pharming, and visual fraudulence— cannot be addressed by simply enabling 

encryption [10]. 

 

III. Proposed Best Peer++ Architecture  
 

In this section, we mainly describe the main contributions that were used for developing 

the bestpeer++.Now let us find what is the thing that was used in designing this bestpeer++ in 

real world environment. 

 

1) BootStrap Peer,  

2) Auto Fail-Over and Auto-Scaling,     &  

3) Normal Peer. 

 

The bootstrap peer is one of the main components which are run by the BestPeer++ 

service provider, and its main functionality is to manage the BestPeer++ network. Generally each 

normal peer intends to join an existing corporate network must first connect to the bootstrap 

peer. If the join request is permitted by the service provider, the bootstrap peer will put the newly 

joined peer into the peer list of the corporate network. At the same time, the joined peer will 

receive the corporate network information including the current participants, global schema, role 

definitions, and an issued certificate. When a normal peer needs to leave the network, it also 

notifies the bootstrap peer first. The bootstrap peer will move the departure peer to the black list 

and mark the certificate of the departing peer invalid. The bootstrap peer will the reclaim all 

resources allocated to the departing peer and finally remove the departing peer from the peer list. 

 

In addition to managing peer join and peer departure, the bootstrap peer spends most of 

its running-time on monitoring the healthy of normal peers and scheduling fail-over and auto-

scaling events. Algorithm 1 shows how the daemon service of the bootstrap works. The  

bootstrap periodically collects performance metrics of each normal peer (line 2). If some peers 

are malfunctioned or crashed, the bootstrap peer will trigger an automatic fail-over event for 

each failed normal peer (line 6-10). The automatic fail-over is performed by first launching a 

new instance from cloud. Then, the bootstrap peer asks the newly launched instance to perform 

database recovery from the latest database backup stored in Amazon EBS. Finally, the failed 

peer is put into the blacklist. Similarly, if any normal peer is overloaded (e.g., CPU is over-
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utilized or free storage space is low), the bootstrap peer triggers an auto-scaling event (line 12-

17) to either upgrade the normal peer to a larger instance or allocate more storage spaces. 

 

Algorith 1: BootStrap Algorithm 

 

 
 

The normal peer software consists of five components: 

 

1. Schema Mapping,  

2. Data Loader,  

3. Data Indexer,  

4. Access Control, 

5. And Query Executor.  

 

We present the first four components in this section. Query processing in BestPeer++ will 

be presented in the next section. As shown in Fig. 2, there are two data flows inside the normal 

peer: an offline data flow and an online data flow. In the offline data flow, the data are extracted 

periodically by a data loader from the business production system to the normal peer instance. In 

particular, the data loader extracts the data from the business production system, transforms the 

data format from its local schema to the shared global schema of the corporate network 

according to the schema mapping, and finally stores the results in the MySQL databases hosted 

in the normal peer. 
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Figure 2. Represents the flow of data in BestPeer++ 
 

BestPeer++ provides two services for the participants: the storage service and search 

service, both of which are charged in a pay-as-you-go model. This section presents the pay-as-

you-go query processing module which offers an optimal performance within the user’s budget. 

We begin with the presentation of histogram generation, a building block for estimating 

intermediate result size. Then, we present the query processing strategy. Before discussing the 

details of query processing, we first define the semantics of query processing in the Best-Peer++. 

After data are exported from the local business system into a BestPeer++ instance, we apply the 

schema mapping rules to transform them into the predefined formats. In this way, given a table T 

in the global schema, each peer essentially maintains a horizontal partition of it. 

 

IV.IMPLEMENTATION MODULES 
 

Implementation is the stage of the project when the theoretical design is turned out into a 

working system. Thus it can be considered to be the most critical stage in achieving a successful 

new system and in giving the user, confidence that the new system will work and be effective. 

The implementation stage involves careful planning, investigation of the existing system and it’s 

constraints on implementation, designing of methods to achieve changeover and evaluation of 

changeover methods. The proposed consists of totally four modules: 

 

1. Peer++ Processing Approach 

2. Parallel P2P Processing 

3. Implementing Map Reduce 

4. Adaptive Query Processing 

Now let us discuss about each module in detail as follows: 
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1. Peer++ Processing Approach Module 

 

BestPeer++ employs two query processing approaches: basic processing and adaptive 

processing. The basic query processing strategy is similar to the one adopted in the distributed 

databases domain. Overall, the query submit-ted to a normal peer P is evaluated in two steps: 

fetching and processing. In the fetching step, the query is decomposed into a set of sub-queries 

which are then sent to the remote normal peers that host the data involved in the query (the list of 

these normal peers is determined by searching the indices stored in BATON). The sub query is 

then processed by each remote normal peer and the intermediate results are shuffled to the query 

submitting peer P. In the processing step, the normal peer P first collects all the required data 

from the other participating normal peers. To reduce I/O, the peer P creates a set of Mem Tables 

to hold the data retrieved from other peers and bulk inserts these data into the local MySQL 

when the Mem Table is full. After receiving all the necessary data, the peer P finally evaluates 

the submitted query. 

 

2. Parallel Peer to Peer Processing 

 

For each join, instead of forwarding all tuples into a single processing node, we 

disseminate them into a set of nodes, which will process the join in parallel. We adopt the 

conventional replicated join approach. Namely, the small table will be replicated to all 

processing nodes and joined with a partition of the large table 

 

3. Implementing Map Reduce Module 

 
The main difference between Map Reduce method and native P2P method comes from 

the join processing. In Map Reduce method, instead of doing replicate joins, the symmetric-hash 

join approach is adopted. Each mapper reads in its local data and shuffles the intermediate tuple 

according to the hash value of the join key. Therefore, each tuple only needs to be shuffled once 

on each level. Note that the configuration and launch of a MapReduce job also incurs certain 

overhead, which, can be measured in the runtime, is a constant value. 

 

4. Adaptive Query Processing Module 

 
For small jobs, the P2P engine performs better than the Map Reduce engine, as it does 

not incur initialization cost and database join algorithms have been well optimized. However, for 

large-scale data analytic jobs, the Map Reduce engine is more scalable, as it does not incur 

recursive data replications. Based on the above-mentioned cost models, we propose our adaptive 

query processing approach. When a query is submitted, the query planner retrieves related 

histogram and index information from the bootstrap node, analyzes the query and constructs a 

processing graph for the query. Then the costs of both the P2P engine and MapReduce engine 

are predicted based on the histograms and runtime parameters of the cost models. The query 

planner compares the costs between two methods and executes the one with lower cost. 
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V.  CONCLUSION 
 

In this paper, we have finally proposed a new scheme like BootStra peer, which is a new 

era in organizing the group of company data all together in a single network. As we are 

integrating a set of servers data within a single cloud server ,so that there was a lot of  reduction 

of maintenance cost as there was no need to deploy hardware and software separately. This type 

of network like corporate network is also known as BestPeer network in which a set of nodes 

with corporate server  along with the cloud server deployment. BestPeer++, is evolved as a cloud 

enabled service where the service is integrated with cloud server in order to provide access to the 

end users in an efficient manner. Here the peer which has no attacks or very less number of 

errors are termed as BestPeer ++. 
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