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Abstract ---Accumulation of large amount of data on personal 

storing devices is a big task.  Cloud storage is a collection of 

storage servers, which provides long-term storage services over 

the Internet and stores huge amount of data. Storing data in a 

third party’s cloud system causes serious concern over data 

confidentiality. General encryption schemes protect data 

confidentiality, but also limit the functionality of the storage 

system because a few operations are supported over encrypted 

data. Keeping data permanently is also undesirable, as data 

may be unexpectedly disclosed in the future due to malicious 

attacks on the cloud or careless management of cloud 

operators.To overcome the problem of deletion of file and 

access control, the system uses role-based access control 

method which provides access to only authorized users. 

Attribute-Based access control provides access based on 

attribute verification. If hierarchical system is used using 

single attribute theme, revocation of single user affects other 

user too, which may turns creation of new keys. Using attribute 

access control mechanism, variable size ciphertext is created. 

Role-based mechanism provides group of attributes, based on 

which multiple authorities are provided. Using Role based 

mechanism constant type of ciphertext is created. 

Cryptographic key operations are performed for encryption 

and decryption of data.  A new algorithm SPEKE which is 

based on password authenticated mechanism is used to provide 

key which actually helps to protect data from man-in-the-

middle attack. As there may be number of copies created on 

cloud, deleting these copies is also an important task to protect 

it from malicious attacks. Deletion of file is achieved with the 

help of time-based policy, in which time is defined with the 

control key. So when time expires, related control key also get 

deleted and hence file gets deleted. In the previous system, 

same policy is used to delete the files from cloud which are 

related with time-based policy. But all the files which are 

related to same time-expiry get deleted in bulk, which 

isactually should not happen in practice. And also, there is no 

as such empirical evaluation of deletion of files using time-

based assured deletion policy. So, impractically it can be 

proved that files get deleted upon request of deletion but actual 

valuation result is not provided. 
Keywords -Role-Based Access Control, Role-Based Encryption, 

Time-Based Assured Deletion, Key-manager, cloud storage; 

I. INTRODUCTION 

Access control is the technology has evolved from research 

and development efforts supported by two fundamental types of  

 

 

 

 

accesscontrol models which are Discretionary Access Control 

(DAC) and Mandatory Access Control (MAC). Initial research and 

applications prevents the unauthorized access to classified 

information. DAC permits the granting and revoking of access 

control privileges to be left to the discretion of the individual users. 

A DAC mechanism allows users to grant or revoke access to any 

of the objects under their control. MAC means of restricting access 

to objects based on the sensitive information contained in the 

objects and the formal authentication of subjects to access 

information of such sensitivity. These policies for access control 

are not particularly well suited to the organization in action. In 

these environments, security objectives often support higher-level 

organizational policies which are derived from existing rules and 

regulations or generally accepted practices. 

Cloud Computing refers to both the applications delivered as 

services over the Internet and the hardware and systems software 

in the datacenters that provide those services. In deciding whether 

hosting a service in the cloud makes sense over the long term, we 

argue that the fine grained economic models enabled by Cloud 

Computing make tradeoff decisions more fluid. Data Security is a 

crucial element that warrants scrutiny. Enterprises are reluctant to 

buy an assurance of business data security from vendors. They fear 

losing data to competition and the data confidentiality of 

consumers. In many instances, the actual storage location is not 

disclosed, adding onto the security concerns of enterprises. In the 

cloud model, Service providers are responsible for maintaining 

data security and enterprises would have to rely on them. 

One of the approaches for assured deletion is secure 

overwriting.In this approach, original data is overwritten with new 

data to make original data unrecoverable. Overwriting large 

numbers of blocks is exceedingly time-consuming and is rarely 

adopted as a regular operation. It requires internal modification of 

a file system. Therefore the technique is not applicable for 

outsourced data because backends are maintained by third parties 

and there is no guarantee that replicated data will be overwritten. 

Protecting data in the cloud is the major issue. These issues are 

overcome using cryptographic operations over data while storing it 

on cloud. This paper focuses on how data is protected while 

working with cloud. System is implementing role-based access 

control mechanism to protect the data from unauthorized user and 

also implementing deletion of data using time-based policy. 

This paper is composed further as: Section II talks about 

related work with role-based access control and time-based assured 

deletion and their previous issues. Section III is about various 

methods used in the system, which are role-based access control, 

role-based hierarchy and assured deletion mechanism. Section IV 

presents proposed system and Section V gives brief idea about 

implementation and related results with algorithms used in the 

system. Section VI draws conclusion from the system. 
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II. RELATED WORK  

There are many hierarchy access control schemes, which have 

been based on hierarchical key management (HKM) schemes [12], 

and approaches using HKM schemes  to enforce RBAC [2] [10] 

policies [5] for data storage are discussed in, which describes 

Management process of access control evolution with encryption 

on outsourced data. However, these solutions have many 

limitations, if there are a many data owners and users involved the 

burden involved in managing the key infrastructure that can be 

very high indeed. Even when a user’s access permission is 

invalidating, all the keys known to this user are changed as well as 

all the public values related to these keys need to be changed. An 

approach for the key management is Hierarchical ID-based 

Encryption (HIBE) [13] [8]. However, in a HIBE scheme, the 

length of the user identity becomes longer with the growth in the 

depth of hierarchy. In Attribute Based Access Control model [6], 

access is provided based on attribute of user. ABE [14] scheme 

was introduced in. In thisapproach, the size of user key is not 

constant, and the revocation of a user will result in a key update of 

all the other users of the same role. By combining attributes, a role 

can be formed, which provides multiple authorities described in. 

Access control policies are provided in. Time-based file assured 

deletion, is first introduced in [17], in which files can be deleted 

securely and remain inaccessible after a predefined duration. In 

Previous Time-Based assured deletion, files related with same 

time-expiry get deleted, which cannot be considered as valid 

solution to delete files from cloud storage. 

III. PRELIMINIRIES 
A.  Access Control Mechanism 

Access control is the means by which the ability is explicitly 

enabled or restricted in some way. With role-based access control, 

access decisions are based on the roles that individual users have 

as part of an organization. Users take on assigned roles. The 

process of defining roles should be based on a thorough analysis of 

how an organization operates and should include input from a wide 

spectrum of users in an organization. Access rights are grouped by 

role name, and the use of resources is restricted to individuals 

authorized to assume the associated role. When a user is associated 

with a role: the user can be given no more privilege than is 

necessary to perform the job. This concept of least privilege 

requires identifying the user's job functions, determining the 

minimum set of privileges required to perform that function, and 

restricting the user to a domain with those privileges. Under 

RBAC, roles can have overlapping responsibilities and privileges; 

that is, users belonging to different roles may need to perform 

common operations. Some general operations may be performed 

by all employees. In this situation, it would be inefficient and 

administratively cumbersome to specify repeatedly these general 

operations for each role that gets created. Role hierarchies can be 

established to provide for the natural structure of an enterprise. A 

role hierarchy defines roles that have unique attributes and that 

may contain other roles; that is, one role may implicitly include the 

operations that are associated with another role. Role hierarchies 

are a natural way of organizing roles to reflect authority, 

responsibility, and competency. An operation represents a unit of 

control that can be referenced by an individual role, subject to 

regulatory constraints within the RBAC framework. An operation 

can be used to capture complex security-relevant details or 

constraints that cannot be determined by a simple mode of access. 

 

 
 

Fig.1. Roles assignment to users 
 

 

B. Role-Based Hierarchy 

In an information system, a hierarchy is used to denote 

the relationships and arrangements of the objects, users, elements, 

values, and so on. Especially, in many access control systems the 

users are organized in a hierarchy constructed with a number of 

classes, called security classes or roles, according to their 

competencies and responsibilities. This hierarchy arises from the 

fact that some users have more access rights than others.  

 

The Hierarchical RBAC model has the following components: 

•  U, R, P, and S, users, roles, permissions and 

sessionsrespectively, 

• PA ⊆ P × R, a many-to-many permission to role assignment 

relation. 

• UA ⊆ U × R, a many-to-many user to role assignmentrelation. 

• RH ⊆ R × R is a partial order on R called the rolehierarchy or 

role dominance relation. 

•User: S → U, a function mapping each session S tothe single 

user, and 

•Roles: S → 2R, a function mapping each session to a set of roles. 

 
We define the following algorithms; 

 
Setup(): This algorithm takes some parameters and generates 

master secrete key and public key. 

Extract(): System Administrator(SA) execute this algorithm. If 

user identity matched, then SA provides master key to the user, 

and then SA generates secrete key of user. 

ManageRole(): SA execute this algorithm to manage role with 

identity from other role. Here, role hierarchy is maintained. SA 

generates role public parameter and stored them on cloud. 

AddUser(): Role administrator(RM) executes this algorithm in 

which RM gives role to user andalso provides authentication. Role 

user list is updated in cloud. 

RevokeUser(): RM execute this algorithm and sends user ID to the 

cloud, then cloud computes some parameters and send them back 

to RM from which RM replaces old role parameters with new 

parameters. 

Encrypt(): Encryption is done by owner of the data and it stores 

cipher text of message to the cloud. This algorithm takes public 

key as input parameter and generates ciphertext and key K where 

K is used to encrypt original message.  
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Decrypt(): This algorithm is executed by those user who possess 

access according to their role. This algorithm takes public key, 

decryption key and ciphertext as input parameters and generates 

output by decrypting original message by using K. 

 
 

C.  Assured Deletion Mechanism 

 

Data key and Control Key are the cryptographic keys used to 

protect data files stored on the cloud. Data key is a key used to 

encrypt and decrypt data file via symmetric key encryption and 

control key is a key used to encrypt and decrypt the data key via 

asymmetric key which is maintained by key manager. 

 Time-based file assured deletion means that files can be 

securely deleted and remain permanently inaccessible after a 

predefined duration. User uses data key to decrypt his data file 

with symmetric key. Data key is again encrypted with the control 

key provided by key manager; which helps to protect data even 

after deletion of files. Time-based policy is associated with the 

control key. When time expired, associated control key is being 

deleted by key manager, and without control key, no one can 

decrypt data key. Following diagram shows relationship between 

time-based policy and renewal of data. It also shows that time-

policy is always associated with file stored on cloud. 

 

 
 

Fig.2. Time-based File Deletion 

IV. PROPOSED SYSTEM 

In proposed system, role-based access control mechanism is used, 

in which data access permission is given to only those users who 

possesses appropriate role. User enters into the system. In the 

system, admin is work like role manager who assign role to the 

user and accordingly role gets appropriate permission to access 

data on cloud. Permission sets are assigned to user according to his 

role. Key manager is used to provide access to only authenticated 

roles. Key manager performs various functionality such as 

managing access and by means providing more security to data 

access. In the system, role uses symmetric key functionality which 

provides same key for encrypting and decrypting file from cloud. 

Key manager uses asymmetric functionality which provides 

different keys for encryption and decryption function. So, a data 

provided by user is encrypted with symmetric key by role and 

transfer it to key manager in terms of data key and then key 

manager again performs encryption on data key by using 

asymmetric key and then stored it on cloud. If role wants to 

download the data from cloud, then he needs to provide 

authentication to key manager so that key manager decrypts data 

for him and then role can decrypt data and get original data. User 

authentication is done by using SPEKE algorithm which helps to 

maintain secure communication between key manager and user.We 

cannot store files permanently on cloud. Keeping data 

permanently is undesirable, as data may be unexpectedly 

disclosed in the future due to malicious attacks on the cloud or 

careless management of cloud operators. For deletion of files, 

time expiration policy is used which means files get deleted upon 

time expiration. Upon time expiration, notification sends to end 

user on his registered email-id. If user wants to renew the policy, 

he can send reply so his time expiration expands.The main 

security property of file assured deletion is that even if a cloud 

provider does not remove expired file copies from its storage, 

those files remain encrypted and unrecoverable. 
 

 

Fig.3. Proposed System 

Implementation uses three function calls to enable end users to 

interact with the cloud.  

 

Upload: implementation uses four function calls to enable end 

users to interact with the cloud. Here, the file isencrypted using the 

128-bit AES algorithm with thecipher block chaining (CBC) mode. 

And SPEKE algorithm provide key to AES. 

 

Download: The client retrieves the file andpolicy metadata from 

the cloud. 

 

Renew: The client ask to renew the time policy associated with the 

file. 

V. EVALUATION 

AES is a block cipher with a block length of 128 bits. Encryption 

consists of 10 rounds of processing for 128-bit keys, Except for the 

last round in each case, all other rounds are identical. Each round 

of processing includes one single-byte based substitution step, a 

row-wise permutation step, a column-wise mixing step, and the 

addition of the round key. To appreciate the processing steps used 

in a single round, it is best to think of a 128-bit block as consisting 

of a 4×4 matrix of bytes.  

SPEKE is a password-authenticated key agreement which 

establishes interaction between two parties based on their password 

knowledge. The system is maintaining role hierarchy, and secure 

communication between these roles is maintained by SPEKE.  

SPEKE prevents man in the middle attack by providing password 

authentication process. The simple password exponential key 

exchange (SPEKE) has two stapes.  
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Assume that two users X and Y are two well-behaved legitimate 

parties. In user-to-host situations, X is the user. Following symbols 

are used: 

S- a small shared password for X and Y. 

p- a huge prime number suitable for Diffie-Hellman. 

Q -a large prime factor of p-1. 

g - a suitable DH base, either primitive, or of large prime order. 

Gx - a subgroup of Zp* of order x. x is a factor of p-1. 

f(S) - a function that converts S into a suitable DH base. 

RA, RB  - random numbers chosen by X, and Y. 

QA, QB  - exponential values sent by X, and Y. 

Ek(m)  - a symmetric encryption function of m using key k. 

h(m) - a strong one-way hash function of m. 

A→B: m -X sends m to Y. 

K  - Generated session key. 

The first stage uses a DH exchange to establish a shared key K, but 

instead of the commonly used fixed primitive base g, a function f 

converts the password S into a base for exponentiation. The rest of 

the first stage is pure Diffie- Hellman, where X and Y start out by 

choosing two random numbers RA and RB: 

 

S1.  X computes: QA = f(S)RA mod p,  A→B: QA. 

S2. Y computes: QB = f(S)RB mod p,  B→A: QB. 

S3.  X computes: K = h(QBRA mod p ) 

S4.  Y computes: K = h(QARB mod p ) 

 

In the second stage of SPEKE, both X and Y confirms each other’s 

knowledge of K before proceeding to use it as a session key. One 

way is: 

 

S5. X chooses random CA,   A→B: Ek (CA). 

S6. Y chooses random CB,  B→A: Ek(CB, CA). 

S7. X verifies that CA is correct,  A→B: Ek (CB). 

S8. Y verifies that CB is correct. 

To evaluate the time performance of the basic design using AES 

128,first measure the running time of the file uploads and 

downloads operations for different file sizes (including 1 KB, 3 

KB, 10 KB, 30 KB, 100 KB, 300 KB, 1 MB, 3 MB, and 10 MB).  

 

AES 

SR. No. Encryption Time Decryption Time 

1. 34998 33999 

2. 31998 37000 

3. 35003 32999 

4. 40001 37003 

5. 51999 54001 

 
Table1.Time requiredencrypting and decrypting the data using 

AES 

 

These graphs are plot based on different algorithm’s platform. In 

the previous system, three different types of algorithms are used, 

by using these algorithms, different types of keys get created for 

each user and for each file. Combination of symmetric and 

asymmetric algorithm provides security and accessibility 

functionality, but it also burdens the key manager to keep the data 

of these key provided to each and every users. Also user needs to 

use another digital signature algorithm to provide authentication 

while downloading file from cloud. In the proposed system, we 

have used AES with SPEKE which provides cryptographic 

functionality on the ground of Role-Based access control 

mechanism. This helps to maintain authentication of the user. First 

graph shows time taken by AES to encrypt and decrypt the data 

from cloud. 

 

 
 

Fig.4. Graph for Timerequired using AES 

 
Symmetric algorithm AES is used to encrypt and decrypt the data, 

in which key is provided using SPEKE algorithm. The time taken 

to encrypt and decrypt the data using AES and SPEKE is shown in 

following graph; 

AES with SPEKE 

SR. No. Encryption Time Decryption Time 

1. 34001 32002 

2. 39001 36001 

3. 34999 36999 

4. 38000 37001 

5. 43020 64999 

 

Table2.Time required encrypting and decrypting the data using 

AES and SPEKE 

 

 

Fig.5. Graph for Time required using AES and SPEKE 

 

VI. DISCUSSIONANDCONCLUSION 

Proposed system provides a practical cloud storage system, 

which aims to provide access control assured deletion for files that 

are hosted by today’s cloud storage services. Files are associated 

with file access policies that control how files can be accessed. 

Also time-based file assured deletion method is implemented, in 

which files are assuredly deleted and made unrecoverable by 

anyone when their associated file access policies are revoked. 

Dissertation proposes a new RBE scheme that achieves efficient 
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user revocation. The secure cloud storage system architecture is 

developed and uses the system that has several superior 

characteristics. Both encryption and decryption computations are 

efficient on the client side. System describes the essential 

operations on cryptographic keys so as to achieve access control 

and assured deletion. System also leverages existing cryptographic 

techniques, including role-based encryption and key manager. 

System is implemented a prototype to demonstrate its practicality, 

and empirically study its performance overhead when it works 

with cloud system. Our experimental results provide insights into 

the performance-security tradeoff when system is deployed in 

practice. We believe that the proposed system has the potential to 

be useful in commercial situations as it captures practical access 

policies based on roles in a flexible manner and provides secure 

data storage in the cloud enforcing these access policies. 
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