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Abstract— The Bluetooth is a wireless interface that 

enables electronic devices to establish short-range, ad-

hoc wireless connections.  This kind of short-range 

wireless networking is known as Wire- less Personal 

Area Networks (WPAN).  Because of its attractive 

features of small size, low cost, and low power, 

Bluetooth gains a worldw ide usage.  It is embedded in 

many portable computing devices and considered as a 

good replacement for local wire connections.  Since 

wireless data i s  inherently e x p o s e d  to eavesdropping, 

t h e  security and confidentiality i s  a central issue for 

wireless standard as well as Bluetooth.  To maintain 

securi ty  and confident- totality o f  wireless packets, 

the  Bluetooth s y s t e m  mainly relies on the Frequency 

Hopping mechanism to equivocate an adversary.  By 

this technique, a wireless channel is accessed for 

transmitting a packet.  For each wireless packet, a 

single channel is selected in a pseudo random way. This 

kind of randomness in channel selection makes it 

difficult for an eavesdropped to predict the next 

channel to be accessed.  Hence, capturing B l u e t o o t h  

w i r e l e s s  packets is a challenge.  In this work, we 

investigate the  Frequency Hopping sequence and 

specifically the hop selection kernel.  We analyze the 

operation of  the kernel hardware by  partitioning it 

into three parts.   Based on this modeling, we propose 

attacking methods for the hop selection kernel.  The 

proposed method shows how to expose the clock value 

hidden in the kernel.  This helps to predict Bluetooth 

h o p p i n g  sequence and, hence, capturing B l u e t o o t h  

wireless packet is possible. 
 

I. INTRODUCTION. 

The success of portable consumer’s  products such as 

laptops, notebooks, PADs, cell phones, and many portable 

devices is based on continuous success of cost and size 

reduction of their microelectronics circuit.  Along with the 

advance of mobile technology, there is an increasing 

demand on sharing documents, music and multimedia files 

between users within a small area. Having these devices 

communicating among themselves within small area is 

called Personal Area Networks (PAN).  It is obvious that 

wi r ing  portable devices is not an efficient solution. An 

alternative solution is to employ wireless links. Therefore, 

many wireless standards have been developed for enabling 

personal area networking over short ranges wireless 

connection, among them Bluetooth  is a tone of the most 

successful technology. 

Three reasons:  

(1) Ease of use when formatting individual papers, 

 (2) Automatic compliance to electronic requirements that 

facilitate the concurrent or later production of electronic 

products.  

(3) Conformity of style throughout conference proceedings. 

Margins, column widths, line spacing, and type styles are 

built-in; examples of the type styles are provided throughout 

this document and are identified in italic type, within 

parentheses, following the example. Please don’t re-adjust 

these margins. Some components, such as multi-leveled 

equations, graphics, and tables are not prescribed; although the 

various table text styles are provide the formatter will need to 

create these components, incorporating the applicable criteria 

that follow. The Bluetooth wireless communication 

technology the Bluetooth wireless communication technology. 

Define under the IEEE 802.15.1  Standard [1].  Because 

of its attractive features, t h e  Bluetooth i s  considered 

inefficient solution for wireless personal area networking.  

The Bluetooth i s  designed to support small - size, low cost, 

low power consumption wireless links. For example a 

Bluetooth USB adapter does exceed the size of the W 

button on a standard computer keyboard.  In terms of power 

consumption, t o  establish a wireless link within 10 meters 

of range, the Bluetooth a d a p t e r  only incurs a power 

consumption ranging from 0.25 up to 2.5 m Watt. The 

retail price of the Bluetooth USB adapter i s  about 0.01$ in 

the market.  Bluetooth r ad io  system works in the 

unlicensed Industrial, Scientific, and Medical (ISM) band 

at 2.4 GHz Because of these attractive features, w e  can see 

a worldw ide usage of the Bluetooth devices. Bluetooth 

technology is embedded in most of portable electronic 

devices. According to  the  Bluetooth  Special Interest  

Group  (SIG),  the  number  of Bluetooth  enabled  devices 

was about  1 billion devices in 2006 with  a  many local 

wired shipping  rate  of 10 million device per  week. 

During 2008, 2 billion products had been shipped with 

Bluetooth enab led  wireless interface [2]. Today, 

connections such:  headset of cell phones, printers, 

c o m p u t e r  mouse and keyboard can be replaced with 

Bluetooth w i r e l e s s  links. And this makes it an 

important electronic technology of human modern life.  

However, as wireless data is inherently e x p o s e d  to 

eavesdropping, t h e  confidentiality i s  a central i s s ue  for 

all wireless networks as well as Bluetooth wireless network.  

This is because sensitive data, such as voice data, secret 

documents, and/or private pictures, is often carried over by 

wireless links. 

The Bluetooth s ys t e m basically relies on two techniques 

in order to keep confidentiality of transmitted data over 
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wireless links, which are: 

(a)  Encryption:  the Bluetooth  employs a stream  cipher, 

known as E0, to encrypt  wireless data.(b)  Frequency  

Hopping:  by employing this  technique,  the  Bluetooth  

radio  system  is con- tenuously  switching  between 

wireless channels.   This will be discussed in more 

details throughout this work Regarding the Bluetooth 

stream cipher E0, the cryptanalysis of this encryption is 

studied in the literature. There are many researches, 

including [7, 13], proposed attacking Bluetooth stream 

cipher.  The second kind of defense is achieved by the 

Frequency Hopping technique. This technique is 

originally proposed for avoiding performance 

downgrading due to noisy channels.  .The Frequency 

H o p p i n g  is the main security fence stat users rely on for 

data confidentiality. The challenge for an attacker is to 

predict the next channel of a Bluetooth link, so that it 

can tune its radio to follow the link for eavesdropping.  

The Frequency Hopping mechanism is the main topic of 

this work. By analyzing the Hop Selection kernel, we 

found a security threat that can be exploited to predict 

Bluetooth hopping sequence. Furthermore, we propose 

an attacking me t h o d  for the Hop Selection kernel. 

 

 

II RELATED WORK  

 

This section can be mainly divided into two topics: in the 

first topic, the cryptanalysis of the Bluetooth s t r e a m  

cipher  is reviewed.  While in the second topic, the 

Bluetooth F r e q u e n c y  Hopping and related researches 

are reviewed list.  The Bluetooth stream cipher E0 

Despite  the  cryptanalysis  of the  E0  stream  cipher  is 

beyond  the  thesis  scope, it  is useful to review some 

related  works.  The E0 stream cipher is designed 

specifically for Bluetooth [7]. Cracking the EO cipher 

cracking the E0 cipher is studied b y Levy et al [13] who 

proposed a uniform framework for cryptanalysis of the 

Bluetooth E0 cipher.  This method assumes that the E0 is 

employed outside the Bluetooth environment .  In other 

words, the encrypted stream of data is not affected by 

the Frequency Hopping mechanism of Bluetooth.  Lu et al 

[14] proposed a practical  attack  on Bluetooth  encryption;  

the author  assumes that  an attacker can observe the  

stream  of encrypted  data  which implies the  stream  is 

outside  the  effect of Frequency Hopping.   Shacked al [7] 

proposed a method fo r  cracking the Bluetooth P I N  

(Personal Identification N u m b e r ).THE pin can be used 

for The PIN can be used for decrypting Bluetooth 

w i r e l e s s  packet, in case of being encrypted.  This 

method requires that an attacker witnesses the pairing 

process of two or more Bluetooth devises. Because this is 

not practical, the author proposed some method to enforce 

already paired Bluetooth devices to break their connection 

and proceed with a repairing process. 

 

SECOND: FREQUENCY HOPPING 

The Frequency Hopping technique is originally proposed to 

improve Bluetooth performance  by avoiding noisy 

channels. Since the Bluetooth operators in the free unlicensed 

ISM band a probability to  face some noised channels by 

other wireless radios in the ISM band. The frequency 

hopping is a potential security feature because of difficulty of 

capturing Bluetooth wireless capturing a wireless packet 

requires an attacker to predict t h e  next channel to be 

employed by Bluetooth.   In a piconet setup, t h e  MAC 

address and the clock of the piconet master are utilized to 

generate pseudo random hopping sequence, where the 

hopping sequence is a string of pseudo random numbers 

With respect the Frequency Hopping, Spill et all [6] 

proposed a mechanism for extracting the MAC address and 

the first 6 bits of the device clock of the targeted piconet 

mater device. In order to hop along with Bluetooth, A l l  

the bits of the device clock, except the first bit, along 

with the device MAC address bits are required to be 

known.  The first 6 bits of the clock are not enough.  

Hence, there i s  a missing part w h i c h  is the rest bits of 

the clock C LK25−7.  In this work, base on the results of 

Spill [6] in order to expose the missing part of the clock. 

By this way, we will be able to hop just like the targeted 

B l u e t o o t h  some of the proposed attacks target the pairing 

process of Bluetooth sensitive information Sensitive 

information i s  exchanged through the pairing process of 

Bluetooth this includes about the hopping sequence 

synchronization encryption keys and so on however, listening 

to the pairing process in not possible all the time. Hence, 

the authors proposed breaking an established links in order 

to force users to proceed with pairing procedure again.   

This  kind  of attack  also assumes that  wireless packets  

are not  affected by the  Frequency  Hopping mechanism  

and can be captured  by an attacker.  Among these 

researches, Haatajaetal [9, 10, and 11] proposed Man-In-The-

Middle kind of attack on Bluetooth. This can be achieved 

by listening to the pairing process which is often 

impractical to be achieved at early communication stages.  

Therefore, the author proposed several methods for 

breaking an established connection.  This can be conducted 

by jamming wireless connections. Another way is sending 

some counterfeiter packet to packet to legitimate users so 

they might think something wrong going on and initiates 

the repairing process.  

 

III BLUTOOTH RADIO SPECTROUM. 

In order to enables a worldwide usability of the Bluetooth 

technology, the radio spectrum must be open and can be used 

by public without t h e  need for licenses. Toward this  end, 

the free unlicensed spectrum of the ISM Band was the 

choice for Bluetooth. This band, the Industrial, Scientific, 

and Medical, is globally available and this enables users 

from connecting their portable devices wherever they travel.  

In most of the countries, including the United States and 

Europe, the ISM band ranges from 2400 MHz up to 

2483.5 MHz [3].The freedom and world wide availability 

of the ISM band have some negative side effect as well.  

The side effect of using the free ISM band is possibility of 

facing noisy channels. This noise is simply caused by 

other wireless radios operating in the same frequency of 

the Bluetooth radio on the same time slot.  Therefore, a 

significant amount of interference might be added by those 

radios affecting the Bluetooth wireless link throughput or 
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performance. Some of the options available for the 

Bluetooth radio to mitigate the interference effects are 

interference suppression and avoidance interference avoiding 

is the most attractive solution since suppression requires 

adding more components and circuitry    to deal with 

unwanted frequencies. Avoidance can be achieved in time 

and/or frequency.  The time avoidance is suitable in the 

case of a pulsed jamming source of interference; while 

avoidance in frequency is more practical solution.  This is 

because the free bandwidth  offered through the ISM band 

is about 80 MHz and most radio systems are band-limited  

which increases the probability  of finding a part  of the 

ISM spectrum  where there is no dominating  interference 

[3].This reason and a number  of properties  make the 

Frequency  Hopping (FH)  is the best channel accessing 

technique  for the Bluetooth  radio.  The Bluetooth radio 

system defines 79 hop carries within the ISM band.  Each 

carrier is spaced by 1 MHz of channel bandwidth. The 

following equation rules this kind of division. 

                     f = 2402 + K MHz,   k = 0, 1... 78      

      

 

 

 
Where f in MHz which is measured represent the channel 

frequency that will be used for transmission the parameter k 

is an index that is used to specified one channel among 79 

channels.  Determining the value of the index K is the 

responsibility of a hardware unit called The Hop Selection 

kernel. For the Hop Selection kernel, coordination o f  

hopping sequence is not allowed by the FCC rules. 

Instead of this number of pseudorandom h o p p i n g  

sequences is defined. 
 

          

Figure: Transmission of Bluetooth wireless packets over 

multiple channels.   

The kernel hardware selected a particular hopping sequence 

based on the MAC address of the Bluetooth devices   

The Bluetooth clock is used to determine the phase in the 

hopping sequences. The nominal dwell time of utilizing a 

hopping channel is defined to be 625 µ second Therefore, the 

Bluetooth Hop Selection kernel generates about 1600 hops 

per second that are selected in a pseudorandom fashion. 

Based on this pseuido-randam scheme of hop selection the 

Bluetooth wireless packet between sender and receiver.  Based 

on this pseudo-random scheme of hop selection, the 

Bluetooth wireless packet between senders and receive. 

 

Figure:  illustrates transmitting wireless packet over  a 

single channel as an opposite option to the frequency 

hopping over 79 channels. 

 

IV.BLUETOOTH IDENTITY: THE DEVICE MAC 

ADDRESS. 

In the networking world, standards impose assigning a 

special ID number for each device participating in the 

network; this kind of IDs is called the device MAC address.  

The same standard is defined for the Bluetooth wi r e l e s s  

system.  The device MAC address should be unique over 

the network. To be more specific, sharing the MAC address 

by two, or more, Bluetooth devices is not allowed. The 

MAC address of Bluetooth device consists of 48 binary bits 

.the MAC address binary numbers is composed of the parts as 

shown. These three parts as follows.  

(1) The Lower Address Part LAP: this part consists of 

24 bits. 

(2) The Upper Address Part  UAP: this part  has 8 bits 

only 

(3) The Non-significant Address Part NAP: this part 

holds the rest of the 48 bits, which are16 bits. 

 

 
Figure: the standard format of the Bluetooth MAC address 

 

 

V DIGITAL CLOCK OF THE BLUETOOTH DEVICES The 

Bluetooth c l o c k  is basically a kind of rerunning digital 

counter device.  Such kind of clocks is different from many 
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known clocks because it not related to  the real time of 

day. This means the Bluetooth c lock  can be initialized 

with any value [1]. The Bluetooth c lock counter consists 

of 28 bits, hence, it is capable of counting up to (2
28 − 

1), as shown in Fig 

 

 
Figure: The timing of Bluetooth sys tem clock. 

This counter is designed in such a way that its counting 

sequence can be repeated every23 hours. The Bluetooth 

clock rate is 3.2 kHz [1]. Therefore, the Least Significant 

Bit (LSB) of this counters ticks, or flips, every 312.5 µ 

seconds a  basic  schematics diagram of Bluetooth 

clock counter  with some important  bi ts  and their  

plopping rates . The Bluetooth clock is an essential input 

parameter with respect to the Hop Selection kernel. It is 

important to mention that the Least Significant Bit of the 

clock, namely C LK0, is not involved in the operation of 

the Hop Selection kernel. 

VI.ADAPTIVE HOP SELECTION FACILITY 

The Adaptive Frequency Hopping (AFH) technique was 

proposed to improve the Bluetooth performance by 

avoiding transmission o ve r  noisy channels.  Because the 

Bluetooth o p era t e s  in the free unlicensed ISM spectrum, 

there might be some other wireless sources sharing the 

same frequency of Bluetooth i n  the same time period. 

therefore some of the 79 channels can be noised and should be 

avoided by the Bluetooth to maintain its throughput the 

adaptive frequency utilizes some measurement techniques to 

detected noisy channel and decided which one is “good” and 

which one is ”Bad”.  Good channels can be used by 

Bluetooth while bad channels should be avoided.  This 

mechanism of detecting the status of wireless channels is 

beyond the scope of this work. In general, the AFH 

technique provides the Hop Selection kernel with two 

essential input parameters, which are1.The AFH channel 

map:  is basically a string of 79cells, where a cell consists 

of 2-bit.Each cell holds the channel classification report o f  

the corresponding channel. The classification includes one 

of the following status Good, Bad, Unknown.  Based on the 

provided report or the status of each channel, the Hop 

Selection kernel can decide to use the channel or not. It is 

obvious that w i t h i n  noisy environment, the number of 

usable channels will be less those 79 channels.  The 

minimum number of channels that is allowed for Bluetooth 

to operate with is 20 channels.  This is the minimum 

requirement for normal operation of the Bluetooth wireless 
system.   Thus, we can express the parameter N in terms 

of the allowed range as follows: 

20 ≤ N ≤ 79 

The value of the input parameter  N plays an important 

role in the operation o f  the Hop Selection kernel. In the 

next two chapters we will further analyze the effect of this 

parameter on the operation of the Hop Selection kernel. 

 

VII. BLUETOOTH NETWORK TOPOLOGY . 

The network topology of the Bluetooth wireless network is a 

decentralized kind of networking known as the Ad Hoc 

wireless networking.  This scheme is recognizable aspect of 

the Blue- tooth system and it is required by the IEEE 

standard of Wireless Personal Area Networks as follows [1]: 

The functions and services required by an IEEE 802.15.1-

2005 device to operate within ad hoc networks. In general, 

wireless networking systems can be classified as centralized 

and decentralized networking. In the centralized type the 

wireless network requires a preexisting infrastructure in order 

to establish the network connection. As an example of such 

kind of networks a group of routers that are connected by a 

wired network a mobile network a mobile network established 

by one or more central nodes called base station where nodes 

rely on a wired backbone infrastructure and even a Wi-Fi 

access point connect with the wire or a wireless can be a 

good examples of that.  It is obvious that t he  central node, 

i.e. the base station is strictly distinguishable from other 

nodes in the network, which are called terminals. 

The opposed to this networking scheme is the decentralized 

networking scheme. In such networking scheme connected 

devices don’t rely on a preexisting infrastructure.  The 

ad-hoc wireless network can be classified as a 

decentralized type  of wireless network.   In the 

decentralized networking system there is no distinguishing 

features between the participating nodes. In other words, 

nodes are not classified as base station or terminals.  The 

connectivity style of wireless ad-hoc network relies on peer 

to peer communication, with no need for wired 

infrastructure. The Bluetooth wi re le ss  adopts the ad-hoc 

network topology.  The Bluetooth ad host networking 

futures can be summarized as follows  

(1) Infrastructure:  there is no underling infrastructure, 

such as wired network, to sup- port the connectivity 

between portable wireless Bluetooth units. 

(2) Central node: These kinds of nodes are not defined 

in the Bluetooth adhoc network. 

(3) Coordination of communication: there is no such 

kind of coordination for an Ad Hoc network.  In other 

words, many Bluetooth ad -hoc networks can exist in 

the same area at the same time. 

 

With  respect to Bluetooth,  the IEEE  standard states  that  

an ad-hoc Wireless Personal Area Network (WPAN)  can 

be formed in a spontaneous  manner  by a number  of 

Bluetooth devices,  typically from 2 up  to  8 devices.   

And  this  kind  of networks  should  require  no 

infrastructure and is limited in temporal  and spatial  

extent [1]. This information of Bluetooth device is 

called piconet which is basically a personal area 

network of Bluetooth devices one of Bluetooth devices 

participating in a piconet should be the piconet 

master. This is the one that initiates the PAN 

formation. All other p a r t i c i p a t i n g  devices are slaves. 

Moreover, a piconet master device controls Hopping 

sequence pattern of the whole piconet. This is necessary 

in order to make all slave devices associated with a 
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piconet hop just like the piconet master. By this way the 

slave device can capture wireless packets sent by the master 

device [3].  

 

 
 

VIII. HOP SELECTION KERNAL INTERNET. 

The Hop Selection Box and its main input parameters 

were presented in section 2.2. In this section, we discuss 

the internal components of the selection kernel, the input 

parameters of each component and the RF channel table 

 

STRACTURE OF THE MADEL 

Bluetooth Voice Transmission This model is a part of a 

Bluetooth system. Bluetooth is a short-range radio link 

technology that operates in the 2.4 GHz Industrial, Scientific, 

and Medical (ISM) band. This model modulates the signal 

using Gaussian frequency shift keying (GFSK) over a radio 

channel with maximum capacity of 1 Mbps. This model uses 

frequency hopping over a 79 MHz frequency range to avoid 

interference with other devices transmitting in the band. In this 

scheme, the sender divides transmission time into 625-

microsecond slots, and uses a new hop frequency for each slot.  

Parameters 

The model contains the following elements: 

 Master transmitter 

 Radio channel 

 IEEE 802.11b interferer 

 Slave receiver 

 Bit error rate (BER) display 

 Scopes 

 

The transmitter subsystem performs speech coding, buffering, 

framing, header error control (HEC), forward error correction 

(FEC), GFSK modulation, and frequency hopping. Channel 

effects modeled include thermal noise, path loss, and 

interference. The Free Space Path Loss block, from the RF 

Impairments library, models path loss. The IEEE 802.11b 

interferer is a masked subsystem that opens up a mask dialog 

for user input. Mean packet rate, packet length, power, and 

frequency location in the ISM band can be specified in the 

dialog. The Slave Receiver recovers speech from the 

transmitted signal, performing all the complementary 

operations that the transmitter does, but in reverse order. This 

model makes extensive use of frame-based processing, which 

can propagate large frames of samples at each execution step, 

allowing for much faster simulation of digital systems. The 

double connector lines between the blocks indicate frame-

based signals. 

This model also uses subsystems to organize groups of blocks, 

and it uses Goto/ from block pairs and colored regions to make 

the block diagram visually neater. 

Parameters in this Model 

 The high-quality voice (HV) packet type in the HV 

Packet type field. 

 The initial slot pair type in the Initial Slot Pair for 

HV3 field. 

Displays 

To examine the performance of this model, double-click the 

icons to open error rate display and scopes. The error rate 

display shows three types of error rates: 

Raw bit error rate, Residual bit error rate, Frame error rate 

(FER) 

The raw bit error rate displays the inconsistencies between the 

bits in the transmitted signal and the received signal. Frame 

error rate refers to the ratio of frame failure to the total number 

of frames. Frame failure, caused by noise and interference, is 

determined if the HEC fails to match the header info or if less 

than 57 bits are correct in the access code. If the frame fails, 

this is captured by a zero-valued Frame OK signal, which is 

used in the FER calculation as well as to exclude bad frames 

from the residual BER calculation. 

The Scopes icon opens a display of the spectrum of the 

transmitted Bluetooth signal (narrowband) with IEEE 802.11b 

interference. 

 

The timing diagram for the Bluetooth and interferer slots is 

also available. 
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A dynamic plot of packet frequency versus time is shown by 

the Spectrogram plot. 

 

The thin lines are the Bluetooth transmissions, while the 

larger, more colorful blocks are the interferer slots. Most of 

the time, due to frequency hopping, there is not much overlap 

of these slots. In a few cases, the signals do collide, as the 

Spectrogram plot clearly shows. 

IX. WORK DONE. 

There are always many possibilities to improve system 

performance like to increase data rate, to decrease the 

interference in channel, to reduce the bandwidth, to increase 

the range of device, to decrease the cost of system etc. In this 

work we have focused on to reduce the interference between 

Bluetooth and LAN in channel. To reduce interference, we can 

change coding technique, hopping sequence, time slot, 

transmission time, transmitted power etc. As compared to 

previous work, in this work we have design the system and 

increases order of filter (i.e. 13 to 15) at receiving end, the 

results shows better performance as compared to previous 

work. 

X RESULT 

1. Raw BER 

Fig…. show Raw Bit Error Rate performance of …… 

system,  

 

 

2. Raw Bit Errors 

 

 
 

 

 

 

3. Total number of bits 

 

4. Frame Error Rate 

 

      5. Frame Errors 

 
 

6.Number of Frames 

 

    7. Transmission Time 

        The fig…… shows that  
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Cases 

Frame Error Performance  

Frame 

Error 

Rate 

Frame 

Errors 

Numbe
r of 

Frames 

Transmissio
n Time 

(s) 

 

Previous 

Work 0.03407 20 

 
587 

 

 
2.203 

 

Work Done 
0.02707 16 

 
591 

 

 
2.215 

 

 

Cases 

Raw Bit Performance 

Raw BER 

Raw 

Bit 

Erro

rs 

Total number of 

bits 

Previous Work 0.01137 2442 2.15E+05 

Work Done 0.01025 2217 2.16E+05 

XII.CONCLUSION 

As transmission time increases, the number of transmitted and 

received frame is increases and an interference possibility 

(between LAN and Bluetooth) also increases. To design 

proper elements and subsystems, the system interference can 

be reduced. Here we design the system and increase order of 

filter at receiving so that system shows better performance as 

compared to previous system. 
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