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Abstract 

Cloud computing is a revolution in information 

technology industry due to its higher performance, 

accessibility, low cost and many other services 

compared to traditional online computing and storage 

methods. Cloud computing system can be easily 

intruded by various cyber attack such as DOS and 

DDOS attack. These attacks make cloud services 

unavailable to the legitimate users. In this paper a 

filtering method is proposed which combines the 

confidence based filtering method and with the hop 

count filtering method in order to mitigate the DDoS 

attack in cloud computing environment. The 

proposed method is validated by simulating it on 

MATLAB and has been found better as compared to 

the existing techniques. 

Keywords: Cloud Computing, DDoS attack, CBF 

method, Nominal profile, HCF method 

1. Introduction 

Cloud computing is a new way of delivering 

computing resources and services. Since the 

inception of cloud computing, many definitions have 

been reported in the literature but the most accepted 

definition of cloud computing is the one given by 

NIST “Cloud computing is a model for enabling 

ubiquitous, convenient, on-demand network access to 

a shared pool of configurable computing resources 

(e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and 

released with minimal management effort or service 

provider interaction [1]”. Cloud computing is 

basically provides three services - SaaS, PaaS, IaaS 

and four deployment models - public cloud, private 

cloud, hybrid cloud and community cloud. 

The three security requirements- confidentiality, 

integrity, and availability [2] - are difficult to 

implement and are more challenging in the cloud 

environment. Distributed Denial of Service (DDoS) 

attack is a major threat for cloud computing 

environment. It makes the system unavailable to the 

legitimate users and adversely affects the availability 

requirement of the cloud computing. DDoS attack, in 

which an array of zombies, slaves, agents controlled 

by an attacker or bot-master are used against some 

target(s) to cause denial of service. A set of these 

compromised machines or bots is called a botnet and 

generates a large amount of distributed attack packets 

targeting at the victims under the control of the 

attackers. This attack blocks the legitimate access to 

the servers, exhaust their resources such as network 

bandwidth, computing power and even lead to great 

financial  losses. 

The solution against DDoS attack proposed in the 

literature [3,4,5,6,7,8] still insufficient. To address 

this problem a model  is proposed based on hop count 

filtering (HCF) and confidence based filtering (CBF) 

methods. 

 

The rest of the paper is organized as follows: Section 

2 discusses the works related to DDoS attacks. 

Section 3 proposes a model to mitigate DDOS attack 

in cloud computing environment. Section 4 evaluates 

the proposed model by simulating it on MATLAB 

and discusses the results. Section 5 gives the 

conclusion and future scope of the work.  

                                                                             2. 

Related Work 
 

Wanchun et al. [3] presented Confidence Based 

Filtering method (CBF) where packets entering the 

cloud are differentiating whether they are attack 

packets or legitimate packets. To distinguish attack 

packets from the legitimate packets correlation 

patterns are used. The concept of correlation refers to 

the situation where some inferior characteristics take 

place at the same time when the packet flows. This 

means that the legitimate packet flows have unique 

correlation patterns. It uses confidence and CBF 

score. Confidence is the frequency of appearances of 

attributes in the packet flows. CBF score is the 

weighted average of the confidence of the attribute 

value pairs. A discarding threshold is a threshold 

value set to judge the filtration. The legitimate 

packets are those CBF score is greater than the 
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threshold. Harmful packets are discarded and the 

requests by the legitimate packets only are satisfied.  

 

Negi et al. [4] discusses a modification to the 

confidence Based Filtering method (CBF) which is 

investigated for cloud computing environment based 

on correlation pattern to mitigate DDoS attacks on 

Cloud. The modification introduces nominal 

additional bandwidth and tries to increase the 

processing speed of the victim initiated server. A new 

IPv4 header is created by modifying the field IHL. In 

enhanced confidence-based filtering method 

legitimate packet is the one whose confidence based 

filtering value is above the discarding threshold. The 

packets with scores less than the discarding threshold 

are regarded as attack ones.  

 

 Ismail et al. [5] presented covariance matrix 

approach to detect DDoS attack. The initial 

experiments conducted by them show that their 

approach can detect the attack effectually. Aishwarya 

and Malliga [6] propose a method to mitigate DDoS 

attack. The strategy uses the SYN Cookie to prevent 

the attack in the cloud in which the server ignores the 

connection packets when it does not receive the 

correct acknowledgement (ACK) from the client. The 

server checks whether it is a legitimate client or the 

spoofed one by using the first layer of security for 

hop count filtering mechanism and second layer of 

security by encoding the sequence number of the 

SYN packet. Additionally security is also provided 

for the data packets using the Message 

Authentication Code (MAC).  

 

Swain and Sahoo [7] propose a probability based 

HCF technique over conventional HCF Technique 

resulting in the saving of computational time. 

Usually, in conventional HCF 90% of erroneous 

packets are dropped [23] but in their case, 80% to 

85% of packets are dropped with the reduction in 

memory overhead. Unlike the HCF technique that 

checks every packet for its legitimacy, they check the 

packets till they reach malicious packets. This 

technique does not guarantee that the remaining 

unchecked packets are legitimate. 

 

 

3. Proposed Model 
 

HCF [6, 7] and CBF [3, 4, 5] techniques proposed in 

the literature to mitigate DDoS attack are still 

inefficient in many aspects such as: they are slow and 

costly; maintenance of tables are difficult and time 

consuming. To address these problems a model as 

shown in Fig. 1, based on HCF and CBF method in 

cloud computing environment is proposed. HCF 

method uses three fields - ACK, SYK, Time-to-Live 

(TTL). while CBF method uses six fields - Total 

length, Time-to-Live, Protocol Type, Source IP 

Address, Flag and Destination Port Number. First 

four fields come from IP header format and 

remaining two come from TCP header format. Each 

of these six fields is discussed below in detail: 

ACK (1 bit): indicates that the Acknowledgment field 

is significant. All packets after the initial SYN packet 

sent by the client should have this flag set. SYN (1 

bit): The SYN bit is used for sequence number 

synchronization which use three type of segments i.e. 

connection request, connection conformation when 

ACK bit is set and conformation acknowledgment. 

Time-to-Live (TTL) (8 bit): It prevents datagram 

from persisting (e.g. going in circles) on the Internet. 

It is specified in seconds and the field has become a 

hop count when the datagram travels through 

internet, router by router, each router decrements the 

TTL field by one. When the TTL field becomes zero, 

the router discards the packet and sends Time exceed 

message to the sender. Total Length (16 bit): This 16-

bit field defines the entire packet or fragment size, 

including header and data field, in bytes. The 

minimum-length packet is 20 bytes and the maximum 

is 65,535 bytes. Protocol Type (8 bit): This field 

defines the protocol used in the data portion of the IP 

datagram. Source IP Address (16 bit): This field is 

the IPv4 address of the sender of the packet. 

Destination port (16 bit): Destination port identifies 

the receiving port. 

The proposed model uses the SYN Cookie to prevent 

the attack in the cloud to mitigate the attack in which 

the server ignores the connection packets when it 

does not receive the correct acknowledgement (ACK) 

from the client which requested the connection. The 

server has rules to be checked whether it is a 

legitimate client or the spoofed one. The proposed 

model has two phases of security. The first phase of 

security is based on HCF method and second phase 

of security is based on CBF method. In both methods 

packets are divided into non-attack and attack period.  

http://en.wikipedia.org/wiki/Hop_count
http://en.wikipedia.org/wiki/IPv4_address


International Journal of Computer Application (2250-1797)  

Volume 5– No. 4, June2015 

241 
 

                                    

Fig 1: Improved CBF Filtering Method to Mitigate DDoS Attack 

 

First phase extracts the legitimate packets and 

discards the spoofed one and legitimate packets are 

saved and act as  input to the second phase. Three 

steps to calculate hop count and filtering of spoofed 

packets are as given below: 

Step1: Calculate the initial TTL of the packet which 

has reached the destination by extracting the final 

TTL of the packet from the IP header of the 

connection packet.  

Step 2: The hop-count value can be calculated by 

subtracting the final TTL and the initial TTL value of 

the packet i.e. Hc (Hop-count) = Initial TTL – Final 

TTL. 

Step 3: IP2HC table is used to index between the 

source IP address and the corresponding hop-count 

value which is maintained in the cloud server. The 

action is taken by the cloud server once the SYN 

packet is received. The rules are written in the cloud 

server to identify the spoofed packets from the 

legitimate ones.  

In second phase of security, packets are accepted 

from first phase and this phase is further divided into 

two parts i.e. non- attack and attack period. In non-

attack period legitimate packets are extracted by 

applying the following three steps: 

 

Step 1: Firstly, count the number of appearances of 

single attribute values i.e. Total Length, TTL,  

 

 

 

Protocol Type, Source IP Address, Flag and 

Destination port number. 

Step 2: Select the single attribute value with 

confidence higher than the threshold value or 

minconf value.  

Step 3: Again count the number of appearance of 

attribute value pair and calculate their confidence 

value and accept the packets, which are higher than 

minconf and update the nominal profile. 

 

In case of attack period, one additional calculation is 

done i.e. CBF score. In attack period CBF firstly look 

up the nominal profile for the confidence values 

corresponding to the attribute value pairs in the 

current packets and then calculate the scores for 

them. In most cases, the confidence values of 

frequently appeared attribute value pairs are found in 

nominal profile successfully. Three attribute pair 

TTL, IP protocol, TCP flag are taken. If the weights 

for (TTL, IP protocol), (IP protocol, TCP flag) and 

(TTL, TCP flag) are 6, 2 and 4, the CBF score for the 

packet is given by:  

                      n  

CBF score = ∑ (confidence value*weight of  

                    I=1 

attribute)/Total weight 

  

CBFscore=(6*0.0005+2*0.3+4*0.03)/6+2+4=0.0602.  

 

If this value is greater than threshold value than it is 

accepted otherwise this value is rejected. If the 

discarding threshold is 0.0676, the packet is judged 

legitimate. On the other hand, if it is 0.125 the packet 
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is considered attack one. The discarding threshold 

can be fixed based on CBF score distribution of 

legitimate packets. So the fixed discarding threshold 

is feasible because the processing speed is high with 

a fixed discarding threshold. 

 

4 Experiment Evaluation of Proposed 

Model 
 

To evaluate the proposed model, a data set consisting 

of 6000 packets is randomly generated by using randi 

function of MATLAB. The hardware environment 

includes Intel Core 2 Duo Processor and 2GB 

memory space. For the experiment, the value of 

minconf is set to 0.01 and discarded threshold is 

0.0676.The batchsize is set to be 1000, in each round 

thousand packets are transferred from sender to 

receiver. 

 

Result and Discussion: Data was generated by using 

randi function of MATLAB and total 6000 packets 

were generated to perform the simulation. Table 1 is 

showing the total number of packets and calculates 

three fields-legitimate packets, discarded packets and 

total time. Fig 4.2 shows that the performance of 

proposed method is better than the existing model. 

Table 1: HC Filter 

Algo Num 

Packets 

Legitimate 

Packets 

Discarded 

Packets 

Existing 6000 5609 391 

Proposed 6000 1860 4140 

 

 
 

 

Fig 4.2 HC Filter 

 

X- axis represents total packets, legitimate packets an 

discarded packets in existing and proposed method 

and y axis represents total packets sent by user. Here 

blue square represents the existing techniques and red 

square represents proposed method. In proposed 

method 1860 packets are legitimate and 4140 are 

discarded. Proposed method is better as compare to 

existing method CBF. 

 

Table 2: CBF Filter (Attack Period) 

Algo Num 

Packets 

Legitimate 

Packets 

Discard

ed 

Packets 

Tim

e (s) 

Existin

g 

3000 2609 391 0.24 

Propos

ed 

424 71 353 0.06 

 

Table 2 shows the performance of the proposed 

model in attack period. Fig 4.3 depicts substantial 

saving in time by the proposed model as compared to 

the existing method. 

 

 
 

Fig 4.3 Total Time 

 

In Fig 4.3 total time is shown where x axis represents 

existing and proposed method and y axis represents 

total time in seconds. The figure shows the total time 

is between 0 to 7 seconds. The time to process the 

packets with existing CBF is .024 sec and in 

proposed method when apply HCF on first phase the 

computation time is reduced. The time taken by 

proposed method is .06 sec in attack period, which is 

very less as compared to the existing model time of 

.24 sec. 

 

 

 

 

 

0
1000
2000
3000
4000
5000
6000

P

a

c

k

e

t

s

Filter Statistics

Existing

Proposed

0

0.05

0.1

0.15

0.2

0.25

0.3

Existing Proposed

T

i

m

e(

S

e

c)

Time

Time



International Journal of Computer Application (2250-1797)  

Volume 5– No. 4, June2015 

243 
 

 Table 3: CBF Update Profile (Non-Attack Period) 

Algo Num 

Packets 

Num 

Profile 

Entry 

Profile Updating 

Time (s) 

Existing 3000 1385 6.8 

Proposed 506 523 2.89 

 

                                    

 

 
 

Fig 4.4 Number of Profile Entries 

 

Table 3 shows number of profile entries and profile 

updaing time. Fig 4.4 shows number of Profile 

Entries in non-attack period by taking along. 

Numbers of entries are much less as compare to 

existing model. The proposed method reduces 

numbers of entries from 1385 to 523. 

 

 
 

Fig 4.5 Profile Updating Time 

 

In the similar way, Fig 4.5 shows Profile Updaing 

time in non-attack period and found that the proposed 

method has reduced processing time significantly. 

5. Conclusion and Future Work 
 

A model has been proposed to mitigate DDoS attack 

based on HCF and CBF methods. Model has been 

simulated using MATLAB tool. Experimental results 

have shown that the proposed model has increased 

performance as compared to existing models and has 

reduced processing time significantly. Simulation 

results have been found very promising. In proposed 

method the discarding threshold is fixed not dynamic, 

so proposed system will be enhanced in future by 

other  researchers in the following ways.  

 A more flexible discarding strategy to set the 

discarding threshold is required. Discarding 

threshold can be chosen dynamically based on 

the load balancing algorithm. 

 Enhance HCF method is used to detect spoofed 

packets on the first phase of security. 
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