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Abstract - In Wireless Sensor Networks (WSN), many researchers have proposed different 

routing protocols, particularly the routing protocols depending on clusters. This paper 

proposes a novel approach for secure data transmission and clustering based energy 

efficient in wireless sensor networks. In this approach, the two-level approach is used to 

protect the sensor network and to lower the communication overhead. It can greatly save 

the energy consumption, and decreases the uses of memory and bandwidth. This approach 

uses an encryption algorithm to secure AODV messages. It guarantees that a packet 

reaches the destination node even if malicious nodes present on the route and also the 

message is originated from the authenticated sender node and is not tampered. The 

proposed efficient encryption algorithm is able to verify whether the sender node is 

authenticated or not. 

 

Keywords: WSNs, Energy Efficient Routing, Power Consumption, Residual Energy, 

Security. 

 

I. INTRODUCTION 

A Sensor Network is sensor field where the sensor nodes are scattered. Senor node is defined as 

the core component of the Wireless Sensor network. Accountability of the sensor network is to 

collect the data and transmit it to a sink or destination node. Sink receives the data and then 

processes and stores all the data which is collected from the nodes. Its determination is to route 

this information reverse to a sink. The network must occupy self-organizing abilities since the 

position of individual nodes are not pre-decided. Cooperation among nodes is the prevalent 

feature of this type of network, where group of nodes cooperate to propagate the information 

gathered in their proximity to the user. A Wireless sensor Network(WSN) are formed by low 

power, low cost and small size sensor nodes communicating over the wireless links without 

using a fixed networked infrastructure. Sensor networks are expected to provide economically 

viable solutions for wide variety of applications such as safety monitoring, health care 

applications, military applications, civil, vehicle tracking etc. A Routing protocol is a protocol 



International Journal of Computer Application (2250-1797)  

Volume 5– No. 4, June2015 

153 
 

that state explicitly how routers communicate with each other, disseminating data that enables 

them to choose routes between any two nodes on the network. Routing protocol shares this 

information first among immediate neighbors, and then throughout the network. WSNs have 

many limitations such as communication range, computing power, storage space and the most 

important of all, the energy. Nodes have limited energy sources and in most of the applications 

they are not rechargeable. Nodes energy is consumed due to using sensors, communicating with 

other nodes and processing information. Communications are the main part in energy 

consumption. Routing protocols are very effective in reducing energy consumption. Due to the 

finite energy resources of sensor nodes, data required to be delivered in most energy efficient 

approach, without compromising the correctness of the information content. To make use of the 

small-sized cheap sensors, sensor network may contain thousands of nodes. Scalability and 

managing these huge numbers of sensors is major issue. Clustering is one solution to this 

problem. Clusters can be formed based on many criteria such as number, type of sensors, 

geographical location and communication range. For many of the sensor network applications, 

Security is one of the most important view points. For instance, the routing packet is tampered 

with or packet is dropped. For battle field networks, in such network it would be surely first 

considered with efficient and in time delivery of the message but with this we have to be more 

concerned about the security of the message also. Secure routing protocols in sensor network 

present challenges due to the resource limitations, no centrally administrated secure routers. An 

existing route could be disconnected or new route could be prevented from being established 

because of attacks. Efficiency in energy consumption is essential for routing protocol in WSNs. 

One of the considerable parameter that affects the network energy consumption is fairness in 

nodes energy consumption. To perform fairness, nodes energy should be used equally. If one 

portion of a network is used more than other portions, its energy will drop sooner than others and 

then the network will be partitioned. If a network is divided, its energy consumption increases 

severely. Using different portions to send data to sink makes the fairness accomplishment better. 

Using multipath protocols is adequate here. In this approach, the protocol uses an encryption 

algorithm to secure AODV messages and a hierarchical routing protocol which considers energy 

as two main parameters in routing process is proposed. 

 

II. PROPOSED METHODOLOGY 

 

Our work is aimed to secure data transmission and to better the network lifetime. In the proposed 

system, the sensor network is splitting into clusters with cluster head for each cluster. We assume 

that each sensor node has a unique ID (e.g., IP address). The cluster leader or cluster head knows 

the IDs of its sensor node in its cluster. The nodes in its cluster transmit the information or data 

to the cluster leader or cluster head in place of sending data immediately to the sink or 

destination node. Then, the cluster head collects the data from the sensor nodes in its cluster and 

send it to the sink or destination node. It can save the energy consumption, and decreases the 

memory usage and bandwidth. The protocol uses the encryption method to secure AODV 
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messages.  AODV commonly choose the shortest way route during route discovery process, and 

sticks to this route until it divides. Message exchange between the nodes drains power. If the 

nodes low on battery power, not able to send any further messages. In this situation, the route 

divides and AODV discovers an alternate path by way of another route discovery progress or 

process. This will extend the network life time. In this system, two-level approach is used for 

designing energy aware protocol. The cluster head collects the data and then sends this data to 

the destination node or sink along the route to reduce the communication overhead. Based on the 

energy cluster head is elected and a new cost function is used as routing metric taken into 

account both the hop count and energy levels of the nodes. To avoid the problem of criterion of 

routing loops, AODV makes use of sequence number in control packets. 

 

 

A) Route Discovery:  

When the sender wants to send data to sink or destination node whose path or route is not known 

for sender, it simply broadcast a route request (RREQ) to all its nearest nodes. The RREQ packet 

consists of source and destination IP address, source and destination ports, sequence number 

along with number of hop count, TTL, request ID, address of next hop and flag field in its packet 

format. If the receiver node of the RREQ packet that has not discover source IP and pair of ID or 

doesn‟t keep a newly caught (large sequence number) route to sink or destination node 

rebroadcast the same packet after increasing the hop count. When the RREQ packet reached at 

the destination node or sink, a route reply (RREP) packet is created and sent reverse to the sender 

node or source. The RREP packet consists of source and destination IP addresses destination 

node sequence number, flags and duration of the life of route along with hop count. The 

intermediate nodes, the nodes between the source and destination node receives the route reply 

packet (RREP), increases the hop count and it demonstrates a forward route to the sender or 

source of the packet and sends the packet on the reverse route. When the link breakage is 

detected in an active route, a route error (RERR) message is sent to its active node that were 

using specific route. 

 

B) Route maintenance:  

This stage is responsible for maintaining the route. If the route or path is not available, then the 

error message will be sent and all the nodes will be informed. 

 

 

 Enhancing the Security of the Protocol:  

 

In this system, to secure the AODV messages an encryption algorithm is used. In routing of 

AODV, source node or sender encrypts the message using RSA algorithm. To verify the sender 

node is authenticate, it generates secrete key using encryption algorithm. If the key is matched 

then it is confirmed that the sender node is authenticate node else it is confirmed that the 

message received is not from authenticate sender node.  
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Fig 2: System Architecture 

III. SIMULATION AND RESULTS 

We study the performance of our proposed system using computer simulation with network 

simulator 2 (NS-2). Network Simulator (NS-2) is an event driven, object oriented network 

simulating tool, very much used by the networking research community, professors and students. 

Simulation is the process of creating a model with its behavior. There are numerous network 

simulating tools available such as NS-2, GloMoSim, OPNET, QualNet, etc. NS-2 is the out 

performs among all the other tools. NS2 is It provides considerable support for simulation of 

TCP, routing, multicast protocols over wired and wireless (local and satellite) networks, etc.  

The Routing protocols DSDV, DSR, AODV is implemented using NS-2 and it‟s available as free 

open source programs. 

We evaluate the performance according to the following matrices. 
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1. Energy Consumption: It is the energy used for various node density and speed. 

 

Fig 2: Energy Consumed versus Network Size 

 

2. Throughput: It is the ratio of received packets to the sent packets. 

 

Fig 3: Throughput versus Time in Seconds 
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3. Delay: It specifies how long it takes for a bit of data to travel across the network from one 

node to another. 

 

 

 

Fig 4: Delay versus Time 

TABLE.1. SIMULATION SETUP 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Simulation 

parameters 

Simulation values 

Channel type Wireless channel 

Propagation model Two-ray ground 

Network interface 

type 

Phy/wireless phy 

Interface queue type Queue/drop 

tail/priqueue 

Transmission range 250 m 

Network dimension 1300*1300 m 

Total number of 

nodes 

49 

MAC protocol IEEE 802.11 

Simulation time 30 

Antenna type Omniantenna 
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IV. CONCLUSION   

In this paper, we proposed the protocol guarantees that destination node gets a correct query 

result from the sensor network. The protocol uses an encryption algorithm to secure AODV 

messages. The proposed encryption algorithm verifies whether the sender node is authenticated 

or unauthenticated. Two level approach used for lower communication overhead. By using the 

two level approach it reduces the communication overhead and saves the power consumption of 

nodes significantly. The proposed scheme is able to detect malicious node present on the route. It 

guarantees that message is not tampered with on the route. The proposed schemes is able to 

guarantees to be more efficient and less energy consuming in securing AODV routing protocol in 

protecting against the attacks on AODV. 
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