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ABSTRACT  

 Internet is on the edge of another revolution, where resources are globally networked 

and can be easily shared. Cloud computing is the main component of this paradigm in order to 

share the data, which renders the Internet in large repository where resources are available to 

everyone as services. Cloud computing typically begins with virtualization and is the ability 

to run the multiple operating systems on a single machine buy sharing all the resources that 

belong to the hardware. We are seeing that cloud adoption is significantly more complex than 

we imagined particularly in terms of resource virtualization management 

Thus in this paper after surveying some of the current best practice and relevant literature in 

this area, reviews of virtualization in context of methods and technique currently used for 

cloud computing are explored. This paper will identify the key ideas, trends, which involved 

for resource virtualization in cloud. 
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INTRODUCTION  

   What is cloud computing? 

Cloud computing is a network-based environment that focuses on sharing computations and 

resources among the cloud service consumers, cloud partners, and cloud vendors. At present, it is 

common to access content across the Internet independently without reference to the underlying 

infrastructure. This infrastructure is having data centers that are observe and maintained around 

the clock by service providers. Cloud computing is an next step of this sequence wherein the 

capabilities of business applications are exposed as sophisticated services that can be accessed 

over a network [1]. The resource sharing at various levels results in various cloud offerings such 

as infrastructure as a cloud, software as a cloud, application as a cloud. 

Virtualization as an element of cloud computing  
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Cloud is not virtualization. That is a separate topic. However, many of the underlying 

benefits of cloud computing would be impossible to achieve without virtualization, so it is safe to 

say that cloud computing requires virtualization.  

Cloud computing is as much a methodology, Cloud isn’t really a technology at all. It is a way of 

service delivery to user and its associated report [2]. Without focusing and understaing effect 

virtualization we cannot do anything. We also need to add in Repetition of work and policies that 

govern, recorded, obtained and many other facets of your IT infrastructure. Essentially 

virtualization of computing systems by encapsulating system resources and capabilities in the 

form of services and provides a loose-coupling interaction mechanism among these services.  

 

Many organizations have deployed virtualization by creating virtual servers on top of their 

previous networking, place and security architecture. But with private cloud computing, we need 

to think about and design these technologies in conjunction with one another [2]. The more likely 

scenario is that a private cloud computing environment is built on a virtual infrastructure for 

complex preparations, settling, configuration, and distribution requirements. 

 What is Virtualization? 

From computing perspective, virtualization means that computing tasks or programs are run 

under the virtual environment rather than physical hardware, namely real environment. With the 

help of virtualization, a single CPU / RAM / hard disk could be emulated as multiple parallel 

CPUs / RAM / hard disks and many various operating systems are enabled to run on one 

platform independently, so as to improve the utility of the computer. The term virtualization 

means to the emulation of hardware within a software platform. Because of this a single 

computer can take on the role of multiple computers. There are several advantage of 

virtualization like easier manageability, discharging of the compatibility issues, efficient use of 

resources, fault isolation, security, rapid deployment , problem free testing ,portability, reduce 

costs etc [3]. 

Cloud providers use virtualization technologies combined with self-service abilities for 

computing resources via network infrastructures. Based on virtualization, the cloud computing 

paradigm allows workloads to be deployed and scaled-out quickly through the rapid provisioning 

of Virtual Machines or physical machines. A technically foundation of Cloud computing lies in 

virtualization of various computing resources which are essentially for an abstraction of logical 

functions of underlying physical resources [4]. 

Why to Virtualize? 

Flexibility: more than one instance can be created, virtually supports legacy operating systems 

efficiently for use of any application. 

Availability: temporary migration is achieved, if physical is system down, Live Migration is 

possible, lower infrastructure, energy, and facility costs. 

Scalability: Fast and flexible scalability, Load balancing and consolidation in a Data Center is 

possible, anywhere access to desktop applications and data. 

Hardware utilization: virtual machines utilize hardware resources that are left idle, Greater 

utilization of hardware infrastructure investments.  

Security: Enhanced security using multiple virtual machines, jailing of services can be used for 

security which is to running one service as separate services by one virtual machine. 

VIRTUALIZATION COMPONENTS 

Virtualization is one of most important elements that make cloud computing with following 
components. 
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  Figure 1 general view Virtualization.  

Virtual servers: Most of the current interest in virtualization revolves around virtual servers in 

part because virtualizing servers can result in significant cost savings in cloud. Virtual server is 

having parts like CPU, Memory, Network, Operating system and Storage. 

Server Consolidation: server consolidation is the process that enables different virtual servers 

in organization to share one physical server in Virtualization technology [5], and is commonly 

used to increase utilization of hardware, load balancing, and optimum use of available resources. 

Due to this different virtual servers can be able to run different guest operating systems on the 

same host causes flexibility.  

Virtual machine: The phrase virtual machine (VM) refers to a software computer that, like a 

physical computer system, runs an operating system and different applications for use purpose. 

An operating system on a virtual machine is called a guest operating system. In addition, there is 

a management layer called a virtual machine monitor that creates and controls the all virtual 

machines' in virtual environment [5]. 

Hypervisor: To manage the various aspects of virtualization in cloud computing most companies 

use hypervisors. Because in cloud computing we need to support many different operating 

environments, an ideal delivery mechanism is generated by using hypervisor by showing the 

same application on lots of different systems. Because hypervisors can load multiple operating 

systems in short instance of time and leads practical way of making quickly and efficiently 

things virtualized [6]. 

A hypervisor also referred to as a virtual machine manager (“VMM”), is the software layer 

that controls access to the host’s physical hardware, and creates and runs the VMs. There are two 

types of hypervisors: bare metal/native or hosted [7]. In a bare metal instance, the hypervisor 

runs directly on the host’s hardware and allows running multiple operating systems on the same 

physical hardware. Hosted hypervisors run on top of the host’s operating system, and additional 

operating system environments are run within the host’s OS. 

Virtualization and cloud computing are also so closely connected because the major 

hypervisor vendors - VMware, Microsoft and Citrix Systems. 

 Native virtualization and hosted virtualization 

Native virtualization means the hypervisor has direct access to hardware resources, due to 

that better performance, stability and scalability can be achieved. Native virtualization is 

software systems that run directly on the host's hardware to control the hardware, and to observe 

the guest operating systems in system. Consequently, above the hypervisor on a separate level 

the guest operating system runs [8]. In native virtualization hypervisor does not require admin to 

install a server operating system. 

Hosted hypervisors are designed to run within a traditional operating system. In other words, 

a hosted hypervisor insert a different software layer on top of the given host operating system, 

http://www.dummies.com/how-to/content/how-to-use-virtualization-with-cloud-computing.html#glossary-hypervisor
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and the guest operating system will becomes a second software level above the host operating 

system [8]. In hosted hypervisor we requires to first installing an OS. These hypervisors are 

basically like applications that install on a guest OS. Better hardware compatibility is achieved 

with this approach than other native virtualization, because the to run hardware drivers OS is 

responsible rather than the hypervisor.  

Virtualization Approaches 

There are several common approaches to virtualization with differences between how each 

controls the virtual machines.  

Operating System-Based Virtualization 

In this approach virtualization is enabled by a host operating system that supports multiple 

isolated and virtualized guest OS’s on a single physical server with the characteristic that all are 

on the same operating system kernel with exclusive control over the hardware infrastructure [9]. 

The host operating system can view and has control over the Virtual Machines. This approach is 

simple, but it has vulnerabilities, such as when injecting controlling scripts into the host 

operating system which leads all new guest OS’s can access control over the host OS in this 

kernel. The result is that the attacker will have control over all Virtual Machines that exist or will 

be established in the future [7]. 

Application-Based Virtualization 

An application-based virtualization is hosted on top of the hosting operating system. This 

virtualization application then emulates each VM containing its own guest operating system and 

related applications. Such virtualization framework is not commonly used in commercial 

organization environments. Operating system-based virtualization and Application based 

Virtualization having same Security issues. 

Hypervisor-Based Virtualization 

The hypervisor is available at the boot time of machine in order to control the sharing of 

system resources across multiple VMs. Some of these Virtual Machines are priority partitions 

which manage the virtualization platform and hosted Virtual Machines. In this architecture, the 

priority partitions can view and control the Virtual Machines. Additional security tools such as 

intrusion detection systems can be establish as well as utilize with controllable environment 

approach [7]. However, 2it is vulnerable because the hypervisor has a single point of failure. If 

the hypervisor crashes or the attacker gains control over it, then all VMs are under the attacker’s 

control. However, working from hypervisor to VM other than the virtual machine level is some 

sort difficult, but not impossible.  

Areas of virtualization 

 There are three areas of IT where virtualization is making head roads, network 

virtualization, storage virtualization and server virtualization.  

Network virtualization 

 Network virtualization is a method of combining the available resources in a network by 

splitting up the available bandwidth into channels, each of which is different from the others 

virtualization technique, and each of which can be assigned (or reassigned) to a particular server 

or device in real time [12]. The idea is that virtualization disguises the true complexity of the 

network by separating it into manageable parts; much like your partitioned hard drive makes it 

easier to manage your files. A good example of network virtualization is Windows Azure virtual 

networking. 

Storage virtualization 

 Storage virtualization is the pooling of physical storage from multiple network storage 

devices into what appears to be a single storage device that is managed from a central console 

http://searchenterprisewan.techtarget.com/definition/bandwidth
http://searchdatacenter.techtarget.com/definition/channel
http://searchcio-midmarket.techtarget.com/definition/real-time
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[12]. Storage virtualization is commonly used in storage area networks (SANs) where logically 

separating a computing objects from its hardware. Storage virtualization is the ability to integrate 

multiple and heterogeneous storage devices with the huge storage capacities, managing it like as 

single logical storage device with a continuous memory space [13]. 

Server virtualization 

 Server virtualization is the masking of server resources including the number and identity 

of individual physical server processors, and operating systems from user’s server. The intention 

is to introduce the user from having to understand and manage complicated details of server 

resources while increasing resource sharing and utilization and maintaining the capacity to 

expand later [9]. It provides efficiencies and capabilities that just aren't possible when 

constrained within a physical world. This is in contrast to dedicating one server to a single 

application or task. 

 Characteristics of Virtualization 

 Virtualization has three characteristics that make it ideal for cloud computing: 

Partitioning: In virtualization, you can use partitioning to support many applications and 

operating systems (OSes) in a single physical system. 

Isolation: Because each virtual machine is isolated, each machine is protected from crashes and 

viruses in the other machines. 

Encapsulation: Encapsulation can protect each application so that it doesn’t interfere with other 

applications. Using encapsulation, a virtual machine can be represented (and even stored) as a 

single file, making it easy to identify and present to other applications. 

 Cloud computing model significantly improves the application QoS requirements under 

fluctuating resource and service demand patterns. To understand how virtualization helps with 

cloud computing we must understand its many forms. In essence, in all cases, a resource actually 

emulates or imitates another resource. Here are some examples: 

Virtual memory: Disks have a lot more space than memory. PCs can use virtual memory to 

borrow extra memory from the hard disk. Although virtual disks are slower than real memory, if 

managed right, the substitution works surprisingly well. 

Software: There is virtualization software available that can emulate an entire computer, which 

means 1 computer can perform as though it were actually 20 computers. Using this kind of 

software you might be able to move from a data center with thousands of servers to one that 

supports as few as a couple of hundred. 

Virtualization Management 

 Modern virtualization software provides several advanced management functions that can 

automate administration tasks and reduce the overall operational burden on virtualized IT 

resources. Many administrative tasks can be performed more easily using virtual servers as 

opposed to using their physical counterparts [10].  

 Providers such as Google, Salesforce, Amazon, IBM, Sun Microsystems and Microsoft, 

have begun to establish new data centers for hosting Cloud computing applications in various 

locations around the world to provide redundancy and ensure reliability and OpenNebula is an 

open source, virtual infrastructure manager that deploys virtualized services on both a local list 

of resources and external clouds. Haizea, a resource lease application system, can act as a 

scheduling back end module for OpenNebula, and provide features that are not found in other 

network cloud software or virtualization-based online management software 

3. RESOURCE VIRTUALIZATION 

 Anything required for the execution of a program is called a resource. The processor, 

http://searchstorage.techtarget.com/definition/storage-area-network-SAN
http://www.dummies.com/how-to/content/how-to-use-virtualization-with-cloud-computing.html#glossary-virtual_memory
http://www.dummies.com/how-to/content/how-to-use-virtualization-with-cloud-computing.html#glossary-virtual_memory
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printers, memory, displays, disk storage, keyboards, mice, and networks are best examples of 

resources. One of the most interesting and useful type of virtualization is resource virtualization: 

The primary functions of an operating system are management of resources and virtualization of 

resources. Out of this the part of the management is implicitly available in the virtualization.  

 The goal of resource virtualization is to create a layer of abstraction between actual 

physical hardware providing resources (power, disk space, CPU cycles, RAM, connectivity,) and 

the semantic activities which consume those resources (web service, e-mail, ssh, etc) [9]. This 

abstraction could make it easier to offer more reliable and powerful service because of 

advantages in redundancy, flexibility, and service isolation[13]. 

 When a certain resource, like data storage or physical memory, is available to a virtual 

machine, then virtual machine can allocate it for storing its data of its vendors who using virtual 

machine. If the resources are not in use or in need they are later reallocated to another virtual 

machine or can be therefore removed, the new virtual machine is now able to read the data from 

storage on cloude or memory. The data on such resources must be properly deleted when being 

transitioned from one virtual machine to the next [14]. The resources need to be properly 

protected, prior to allocating it to new virtual machine.  

Types of resource virtualization 

There are two types of resource virtualization: partitioning and dynamic allocation. 

Partitioning (Static) 

 It is also referred as slicing; resource virtualization partitioning will pre-allocates a 

segment of the hardware parts for a number of services. For example, a CPU may be divided into 

three equal parts between three difference services; each of those services can consume no more 

than 33 percent of the CPU. Partitioning is typically static, creating hard boundaries that do not 

scale as resource requirements change[16]. 

Dynamic Allocation 

 The antonym to partitioning, dynamic provisioning is based on thresholds and the 

resource needs of a service at a particular time. Rather than carving out a fixed hardware chunk 

for a service, dynamic allocation will scale the hardware as needed for each service. Thresholds 

are set to limit the scale (if desired) and to moderate multiple services that require large portions 

of the hardware. 

Virtualized resource management 

Virtualization of resources is carving up or dynamically allocating compute resources to services 

as requested so virtualized resource management is required and it is supported by virtualization 

infrastructure management (VIM) [15] tools that collectively manage virtual IT resources and 

rely on a centralized management module.  

The management of virtualized resources is important, because many vendors, such as 

virtual machine (VMs), containers, zones, or virtual desktops, request resources. Virtualized 

resources are always limited, and they are always shared between many virtualization 

environments; therefore, it is important to restrict access to specific shared resources, isolating 

resources from being used by certain workloads, or at least block shared resource allocation of 

workloads. By doing that, we can confirm about service level for every virtualized environment 

or influence of its performance [16].  

Virtualized resource management limits access to shared resources, but it also track 

resource consumption and accumulate accounting information. Without resource management, 
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all workloads would be handled equally, depending on their request for resource. The outcome 

could be that one Virtual Machine takes so much memory during runtime that other VMs on the 

same system get blocked and due to no available memory; important memory requests cannot be 

longer served. 

Another example of the benefits of resource management is the ability to find how much 

resources (for example, CPU) should be made available to others in a virtualized environment. 

This could be important for license application and software-behavior reasons [13]. 

So the advantage of virtualized resource management related to VMs are as follows: 

• Allocating limits to entities from consuming unlimited resources 

• Based on external events able to change a priority 

• Achieving goal for maximizing system utilization by balance resource guarantees   

•   Dynamically or carving up allocating computing resources to services as requested from 

vendors 

4 CONCLUSIONS AND FUTURE WORK 

 Virtualization has become an increasingly important field in the recent years due to the 

growth of data centers and cloud computing But these technologies can be complicated and 

costly, often requiring a lot of work to provide a limited set of features. Virtualized machines 

will often require increased processor and memory resources which can further raise power 

consumption above what a non-virtualized machine would draw. Paravirtualization can also get 

introduced which is an entirely new technology that offers an “order of magnitude” greater 

performance. paravirtualization refers to communication between the guest OS and the 

hypervisor to improve performance and efficiency.  

Exciting new opportunities for applying resource virtualization which provides a vehicle to 

use in practice many of the results from distributed systems and more research have arisen in this 

context, where large numbers of high-performance machines are connected to the Internet. 
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