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Abstract 

The article aims to identify the malicious 

wormhole attacker nodes that are present in 

wireless sensor networks. It will also 

redefine the routing by choosing alternate 

path. The scope of this work is to study 

various ways to apply Worm-Hole attack 

and derive a need to detect and prevent 

WSNs from Worm-Hole Attack based on 

Ad-hoc on demand distance vector protocol 

(AODV). 
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1. Introduction 

Wireless sensor networks continue to grow, 

and becoming a very popular technology, so 

it needs some effective security 

mechanisms. In sensor networks, sensor 

nodes interact with the sensitive data and 

operate in hostile environments. The 

wireless sensor networks are being used in 

many ways. Traditionally, it has been used 

in the high-end application such as radiation 

and nuclear-threat detection systems, 

weapons sensors for ships, biomedical 

applications, habitat sensing and seismic 

monitoring. Recently, wireless sensor 

networks are focusing on national security 

applications and consumer applications such 

as military applications, environmental 

applications, health applications, home 

applications, and commercial applications. 

The sensor nodes have lack of resources and 

less computing power, which pose different 

security related challenges on traditional 

network. The attacker can easily attack on 

the wireless sensor networks due to lack of 

security infrastructure or security for such 

networks. Wormhole attack is most common 

attack in wireless sensor networks. 

Wireless Sensor Network (WSN) 
designates to an organization of spatially 

scattered and consecrate sensors for 

observing and recording the substantial 

conditions of the environment and 

coordinates the collected data at an 

intermediate location. WSNs calculate 

environmental conditions like sound, 

temperature, humidity, pollution levels, 

pressure, wind direction and speed, 

etc…WSNs were antecedently designed to 

promote military tasks but its application has 

since been expanded to the areas of health, 
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traffic, and many other industrial and 

consumer product areas. A WSN may 

consist of few hundreds to thousands of 

sensor nodes. The sensor node accessory 

includes a microcontroller, a radio receiver 

by the side of antenna, an energy source, an 

electronic circuit, and a battery. The 

proportion of the sensor nodes can also vary 

from the dimension of a shoe box to as 

minute as the dimension of a fragment of 

dust. As such, their prices also range from a 

few rupees to hundreds of dollars depending 

upon the objective of a sensor like energy 

utilization, bandwidth, memory and 

computational speed rate. 

TYPES OF WIRELESS SENSOR 

NETWORKS: 

There are five types of the wireless sensor 

network as follows:- 

a) Terrestrial Wireless sensor network:-

Terrestrial WSNs typically consist of 

hundreds to thousands of economical 

sensor nodes arranged in a given 

territory, either in an ad hoc or in a pre-

planned manner. In ad hoc deployment, 

sensor nodes can be deteriorated from a 

plane and contingently placed into the 

target area. In the pre-planned 

deployment, there is a network 

placement, 2-d and 3-d placement 

model, peerless placement. In a 

terrestrial WSN, responsible 

communication in a substantial 

environment is very important. 

b) Underground Wireless sensor network: - 

In this type of wireless sensor network 

the sensor node is covered underground 

and is basically used for the detection 

and monitoring of any underground 

situation. 

c) Underwater Wireless sensor network: - 

In this type of network, network nodes 

and vehicles are deployed underwater. 

Unlike terrestrial WSNs, underwater 

sensor nodes are more valuable and less 

dense and autonomous underwater 

vehicles are used for gathering data from 

sensor nodes. Sensor nodes correspond 

through acoustic signals in underwater 

WSN. 

d) Multi-media Wireless sensor network: - 

Multi-media WSNs are used to observe 

and track events in the manifestation of 

multimedia. Multi-media WSNs consist 

of a number of insignificant cost sensor 

nodes equipped with microphones and 

high quality cameras. These sensor 

nodes correspond with each other for 

process, data retrieval, correlation, and 

compression over a wireless connection. 

e) Mobile Wireless sensor network: - 

Mobile WSNs is a combination of sensor 

nodes that can proceed on their own and 

connect with the physical environment. 

Mobile nodes have the ability of 

computing, sensing and communication 

like static nodes. 

AODV & WORMHOLE ATTACK 

AODV Routing Protocol 

The ad-hoc on demand distance vector 

routing (AODV) protocol is a reactive 

protocol developed for dynamic route 

finding in wireless network. It uses RREQ 

message to made route request and RREP 

for route reply. Initially, sender broadcast 

RREQ packet consisting destination address 

as target to its neighbor nodes. If it ultimate 

destination is directly connected withsender 

it generate RREP message and update 

routing table with hop count and route 

details. But in most of the situation 

destination is indirectly connected with 
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sender, thus to rectify this situation, 

neighbor nodes re-broadcast the route 

discovery packet till it do not ultimate 

destination. When RREQ packet reaches the 

destination, destination node are required to 

update routing table and reply to sender 

about receiving of route request. Destination 

uses RREP message to reply to the sender 

node but it do not broadcast the packet. It 

uses stored route from sender to destination 

and just get reverse to same. Periodically, 

Hello messages are used to check the 

activation status of node and connected link. 

In case of multiple Route Reply messages, 

source select route with shortest hop count. 

Figure 2.1 demonstrate the Data Packet 

communication using AODV protocol 

  

 

Fig. 2.1: AODV Data Packet 

Communication 

A Wormhole attack is used to compromise 

the network by capturing or introducing 

better communication node then existing 

sensor nodes to degrade the performance. 

There are five methods to apply wormhole 

attack on AODV. The attacker uses high 

power transmission node or high bandwidth 

tunnel to create illusion of shortest path 

among nodes. Attacker uses this quality 

techniques to promote itself for route 

discovery or data packet communication. 

Due to quality shortest route, neighbor get 

wonder and adopt the solution for 

communication. Once connection establish, 

attacker collect data packet one end and 

deactivate the forwarding link  

A typical wormhole attack requires two or 

more attackers (malicious nodes) having 

better communication capability and 

resources than other sensor nodes. The 

attacker creates a low-latency link (high-

bandwidth tunnel) between two or more 

attackers in the network. Attackers promote 

these tunnels as high-quality routes to the 

base station. Hence, neighboring sensor 

nodes take up this tunnel for their 

communication. The strange factor is, all 

data packet moves from this tunnel and 

attacker may collect or drop data packet 

respectively.  

2.2.1 Wormhole Using Encapsulation 

In encapsulation-based wormhole attacks, 

numerous nodes survive amid two malicious 

nodes and the data packets are encapsulated 

among the malicious nodes. Since 

encapsulated data packets are sent amid the 

malicious nodes, the definite hop count need 

not augment during the traversal. Therefore, 

routing protocols which use hop count for 

lane selection are chiefly vulnerable to 

encapsulation-based wormhole attacks. For 

example, ad-hoc on-demand distance vector 

(AODV) routing protocol, a source initiated 

on on-demand routing protocol, is one of the 

largely accepted routing protocols in WSNs. 

In AODV protocol, in order to limit the 

amount of flooding, each node broadcasts 

only the first route request (RREQ) message 

it receives and drops any extra copies of the 

similar demand/request. However, AODV 

protocol fails under encapsulation-based 

wormhole attacks. When a malicious node at 

one part of the network hears the RREQ, it 

transfers this RREQ to the erstwhile 
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malevolent node at a far location near the 

target node. The second malicious node then 

rebroadcasts the RREQ. The neighbor s of 

the second malicious node receive the 

RREQ and drop any further legitimate 

RREQs that are coming from legitimate 

multi-hop paths. As a result, the route 

between the source and the destination 

include the malicious nodes that form the 

wormhole. This prevents sensor nodes from 

discovering legitimate paths that are 

additional two hops away from it. 

2.2.2 Wormhole Using High-quality/Out-of-

band Channel 

In this mode, the wormhole attack is 

launched by having a high-quality, single-

hop, out-of-band link (called tunnel) 

between the malicious nodes. This tunnel 

can be achieved, for instance, by using a 

straight wired link. This form of attack is 

more hard to start on than the packet 

encapsulation method since it requests 

specialized hardware potential. 

2.2.3 Wormhole Using High-power 

Transmission 

 In this kind of wormhole attack, 

simply one malicious node by means of 

high-power broadcast ability exists in the 

network and this node can correspond with 

other usual nodes from an elongated space. 

When a malicious node receives an RREQ, 

it sends (broadcasts) the request at a 

elevated power level. Any node that receives 

the high-power broadcast rebroadcasts the 

RREQ towards the destination. By this 

method, the malicious node increases its 

probability to be in the routes recognized 

between the source and the objective even 

exclusive of the involvement of an 

additional malicious node. This attack can 

be mitigated if each sensor node is able to 

precisely measure the received signal 

strength. 

2.2.4 Wormhole Using Protocol Distortion. 

 In this form of wormhole attack, a 

single malicious node tries to draw network 

traffic by distorting the routing protocol. 

Routing protocols that depend on the 

'shortest delay' instead of the 'smallest hop 

count' is at the danger of wormhole attacks 

by means of protocol buckle. In hop-count-

based routing protocols, in order to lessen 

the number of MAC-layer collisions, sensor 

nodes classically waits for a casual time 

before RREQ forwarding. In this wormhole 

method, a malicious node can generate a 

wormhole by not pass on RREQs without 

back-off. The point is to let the RREQ 

packet arrive first at the destination and so 

that the malicious node is included in the 

path to the destination. This type of 

wormhole is undisruptive and it is also 

known as “rushing attack” in the fiction. 

However, in a lot of situations, attackers use 

this attack as a first step to perform denial-

of-service attacks, which can negotiate the 

safety of the whole network. 

2.2.5 Wormhole Using Packet Relay 

 Packet-relay-based wormhole attacks 

can be done by one or more malevolent 

nodes. In this attack type, a malicious node 

relays data packets of two distant sensor 

nodes to convince them that they are 

neighbor s. This kind of attack is also called 

“replay-based attack” in the literature. 

Sensor networks habitually have one or 

extra points of regional control called base-

stations. A base station is typically a 

gateway to another network, a powerful data 

dispensation or storage centre, or an 

admission point for human edge or interface. 

They can be used as a bridge to distribute 

the organized information into the system or 

extract data from it. In some previous work 

on sensor network routing protocols, support 
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stations have also been subjected to as the 

end points. 

Base stations characteristically provide a lot 

of instructions of extent more commanding 

than sensor nodes. They may have 

workstation or laptop rank processors, 

memory, and storage space, AC power, and 

high bandwidth associates for 

communication amid themselves. 

Nevertheless, sensors are forced to employ 

lower-power, lower-bandwidth, shorter-

range radios, so multi hop wireless network 

would be able to exchange information 

through base station. 

 In order to lessen the total figure of posts or 

messages sent to build up energy, sensor 

readings from a number of nodes may be 

processed at one of the many possible 

aggregation-points. An aggregation point 

gathers sensor readings from neighboring 

nodes and frontwards a single message 

demonstrating an aggregate of the values. 

Aggregation points are characteristically 

regular sensor nodes, and their assortment is 

not unavoidably static. Aggregation points 

could be selected vigorously for each 

enquiry or event, for instance. There may 

possibility that node of network may be in 

adversary situation and delay may introduce 

to an outgoing messages until a sufficient 

number of incoming messages have been 

received. 

Power management in sensor networks is 

significant. At occupied power, the Berkeley 

Mica mote could lope for only two weeks or 

so preceding to exhausting its batteries. As a 

result, if we wish for sensor networks to 

very last for years, it is vital that they lope at 

approximately a 1% duty cycle (or less). 

Likewise, since the power use of the radio is 

three orders of scale higher when 

transmitting or listening than when in sleep 

form, it is decisive to keep the radio in 

slumber mode the overpowering popularity 

of the time.It is clear that we must abandon 

many preconceptions about network 

security: sensor networks diverge from other 

distributed systems in key ways.  

Problem Formulation:  

Although, energy utilization and resource 

consumption are major problems with WSN, 

but security also becomes a key prerequisite 

for modern age applications. Weak security 

or absence of security may not only 

conciliate classified information but also 

makes them accessible for malicious attacks. 

Attackers may use the above mentioned 

security threats to make needless energy 

utilization and resource consumption that 

degrades network performance. 

     One of the major issues with 

wireless sensor networks is to uphold 

confidentiality. A wireless sensor network 

should not seep out any of its credential 

even when sensors are read by their 

neighbor nodes. They use encryption 

algorithms for privacy conservation. 

Encryption mechanisms are very awkward 

in nature as they generate security overhead 

and enlarge packet size for that reason. They 

also increase energy utilization due to 

encryption and decryption procedures and 

network traffic. Finally, work concludes 

that, there is a necessity to find out different 

vibrant featured confidentiality approach 

based on network traffic condition and 

security level of current event and 

intermediate node for different applications. 

The major security issue with wireless 

sensor network is insecure routing. Even 

though, a large amount of work has been 

done in this area but all the proposed 

techniques are based on stationary 

strategies. They do not consist of current 

network traffic, security factor of midway 

nodes and selected route. Further, the 

susceptibility of routing process gives 

opening to attackers for compromising 

sensor nodes or intermediate messages to 
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misguide routing process or bring network 

into endless state. One of the major draw 

backs of insecure routing is increased 

routing time, unnecessary energy 

utilization, resource consumption and 

restricted access conditions during 

communication. 

 

Future Directions: 

The main requirement for the proposed 

work is to first observe the actual 

performance of network by applying 

security threats to it and analyze the 

activities of a network under different 

environments. On the basis of the outcome 

and observation the desired algorithm 

would be designed which will be tested in 

the same environment in order to perform 

comparison analysis and observe that the 

algorithm gives required results. 

The routing algorithm utilized in the 

wireless sensor network presents the 

clustering method which is vulnerable to the 

various types of attacks mentioned earlier 

such as denial of service attack, warm-hole 

attack, black hole attack and heavy traffic 

attack. In order to resolve this issue,firstly 

an impact analysis study has to be 

performed on the network which will 

provide the vulnerability level i.e. up to 

what extent the network is vulnerable to the 

above mentioned threats. This study will 

provide a base for designing the algorithm 

and its requirements. This work will 

completely analyze the basic security threats 

on the Wireless Sensor Networks. The 

objective of this study is to minimize the 

security threats in the WSN in order to 

transmit data without any problem. The 

proposed work will perform a security aware 

formulation and also define it in order to 

enhance the security in WSN and its 

performance in comparison with the 

previous algorithm. In order to simulate our 

research Qualnet will be used. Qualnet is a 

viable version of GloMoSim utilized by the 

Scalable Network Technologies (SNT). It is 

a rapid GUI based model designing, 

animation and analysis system used to 

design high-fidelity commercial protocols 

and device models. It provides the facility to 

perform comparative performance 

evaluation of different protocols at the same 

time. It has a modular and layered stack 

design. It also supports parallel execution 

thus providing scalability for wider range of 

networks. 

 

Conclusion 

This research work carried out the detailed 

study and analysis of AODV routing 

protocols and security issues and attacks in 

WSNs theoretically and through simulation. 

This research paper give the brief study of 

wireless sensor networks, security threats 

and wormhole attack. It also investigate the 

problem and suggest ,methodology to 

overcome it. 
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