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Abstract 

Symbolic execution is one of the popular automated testing techniques for program 

verification and test case generation. It ensures coverage of each and every path by 

generating and aggregating path constraints on each branch. Although, the technique was 

proposed three decades ago but due to advancement in constraint solving techniques, 

availability of powerful computers and development of new algorithms research community 

has shown much interest in the recent past. Applying symbolic execution for program 

verification and test case generation is simple and straight forward. However, this technique 

is not widely recognized and accepted in software Industry for large real world software. This 

is mainly because of certain factors that are being perceived or visualized as current 

challenges before research community. Rigorous efforts are being made by researchers and 

practitioners in order to target these challenges. In this paper, an attempt has been made to 

present an overview of these challenges and state-of-the-art solutions, including a discussion 

on symbolic execution methods in context of software testing. Further, the paper proposes a 

framework for automatic and effective program testing using symbolic execution. 

Index Terms: Symbolic execution, Denial of Service, Environmental condition, Branch 

dependency, Path coverage. 
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I. INTRODUCTION   
Testing is one of the important activities of software development life cycle. It is the primary 

and prominent way of validating, functional and non-functional aspect of any software.  

Functional testing ensures that software is working as per its requirements i.e. conformance 

to the specification. Non- functional testing includes testing the software for security , safety, 

performance and other aspects. Thus Software testing should ensure safety, security, 

reliability and robustness of software. As far as cost is concern, testing is the most expensive 

phase of software development as it usually accounts for about 50% cost of the software 

development [30]. Testing may perform manually, automated or a combination of both. 

Manual testing includes testing of software without using any automated tool or any script. 

Manual testing is costly as it tests each and every aspect of software, manually. 
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On the other side, automatic methods of testing significantly reduce testing cost and 

increase the robustness of software by enabling thorough testing. In particular, automation of 

test data generation can improve testing productivity. An automated tool follow a sequence of 

steps more quickly than a person, and it can execute the tests overnight to present the results 

at fast pace. Automatic software testing ranges from static testing to dynamic testing. Static 

testing includes testing of software without executing the software, like code reviews or static 

analysis while dynamic testing ensures testing by executing the software. Each of these 

techniques has their own merits and demerits. Static technique can be applied to very large 

program but it may generate false positive or spurious warning, while dynamic testing 

highlights actual error but it may miss several errors due to missing certain path for testing. 

Software industries are using different automatic testing techniques which include static, 

dynamic or combination of both but the main challenges that industries are facing include 

optimal test case generation and complete path coverage so that the program should not miss 

any path or should not have any dark path. Complete path testing is an important activity to 

uncover several safety and security issues, which are not very feasible by merely running the 

application with a set of input parameters. Several automatic testing techniques have been 

developed to tackle these issues. 

As far as testing techniques are concerned, Random testing[9][10][11] and symbolic 

testing[6][7][13][14] are two widely used automatic testing techniques. Random testing 

technique doesn’t need knowing of internals of programs and are very easy to follow but fails 

to explore search space in a structured way, it may miss important path and also it may 

explore the same program path again and again. On the other hand, pure symbolic testing is a 

promising technique that thoroughly executes the program symbolically taking into 

consideration each and every path. Beside this, it also suffers from some limitations like 

dealing with native calls, floating point computations and especially, dealing with complex 

constraints and so on. Researchers are taking these limitations as challenges and continuously 

working to get rid of these limitations. 

Though Symbolic execution suffers from some limitations, it is very effective in Safety and 

security testing [7][13][14][5] as it verifies each and every path in the program and ensures 

that no untested paths remain in the program. This approach automatically detect corner cases 

where programmer fails to allocate memory or manipulate buffers, which may lead to security 

vulnerabilities[14]. The paper highlights the recent work in context of symbolic execution and 

further focuses on the limitations of Symbolic execution like object creation problem, 

recursion, dealing with complex constraints and so on. A survey on symbolic execution is 

nicely reported in the paper of Pasareanu and Visser [33]. 

The remainder of this paper is organized as follows: In Section II, we discuss symbolic 

execution. Section III highlights the related work in the area while section IV identifies the 

limitation of symbolic execution in context of testing. Section V presents the proposed 

framework. Section VI concludes the paper along with future direction of work. 

 

II.SYMBOLIC EXECUTION 

Symbolic execution is a testing technique that executes the program symbolically [23][24]. 

Although this is an old idea but practical tools have started to emerge recently because of 

increase in computational powers. In concrete execution, path is determined by the inputs 

but in symbolic execution of the program each and every path is executed on the basis of 

path condition (PC). Each branch point has its own path condition and PC at higher level is 

the aggregation of current branch and the previous level branch. Classical symbolic 

execution internally contains two components: (i) Path condition generation and (ii) path 

condition solver, described as below: 

1) Path condition generation: Symbolic execution considers both true and false path by 
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generating path conditions for both true and false path. Suppose an expression is given as 

if(cond) then S1 else S2 

then in this case PC for the true branch would be 

P C → P C ∧  cond 

and PC for false branch would be 

P C → P C ∧  ¬cond 

2) Path Condition Solver: Symbolic  execution uses Path condition solver or in other words 

constraint solver for two purposes. First it checks if path is feasible or not and second, it 

generates the inputs for the program that satisfy these constraints. Main challenge of 

symbolic execution lies in solving path condition as many researchers agree that for the 

whole cost of symbolic execution, the cost of constraint solving dominates everything else 

since constraint solving is a NP-complete  problem[8]. 

 

III. RELATED WORK 

Several methods and algorithms have been proposed using Symbolic execution and have 

been extensively used in Software testing and verification research [4][6][7][13][14][2] 

[36][32][27][31][20][5]. This technique is now being used in Industrial practice at 

Microsoft, IBM, NASA and other Organizations and has also become an important part of 

several commercial products [43]. Here we briefly describe some popular methods related to 

Symbolic execution in context of software testing. 

In 2005, Godefroid et al. [13] have presented a tool viz. DART to automate unit testing of 

software using symbolic input. They stressed that how a dynamic tool can be more effective 

than a static tool. In order to execute and test a component in isolation with high path 

coverage, their method uses three techniques in sequence. First technique automates the 

extraction of interface of a program through which a program can obtain its input. 

Automatic generation of test driver for this interface is used at second stage and at last 

dynamic analysis is done to check how program behaves on input generated at second stage 

and at the same time symbolic constraint for alternate path is generated. 

An effective security testing tool named SAGE [14]  has been developed by Godefroid et  

al. at Microsoft  research lab that take advantages of recent advancement in Symbolic 

execution and dynamic test generation. Their method generates the test cases very quickly 

unlike random testing, where chances of hitting a test case may be very minimal. Suppose a 

condition is given as  

if (y==5) then S1 

In this case only one in 2
32

 chances can satisfy this condition if y is taken as 32 bit integer. 

This method effectively tests the corner cases of the program for which test cases generation 

is quite complex. In this paper author has claimed that several vulnerabilities can be found 

through their tool like ANI MS07- 017 [16] and others which are difficult to find otherwise. 

Kobi and Tao [20] proposed a method to test particularly, Object oriented programs by 

integrating evolutionary algorithm and dynamic symbolic execution. Dynamic symbolic 

execution will generate special primitive-type arguments to cover the path, which are 

otherwise difficult to generate and evolutionary algorithm would generate the method 

sequence to lead the receiver object or non-primitive arguments to specific desirable state. 

Jacob and Koushik [4] proposed a method for high path coverage using concolic testing. 

They have compared and contrasted several search strategies which decides selection of a 

particular branch in each of the iteration for exploring path space. They had also highlighted 

a key point that the number of execution paths required to get full branch coverage is 
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bounded by the total number of branches in the program. 

Cadar et al. [7] proposed a method viz. EXE, an bug finding tool that ensures deep path 

testing of real code. EXE runs code on symbolic input instead of manually or randomly 

constructed input. When symbolic expression is checked, EXE forks execution so that it can 

explore each possibility.  EXE automatically generates input set when a path terminates or 

hits a bug. These inputs are generated through its own co-designed constraint solver, STP. A 

new method KLEE [5] which is a complete redesign of method EXE has been proposed by 

Cadar et al. KLEE is designed for robust and deep checking of broad range of applications 

and accommodates the lesson learnt from EXE live run. It includes variety of constraint 

solving optimization techniques and uses search heuristics to get high coverage. Recently, Li 

et al. [28] presented a first symbolic execution based automatic test tool generation for C++ 

programs and called it KLOVER. They have extended the C based symbolic execution tool, 

KLEE and built their tool on top of KLEE. Their method has adopted variety of optimizations 

which are in addition of optimizations used in KLEE. 

 Several java based symbolic execution methods [21][31] built on Java 

PathFinder(JPF) have been proposed by the research community. jFUZZ [21] is a concolic 

whitebox fuzzer, built on top of JPF that executes the program both concretely and 

symbolically. jFUZZ systematically generates path constraint for each of true and false 

branch of any condition and queries constraint solver to generate input for the program. Thus, 

jFUZZ can systematically explore every control-flow path. Symbolic Path Finder (SPF) [31] 

combines symbolic execution with constraint solving and model checking for automated test 

case generation. SPF handles inputs and operations on Booleans, integers, real and complex 

data structures. It uses the generic constraint solver for integer, linear and interval arithmetic 

solver. The related work reported in the literature shows that an extensive work is in progress 

on symbolic execution for program testing and verifications [42]. Some of the prominent 

papers are reviewed and included here in this paper. 

IV. CHALLENGES OR LIMITATIONS OF SYMBOLIC EXECUTION 

Symbolic testing is a promising testing technique that thoroughly executes the program 

symbolically taking into consideration each and every path. Although applying symbolic 

execution in program verification and test case generation is simple and straight forward but 

in practice, it suffers from some limitations that hinder it from wide acceptation for large 

real world software. Several researches have been carried out to overcome these limitations. 

Following section describe in detail the limitations of symbolic execution and state-of-the-

art solutions. 

(a)  Missing full path coverage: Aim of automatic test input generation is to cover more 

and more paths. Symbolic execution as discussed in previous section is supposed to explore 

full path coverage but in practice due to large and complex nature of program this is 

practically difficult. Complex and large programs generate extremely large no. of paths and 

high computational overhead due to execution of each and every path. Several works have 

been published to tackle this issue. 

Tomb et al. [38] proposed a technique that can adjust how deeply to follow calls from each 

top-level method and can also adjust the path termination condition. Xie [41] proposes an 

approach called Fitnex, which uses fitness values that checks how close an already 

discovered feasible path is to a particular test target. 
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(b)  Inability in Handling of Complex Mathematical Functions: Now a day automated  

software is being used in almost every domain and becoming more and more complex. 

Several domains need complex mathematical computations like software for air-traffic 

controllers, software for different type of designing and others which extensively use 

trigonometric functions and other mathematical functions. So special care should be taken 

for solving these type of complex mathematical constraints. Recently, Souza et al. proposed 

a constraint solving method CORAL [36] for complex mathematical constraints. CORAL 

uses evolutionary approach to search for the candidate solution starting with population 

obtained from random assignment. Although their method uses different optimization 

techniques to improve the search space, their quality of search suffers from random initial 

population. This limitation has been further improved by Borges et al. [2] by combining 

interval constraint solvers and meta-heuristic search techniques. 

(c) Ineffective handling of external functions in constraint solving: In many 

programming languages, symbolic execution may face several external functions. Since 

external functions are out of scope of constraint solver, symbolic execution may suffer from 

this limitation. Suppose a branch has been used as 

if(y==extrnfun())  then  S1  else  S2 

where extrnfun() is an external function. Unfortunately symbolically executing this 

statement is not possible. This type of statement is frequent in practice due to complex 

program statements and call to operating system and library functions [12]. Summary [1] [8] 

[12]  [15] can be used to handle these type of situation where functions are out of scope of 

constraint solver. 

(d) Inability in solving floating point computations: Generally, constraint solver 

approximate floating point numbers as constraint over rational number. Solutions valid for 

rational numbers may not valid for floating point numbers. Certain system, like real time 

systems, where a fraction of time difference could be a serious concern, need very effective 

floating point computation. Existing tools based on symbolic execution currently do not 

handle floating point in efficient and effective manner. Reason behind is, inability of solving 

floating point constraint through off-the-shelf constraint solvers. People have proposed 

Some methods [3][27] for floating point constraint solving. 

Botella et al. [3] proposed a constraint solver that first translates the complex expression 

over floating point into equivalent relation which captures all the semantics of the floating 

point operations. Then in second step a dedicated floating point constraint solver is used that 

handle these constraints according to semantics of floating-point arithmetic. This method 

doesn’t consider combination of floating point and integer expression. A further improved 

method has been proposed by Lakhotia et al. [27] that combines search based software 

testing(SBST) and dynamic symbolic execution(DSE). 

(e) Inability in solving String Constraint: Symbolic execution includes constraint 

generation followed by constraint solving phase. People are developing now a day off-the-

shelf constraint solving for different type of constraints be it Mathematical constraints, 

floating point constraints or any other. Similarly there is need for efficient and effective 

string constraint solving method. Researchers have given several methods [19] [22] to solve 

string constraints. 

Hooimeijer and Weimer [19] in their method, first construct a graph representing the 

constraints and variables involved.  Then walks through the graph using a search heuristic, 

and guesses the solutions along the way. HAMPI [22], first, normalize the input constraints. 

In second phase, it translates these normalized string constraints into a quantifier-free logic 

of bit-vectors. Then, it hands over the bit-vector constraints to STP which decides that the 

string constraint is satisfiable or not. 
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(f)  Object Creation Problem: In case of Object oriented program testing, class methods 

need certain sequence of method calls to construct desired object’s states to cover certain 

branches [40].  Test case for methods of  a class contains creation of an object, change of its 

internal state, if required and at last calling the method being tested with proper input values 

[39]. Suppose we are testing a method m of class C and the code is something like below: 

C c; 

X x; x.fill(10); 

m(5,x); 

In this case, object of Class X should be created well in advance and filled with proper value 

to change it to proper state. This poses a great challenge in generation of symbolic 

constraints of a branch condition because sequence of method calls issued by applications 

using a given class is unknown or partially known. 

Several methods [40][39][37] have been proposed to solve this issue at stage of symbolic 

execution constraint generation. Tonella [39] has applied genetic algorithm to automatically 

produce test cases in form of chromosomes. These chromosomes encode sequence of 

statements for creation of object, state change and method calling. Suresh et al. [37] 

proposed a method that mines code bases and extract the sequence of method calls and 

object creation for a particular receiver or argument object type. Xusheng et al. [40] 

developed a tool viz. Covana that handles external method and Object creation problems 

faced by automated test-generation approaches such as Symbolic execution. Covana, 

collects required information from dynamic symbolic execution tool for identifying different 

types of problem candidates. It then computes data dependencies from collected required 

information which helps Covana to prune irrelevant problem candidates. At last, it generates 

sequence of method calls, object creation and object state change for problem candidates. 

(g)  Handling of environmental conditions: Symbolic execution tests only those programs 

which accept input as parameters. In real scenario our program may interact with  several 

external resources to read or write data items. These external resources could be noisy or 

unreliable and may exhibit unpredictable failures. Suppose a program is trying to read from 

a file which is not present at specified location then in this case exception would be 

generated. Symbolic execution fails to test these types of failures as it works on input 

parameters only. To handle these situations, we have proposed a method that has been 

discussed in proposed method section through integration of exception generator with 

symbolic execution. 

(h) Branch dependency problem: Symbolic execution ensures high path coverage by 

taking into consideration each and every branch and generates constraints for each path. It 

solves these path constraints and generates input data for a particular path, then the program 

is executed on these input data to ensure that particular path has actually been executed. 

Testing can be further enhancing if problematic statement transformed to branch condition 

so that a separate path is generated for fault as well.Like generating branch condition for 

divide-by-exception, null pointer exceptions and others. This can be better explained by an 

example given below. 

int x=10; 

if (y>0 AND y<=10) 

return (z+10); 

else 

return (x)/(y-1); 

Here in the above example, symbolic execution may miss divide-by-zero exception because 

there is no specific branch condition for divide-by-zero condition. Symbolic execution itself 
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can’t generate these branch conditions. For these type of cases we may transform our 

program [18][17][29] to a branching condition so that symbolic execution can trace these 

type of special cases. This type of transformation is known as testability transformation. 

Above code can be transformed as below so that symbolic execution can trace divide-by-

zero exception. 

int x=10; 

if (y>0 AND y<=10) 

return (z+10); 

else 

 if (y==1) 

 "Error"; 

 else 

return (x)/(y-1); 

We can transform the code for other exceptions as well which would enhance the testability 

of a program. 

 

The above section has explained limitations of symbolic execution and state-of-the-art 

solutions. This study reveals quite clearly that researchers are rigorously working on 

symbolic execution and slowly it is being recognized and accepted as one of the important 

techniques in industry. Table 1 given below shows some of the significant highlights of the 

study. 

 Table1: Limitations of symbolic execution and Corresponding solutions 

Limitations Brief Description Solutions 

Missing full path coverage Unable to explore full path due to complex and 

large programs. 

Tomb et al.[38] , Xie et al.[41] 

Inability  to handle complex 

mathematical functions 

Problems in solving complex mathematical 

computations. 

CORAL[36], Borges et al.[2] 

Ineffective to  handle 

external functions 

Issues in solving path constraint that contains 

external functions. 

Summary[1][8][12][15] 

Inability to solve floating 

point computations 

 Constraint solver approximates floating point 

numbers that may be a serious problem for safety 

critical and real time system. 

Botella et al.[3], Lakhotia et 

al.[27] 

Inability  to solve  string  

constraint 

Several branch conditions include string 

comparison that brings issues in constraint 

solving. 

Hooimeijer   and   Weimer[19], 

HAMPI[22] 

Object creation problem Test case for class methods contains object 

creation, change of internal state , if required. 

Lastly, required method invocation that poses a 

great challenge as sequence of method call is 

unknown or partially known. 

Tonella[39] ,Suresh  et  al.[37] 

Xusheng et al.[40] 

Branch dependency 

problem 

Symbolic execution itself can’t generate branch 

conditions for certain problematic statement like 

case of divide-by-error. It can only create 

constraint for the existing branch conditions. 

Transformation Technique 

[Proposed Framework ] 

Handling of environmental 

conditions 

In real scenario, the program may interact with 

several external resources to read or write data 

items that may be noisy and unreliable. How to 

test such cases through symbolic executor as 

symbolic execution only works on program 

signature? 

Handled using exception 

injector 

[Proposed Framework ] 
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Fig 1: Automated testing framework using symbolic execution 

V. PROPOSED FRAMEWORK 

The framework is developed focusing only on last two limitations of symbolic execution as 

discussed in previous section that is handling of environmental conditions and branch 

dependency problem. The framework provides following benefits: (i) it tests programs for 

errors where merely traversing program symbolically doesn’t generate any error. (ii) it tests 

programs for any environmental failures such as server down, file reading error and so on.  

The framework works as follows: 

Step1:  First it transforms the Program under test(PUT) for better testability and to uncover 

issues such as ”Divide By Zero” exceptions. 

Step2:  This transformed program would pass through exception generator which will scan 

whole program and list all exceptions that could be generated in the program. 

Step3:  Now, for all possible exceptions, aspects would be created that will generate actual 

exceptions at proper location during run time. 

Step4: PUT with aspects will be executed through symbolic executor which will log 

error/fault. 

This method symbolically executes transformed program in such a way that at each 

specified locations aspect get called, which generates the required exceptions. Whenever an 

exception gets generated, our method re-executes the program leaving previously generated 

exceptions to check for other exceptions. The proposed framework has been depicted above 

in the figure 1. 

VI. CONCLUSION AND FUTURE WORK 

The paper presented current research trends in symbolic execution, along with its limitations 

and their state-of-art solutions in context of software testing. The study shows that these 

limitations are hindering symbolic execution for large and complex programs. However, the 

ongoing work on symbolic execution shows a promising trend for its wide acceptance in 

near future.  The proposed a framework that is based on testability transformation, symbolic 

execution and Aspect oriented program in order to deal with some of the limitations or 

challenges of symbolic execution. In future, we would test this framework on different live 

programs and test its effectiveness in terms of fault finding. Moreover, the framework 

would also be revised and enhanced using evolutionary algorithm and fuzz testing for better 

in depth coverage and more fault finding ability. 
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