
International Journal of Computer Application (2250-1797)  

Volume 5– No. 7, December 2015 
 

21 

 

 Cloud Security Framework using AES-128 bit key and 

Counting Bloom Filter Algorithm.  
 

Anandteerth Onkar
#1

, Prof. Satish .R. Todmal
#2

 

#1 ME Student, CSE Dept, JSPM‟s Imperial College of Engineering& Research, Wagholi, 

Pune, anandteerthon kar@ gmail.com. 

#2 H.O.D, CSE Dept, JSPM‟s Imperial College of Engineering& Research, Wagholi, Pune, 

srtodm al@ gmail.com. 

 

 

 

 

 

ABSTRACT  

 

 With the increase in number of people and organizations migrating to cloud has raised a 

concern for data security. In cloud computing environment, services are hosted over large data 

centers which completely managed by the cloud service provider, this causes lack of trust. So 

a Third Party Auditor (TPA) can be provisioned to ensure the data integrity over the 

outsourced data. TPA can not only read but also modify data. Therefore a security mechanism 

should be provided to solve this problem. 

 

 In this paper analysis of different mechanisms implemented to ensure data security while 

using services from cloud is carried out and taking into considerations the areas of 

improvement a security framework has been built using simple AES-128 bit key and 

Counting Bloom-Filter algorithm to ensure confidentiality and integrity of data shared over 

cloud. The results show that the system implemented is effiecient as the time required to 

verify the data on the cloud is comparably less.  
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I.  INTRODUCTION  

        The National Institute of Standards and Technology (NIST) [1] defines Cloud 

Computing on basis of the type of services provided (i.e. IaaS, PaaS and SaaS), the 

deployment models (Private, Public, Hybrid and Community), and finally the characteristics 

(viz. Resource Pooling, On-Demand Self Service, Broad Network Access, Rapid Elasticity 

and Measured Service). Additionally NIST Cloud Computing Reference Architecture [2], 

focuses on Cloud Computing security, interoperability and portability requirements which 

helps in development of Standards and Guidelines in collaboration with varied Standard 

Bodies, major private sector entities and other renowned stakeholders. 

          Cloud Computing has proved to be one amongst the many promising IT infrastructure 

in the computing generation. Inspite of these phenomenal advantages possessed by the cloud 

environment, there are some extraneous factors that challenges the cloud from the security 

aspect of data. The data shared over cloud is completely under the administration of the Cloud 

Service Provider (CSP), the cloud consumers have minimal or no control over the outsourced 

data, as mentioned in the Service Level Agreement (SLA). This factor causes lack of trust 

among the cloud consumers, as the integrity of data is put at risk. There are several scenarios 

where the data integrity is put at risk: Internal and external threats/attacks on the CSP‟s 

Infrastructure, CSP provoked to behave in unfaithful against the cloud consumers etc. Some 

of the real world instances that have compromised with the security or have caused outages in 

services have been described in [3-6]. 

      The systems implemented to overcome these issues faced are discussed in Section-II. 

Section-III describes the problem statement of why the work has been carried out. In Section - 

IV the implementation of the system along with the algorithms used has been described and 

finally in Section-V the results are discussed and compared with existing system. 

 

 

 

II. LITERATURE SURVEY 

        An extensive research is required in order to bring in more advancement in the Cloud 

Computing Infrastructure. Some of these research challenges for system and application 

developers, engineers, system administrators, and service providers are described in [7]. 

According to [8], seven specific security issues that the customers should question about, to 

the vendors before selecting a cloud vendor are: Regulatory compliance, Privileged user 

access, Investigative support, Data location, Data Segregation, Recovery and Long-term 

viability. 

       As described earlier that users do not have direct control over the outsourced data, so only 

adoption of traditional cryptographic algorithms to provide data security is not advisable [9]. 

In [9] they have proposed a scheme, wherein error-correcting codes and spot-checking are 

integrated to ensure possession and retrievability of data files from remote archive service 
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systems. Apparently the number of audit challenges is fixed that can be performed by the 

user, and also their proposed scheme does not support public auditability. 

      To verify the integrity of data, downloading the complete data is not advisable as the data 

sizes are large, because the seeding and downloading of the data requires high bandwidth and 

data transmission rate [10]. Taking into consideration these factors the cost associated with 

the task of auditing to check the integrity of data in the cloud environment increases 

exponentially, and the consumer will have to pay high expenses. 

    Additionally the computational overhead at the CSP's end with respect to cloud storage 

should be minimized, so that the user can store and retrieve the data to or from cloud without 

performing extensive operations. The user‟s willingness is put at question when the data 

integrity verification becomes complex. Cloud being a multi-tenant environment get requests 

from different users simultaneously to check for the integrity of data. To avoid this extra 

computational overhead and ensure the integrity of data it is necessary to appoint a separate 

entity who will take up the responsibility of public auditing for the CSP's cloud storage. This 

ultimate enables the user to contact a Third Party Auditor (TPA), who is completely a 

different entity, to perform the auditing task of the outsourced data whenever requested. 

    A TPA is an experty who is capabalized with multiple mechanism to verify the integrity of 

the outsourced data. This benefits both the cloud consumer and the cloud service provider, 

wherein the verification of the storage correctness becomes easier and affordable to the 

consumer, and the evaluation of risk factors associated with cloud infrastructure will help the 

cloud service providers to improve their service infrastructure [12]. 

 

    Researched have proposed various schemes in order to ensure the integrity of the remotely 

stored data [10], [11], [13], [14], [15], [16], [18]. 

   In [10], modified Merkle-Hash Tree is used to achieve efficient data dynamics and bilinear 

aggregate signature technique is used to support efficient handling of multiple auditing tasks.  

In [18] have proposed a model using provable data possession (PDP), wherein a client can 

verify data stored on cloud without retrieving it.  However, these schemes [10], [18] does not 

consider the user's data privacy protection against external auditors, which is a severe 

drawback that affects the cloud security. [11] Combines the public-key based homomorphic 

authenticator with random masking to achieve the privacy-preserving public cloud data 

auditing system. Data dynamics was not supported and the external auditors were able to see 

user's data in [11]. Distributed auditing mechanism to verify storage integrity, and support for 

data dynamics has been proposed in [13], by using homomorphic token and distributed 

erasure-coded data, but the batch auditing was not supported. [14] Uses public key-based 

homomorphic linear authenticator (HLA) technique, due to which TPA can perform the 

auditing task without demanding the data and further they have integrated the HLA with 

random masking, that guarantees the integrity of data against the TPA during the auditing 

process, but the complexity of the algorithms used to develop this scheme is high which 

causes computational overhead on TPA.  
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   A model based on Bloom filters and Pohlig-Hellman encryption has been proposed in [15], 

that uses a data structure to store and retrieve information related to data on remote servers 

with the help of public key, but this key is not shared with the TPA, this limits TPA's 

capability over shared data. [16] Generalizes standard Bloom-Filters from Bloom-1 to Bloom-

g and Bloom- α that allows performance trade-offs between membership query overhead and 

false positive ratio. Also how existing techniques can be extended using counting Bloom 

filters is concluded. 

 

 

 

III. PROBLEM STATEMENT 

     The time required to verify the correctness of data stored over the cloud is more, besides 

the communication and computation changes with the sample size. Therefore a security 

mechanism should be implemented that would reduce the time required to check the 

correctness of data on the cloud. The aim is to develop a fast and efficient security mechanism 

to ensure confidentiality and integrity of data in cloud taking into consideration the increase in 

time efficiency of the system. 

 

 

 

IV. SYSTEM ARCHITECTURE 

 

Fig.2: System Architecture 
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      An overview of the system architecture is shown in Fig. 2, which defines the major 

actors/modules, their respective activities and functions in cloud computing. A generic high-

level architecture intends to the understanding of the requirements, functionalities, 

characteristics and standards of cloud computing. The architecture follows a generalized flow 

of cloud environment with modification in the few modules. 

       The system architecture defines 5 major actors / modules: Client (User), Cloud 

Environment (By CSP), Web Services, Security Service Module (SSM) and Third Party 

Auditor (TPA). Each actor/module is an entity (Person / Organization) that participates in the 

process and performs the desired tasks in cloud computing. Fig.2 illustrates interactions 

among the actors. A cloud consumer may opt for cloud services directly from a cloud 

provider or through a cloud broker. A cloud auditor can conduct audits independently or may 

contact other entity (i.e A TPA) to collect necessary information 

 

The implementation of the model is as below: 

 

 The data is uploaded by the client using the Security Service module. The Security Service 

module is empowered with AES and Counting Bloom Filter Algorithms.  

 The data is then encrypted using AES algorithm with a key size of 128-bit. 

 A public key is generated which is associated with the encrypted data, after which the data 

is uploaded to the cloud. An array and a SQL table is maintained in the cloud which keeps 

the record of the data.  

 When a public key is generated a copy of it is sent to the Third Party Auditor (TPA), which 

the TPA stores it its own database. 

 When the client sends a verification request to the TPA, it checks for the availability of the 

key in the Bloom Filter array stored on the cloud. If the key is present the data is 

compromised with its integrity and if the key is not present, the integrity of the data is 

preserved. 

 

 

Algorithmic Strategies: 

Our proposed system is implemented by integrating 2 algorithms: 
 

I. Simple AES-128 Algorithm: To encrypt or decrypt the data using a 128-bit key, 
that is going to be stored or retrieved by communicating with cloud storage service 
[19]. 

II. Counting Bloom Filter Algorithm: To verify the integrity of the data stored on 
cloud, by using a data structure that stores the element using hashing functions. 
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I) Simple AES-128 Algorithm: 

AES is an algorithm performs encryption and decryption of the data, which is a series of well-
defined rounds [19]. AES-128 bit key encryption consists of 10 rounds. Each of these rounds 
includes: 

1. SubBytes: Every bytepresent in the state is replaced with its corresponding entry within a 
fixed 8bits lookup table. 

2. ShiftRows: Bytes in each rows of the state are cyclically shifted to the left, the number of 
places each byte is shifted is different for each of the rows. 

3. MixColoumns: A fixed polynomial is multiplied with every column of state. 

4. AddRoundKey: Each byte of the state is combined with a byte using the 'XOR' 
operation of the RoundSubKey. 

 

 

II) Bloom-Filter Algorithm: 

 Bloom filters are compressed data structures that is used to represent the probability of a set 
to support membership queries. It satisfies the queries that ask "Whether an element X is present 
in the set S?”.  

     This representation allows a payoff for a minimal false positive rates in the membership 
queries, i.e. the queries might not recognize appropriately whether an element is member of the 
set or not. Bloom filter are more memory efficient and extremely fast as compared to the naive 
“store-everything”, as it does not store the complete element. Bloom filters are advantageous as 
compared to other data structures due to factors such as, such as self-balancing binary search 
trees, simple arrays, hash tables, or linked lists of the entries. It basically does not store the object 
itself. 

 

Constructing Bloom Filters 

Consider a set 'S' of ‘n’ elements i.e. S ={𝑥1, 𝑥2 ,… . . 𝑥𝑛}.  Bloom filters describe membership 

information of set ‘S’by making use of a bit vector ‘V’ whose length is given by‘m’.  „k’ hash 

functions, ℎ1 ,ℎ2,… . .ℎ𝑘  with  ℎ1 {1...m} are used for this purpose. 

 

The data structure performs two operations:  

 

 Add an object ‘x’ to the set ‘S’; and 

 Tests to determine whether a given object ‟x‟ is a member of set „S‟. 

 

Note: This operation is performed keeping in mind space and time factor. 

 

The following code is used to add an element to the set of array. Initially ‘m’ bits of array are set 

to 0. The elements are stored using ‘k’ hash functions. 
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Insert(Table,Key) 

i=0 

Repeat 

i=i+1 

pass key -> hash funct& set index  1 

Until((i==k)) 

end 

 

 

 
Fig 3: Elements „x‟ and „y‟ added to the data structure using 3 hash functions. 

 

 

Therefore, if 𝑥𝑛 is a member of a set „S‟, then the resulting Bloom filter ‘V’will fetch all bits 

corresponding to the hashed values of 𝑥𝑛 that are set to 1.   

Testing for membership of an element corresponds to searching an element by querying all 

corresponding bits of resulting Bloom Filter ‘V’. 

 

IsMember(Table,Key) 

i=0 

Repeat 

i=i+1 

hi is the ith hash funct 

until((i=k) Or(IsSet(Table[hi(key)]))) 

if(i=k) then 

return true 

Else 

return false 

end 

 

 

 
 

Fig 6: Searching elements „y‟ in the data structure. 
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Bloom Filters Math’s: 

    In Bloom filters there is a Size and False Positive Rate tradeoff, because when ‘n’ number of 

keys are inserted using ‘k’ hash functions, the false positive probability that a particular bit is still 

0 (zero) is given by: 

 

 

                                                                               ---------- (1) 

 

 

Note: Here we assume that a perfect hash functions is implemented that spreads the elements of 

‘S’ evenly throughout the space. 

 

 

                                               ----------- (2) 

 

 

 
 

Complexity of Bloom Filter Algorithm: 

  The time required to add items in the data structure or to check whether an item is present in the 
set, is given by a fixed constant, O(k). 

 

Counting Bloom-Filter: 

       In standard Bloom-Filter, deletion is not allowed due to which there is a low false positive 

probability. The delete operation is implemented using a counting Bloom filter. The basic idea is 

to take a standard Bloom filter, and replace each bit in the bit array by a bucket containing 

several bits. Those buckets are treated as counters, which are initially set to 0. Then an element 

‘x’ is added to the Counting Bloom filter data structure by incrementing each of the buckets 

hashed using ℎ1 ,ℎ2 ,… . .ℎ𝑘 .  

 

     Then test is conducted to check whether the element ‘x’ is present in the counting Bloom 

filter by looking to see whether each of the corresponding buckets is nonzero. And finally the 

delete is accomplished by decrementing each bucket.  
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V. EXPERIMENTAL RESULTS 

In this section the performance of implemented system is evaluated and then compared to the 

existing system [10]. The results are compared on the basis server computation time and TPA 

computation Time. The input data set contains files of different types and sizes. The below 

table shows the results for existing system. 

 

 
 

   An input data set contains 30 files of different types (viz. Word, Excel, Powerpoint, PDF, 

Jpg, Bmp,Gif, Tif etc.) with varying sizes. From the above result table an average of the TPA 

Computation Time and Server Computation Time is calculated, which is then used to plot the 

result graph of existing system versus the implemented system. The graph is shown below: 
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VI. CONCLUSION & FUTURE SCOPE 

        An efficient security mechanism has been implemented to provide data storage security 

in cloud. Simple AES-128 along with Counting Bloom Filter Algorithm has been used to 

provide the information security aspect of confidentiality and integrity of data, AES-128bit 

key algorithm secures the data assuring confidentiality of data and Counting Bloom Filters a 

space and time efficient mean to check the existence of an element in a set. 

       Results have proved that the performance of the implemented system. The scheme 

guarantees that the TPA will not be able to learn any knowledge about the data stored on the 

cloud server during the auditing process, which not only eliminates the burden of cloud user 

from the tedious and possibly expensive auditing task, but also alleviates the user‟s fear of 

their outsourced data and automatically a trust is built among the users. 

      Experiments will be conducted on public cloud instance demonstrating a fast performance 

of design on both the cloud and the auditor side. Further system can be extended to support 

batch auditing of files. 
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